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NMpepucnoBue

Lenm wn npuvHumMnbl ctaHgapTtu3aumm B Poccuinickon ®Pepepaumm  yCTaHOBIEHbDI
depepanbHbiM - 3akOHOM OT 27 pgekabps 2002 r. Ne 184-d3 «O TexHuyeckom
perynupoBaHun», a npaBuna nNPUMEHEHNS HauuoHanbHbIX CTaHaapToB Poccuiickomn
depepaumm — FOCT P 1.0 — 2004 «CtaHgaptmnsaums B Poccuickon ®epepaummn. OCHOBHbIE

NONOXEeHUA»

CBeoeHusa o cTaHpapTe

1 PASPABEOTAH LleHTpom 3awwmTbl HGOpMauumn un crneumansHon cesasm ®Chb Poccum
c yyactmem OTKpbITOro akumoHepHoro obuwectBa «VHMpOPMaAUNOHHBIE TEXHOMOorMM W

KOMMYHUKaLMOHHble cuctembl» (OAO «MHpoTeKCy»)

2 BHECEH TexHn4yeckum KOMUTETOM no cTaHgapTusauum TK 26

«KpunTorpaduyeckasa sawmra MHGoOpMaLmnmny»

3 YTBEP>XOEH W BBEAEH B OEWCTBUE lMpukasom degepanbHOro areHTcTea no

TEXHUYECKOMY perynmpoBaHuio U meTponormm ot 7 asrycta 2012 r. Ne 216-cT

4 BBAMEH I'OCT P 34.11-94

UHopmayus 06 usmeHeHUsIX K Hacmosiwemy cmaHOapmy rnybriukyemcsi 8 exxe2o00HO
uzdasaeMoM UHGOPMaUUOHHOM yKasamersne «HayuoHanbHble cmaHdapmbl», @ MmeKcm
U3MeHeHuUl U Trornpasok — 8 EeXeMeCs]HHO u30asaeMbiX UHGOPMAaUUOHHbIX yKazamerssix
«HayuoHanbHble cmaHOapmbi». B criyyae nepecmompa (3aMeHbl) UfU  OMMEHbI
Hacmosiuweao cmaHdapma coomeemcmeyruiee ygedomneHue bydem onybrnukoeaHo 8
e)XXeMecsiYHO u3dasaeMoM UHQOPMaUUOHHOM ykasamersne «HauuoHarnbHble cmaHOapmaly.
Coomeemcmeytowasi UHopmayus, yeedoMsieHUEe U MmeKCcmbl pasMewaromcs makxe 6
UHbOpMaUuuoHHOU cucmeme o0bwea0 Monb3o8aHUs — Ha oguyuanbHOM caltime
®eldeparnbHO20 azeHmMcmea o MexHUYEeCKOMY peayniupogaHuro U Memposiocuu 8 cemu
NHmepHem

© CraHgapTuHdgopm, 2012
HaCTOHLLI,I/II7I CTaHOapT He MOXeT ObITb NMOMHOCTbLIO UMKN YaCTUYHO BOocCnpousseaeH, TupaxumnposaH ”

pacnpocTpaHeH B kadecTBe oduuManbHOro usgaHus 6e3 paspelweHuss PegepanbHOro areHTCTBa Mo
TEXHUYECKOMY PEeryrivpoBaHuio U MeTposiorvm
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CopepxaHue

1 OOBNACTb MPUMEHEHUS .. .ttt ettt et et e e e et e e et et e e e e e et et e et e e e e e e e e nenns
VN o (o oY = 1= T o oo I
3 ONpPeneneHUS N OBOBHAUEHMST ...cvvueieteeeet et et et e e ee e et e et e e e e et e ee e e e e enaaeeanas
K T IO 1 p 0= a =Y [T PP
3.2 OBO0BHAUEHMS ... ueeeitee ettt et et e e et et e et e e e et et e e e e et e et e e e e
4 OOLLME MOTIOMKEHMS. ...ttt e et e et et e e ettt e e e et e e e et e e e et e e e e e e ae e anneenes
SHAYEHUS MAPAMETPOB . ..uvue it ete et ettt et e e et et et e e e e e e e e e et e e e e e a e s e e e e e eneenas
5.1 VHNLMANMUSAUNOHHBIE BEKTOPD . ..uutuet ettt eneete et eee et eeeteeaeaeaneeee e eneaneanens
5.2 HennHenHoe BuekTMBHOE nNpeobpasoBaHne MHOXeCTBa ABOUYHbLIX BEKTOPOB......
S TRC T I 1= o =T o = o] == T 07T
5.4 JlnHenHoe npeobpa3oBaHME MHOXECTBA ABONYHBIX BEKTOPOB.....c..veueeneenennnnnnn..
5.5 VTEPALMNOHHBIE KOHCTAHTDBI . ..euuttteeeetete et et e e teete et e et e e ae e e ee e aneeneene e
LG I8 [ o T=To 1] 0= Fe T ] == 1
T DYHKLMA CKATUS .ottt et ettt ettt ettt et r e e et ettt e et e e e et et et e e a e e ra e e e ens
8 [Mpouenypa BbIYNCIEHNA XALU-YHKLMM .. ..onneee et e e e e e e e e eiee e eneenans
S 0 I 7= 1 e

MpunoxeHne A (cnpaBodYHOE) KOHTPOMBHBLIE MPUMEPDBI .....vuvneeneeteeeeeeeeeaeeeeeenanaeanss
A IDUIMED T o e e e
A.1.1 na pyHKUMM X3LWMPOBAHMS C ONMHON X3LW-KoAa 512 OUT .....o.ceoeiiiiiiee,
A.1.2 Na pyHKUUM X3LWIMPOBAHUS C ONIMHON X3LW-KOAA 256 OUT........cevvvviiiiieiinnnns
N2 I 011 = o 2P
A.2.1 INa pyHKUUM X3LWMPOBAHMS C ONMHON X3LWW-KoAa 512 OUT .......covviiiiniinet,
A.2.2 Ina pyHKUUM X3LWMPOBAHMS C ONTMHON X3LW-KoAa 256 OUT .........coevviivinininnn.,

YL@ T i oY= T o < P
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BBeneHue

Hactoswun ctaHgapT COAepXuT onucaHwe anroputma u npouenypbl BblYUCIIEHUSA
XaW-PyHKUMKM  ana - nobon  nocnegoBaTenbHOCTU  ABOMYHBIX — CMMBOJSIOB,  KOTOpbIE
NPUMEHAOTCA B KpunTorpadumyecknx meTtogax 3awmtbl MHGOpmauum, B TOM 4Yucne B
npoteccax popMnpoBaHNA N MPOBEPKN SNTEKTPOHHOMN LIMGOPOBOW NOLMUCH.

CraHnpapt paspabotaH B3ameH [OCT P 34.11-94. HeobxogumocTb pa3paboTku
HacTosillero cTaHdapTa Bbi3BaHa  MOTPEOHOCTLIO B CO34aHMM  X3LWU-(PYHKUUN,
COOTBETCTBYIOLLEN COBPEMEHHLIM TpeboBaHMsM K KpunTorpapuyeckonm CTOMKOCTU U
TpeboBaHuam ctangapta FOCT P 34.10-2012 Ha aneKTPOHHYH LUMpoBYyO NOAMNMUCH.

Hactoswun  ctraHgapT  TEPMMHOMOMMYECKM U KOHUENTyanbHO  YyBS3aH C
MexayHapogHbiMu ctaHgaptamm MCO 2382-2 [1], UCO/MOK 9796 [2 - 3], cepun NCO/MIK
14888 [4 — 7] u cepum MCO/MBK 10118 [8 — 11].

M pnmeyvyaHUne-— OcHoBHas 4yacTb CTaHgapTa gonojfiHeHa O gHUM NPUnoXXeHnem.:

MpunoxeHne A (cnpaBoyHoe) KOHTpombHbIE NPUMEPHI
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HAUWOHANbHbIN CTAHOAPT POCCUNCKON ®EOQEPALNU

UHdopmaumnoHHas TexHonorus

KPUNTONPA®PUYHECKAA SALLUTA UHOOPMALIUUN

q)yHKLIMH XwmpoBaHus

Information technology. Cryptographic data security.

Hash function

HOaTta BBepgeHusa 2013-01-01

1 O6nacTtb NnpuMeHeHuUsA

Hactoawun crangapT onpegenseTr anroputM M npouenypy BbIMUCAEHUSA  X3LU-
dyHKUMK ons nobon nocnefoBaTeNbHOCTN ABOUYHBLIX CMMBOJSIOB, KOTOPbIE MPUMEHSIIOTCS B
Kpuntorpaduyecknx metogax obpaboTkm M 3awmtbl MHOpMauuK, B TOM 4Yucne Ons
peanu3auun npoueayp obecneyeHuMss LENOCTHOCTM, AYTEHTUYHOCTW, SNEKTPOHHOWN
undgposon nognucu (AUIM) npm nepepade, obpaboTke M XpaHEeHUM WHoOpMauun B
aBTOMATU3NPOBAHHbIX CUCTEMAX.

OnpepeneHHasi B HacTosiweM cTaHgapTe YHKUUSA X3LWMPOBAHUSA UCMONb3yeTcs npu
peanu3auunm CUCTEM 3NEKTPOHHOM umdpoBOM noanmcn Ha 0Gase accMMEeTPUYHOro
Kpuntorpadudeckoro anropmutma no NFOCT P 34.10-2012.

CtaHpapT pekoMeHOyeTcsi MChnonb3oBaTb MpW  CO34aHWW,  JKCnnyataumm Wu

MOAepHU3aLmm cuctem obpaboTkn MHopMaLnmn pasfnMYyHOro HasHa4YeHus.
2 HopmaTuBHbIe CCbINKN

B HacTosLwem cTaHgapTe MCNoSb30BaHbl CChINKM Ha cregyoLwne ctaHaapThl:
FOCT 28147-89 Cucrtembl 0bpaboTtkun mHdopmaumn. 3awmTta Kpuntorpadumyeckas.

Anroputmbl KpunTorpaduyeckoro npeobpasoBaHns

W3gaHue odpuumansHoe
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FOCT P 34.10-2012 WHdpopmaumoHHas TexHonorus. Kpuntorpaduyeckas 3sawmta
nHdopMauuu. MNpoueccbl GOPMUPOBAHUSA U NPOBEPKU INEKTPOHHOW LMPOBOM NoaNnUcu

MpumedaHwne - Npn NonNb3oBaHMM HACTOSILLIMM CTaHOAPTOM LieniecoobpasHo NpoBepuTb
JENCTBME CCbINOYHbIX CTAHOApPTOB B WH(OPMALMOHHOW cucTteme OOLLEro Mnonb3oBaHMS — Ha
oduumanbHoMm cante  depgepanbHoro areHtctBa Poccuiickon degepaumm No  TEXHUYECKOMY
perynmpoBaHuMilo 1M MeTporiormm B ceTu  VIHTEpHET uAMm  no  eXerogHo  M3gaBaemMomy
MHOPMaLMOHHOMY yKa3aTento «HaunoHanbHble cTaHAapThl», KOTOPbIN ONyGrMKOBaH NO COCTOAHMIO
Ha 1 aHBap4a TekyLlero roga, v no COOTBETCTBYIOLLMM €XeMECSAYHO n3gaBaemMbiM NHPOPMaLMOHHBIM
yKkasartensam, onybnmkoBaHHbIM B TEKYLLEM rogy. ECnun CCbiNOYHbIN cTaHAapT 3aMeHEH (M3MEHEH), TO
npu  NOMb30BaHUM  HACTOSALWMM  CTaHOApTOM  crieqyeT  pPYyKOBOACTBOBATbCH — 3aMEHSHOLUM
(M3MeHeHHbIM) cTaHgapToMm. Ecnn cebinoyHbii cTaHaapT OTMeHeH 6e3 3ameHbl, TO MOMoXeHue, B
KOTOPOM [aHa CCblfika Ha HEro, MPUMEHSIETCS B YacTu, HE 3aTparMBaloLLen 3Ty CCbISIKy.

3 TepMuHBI, onpeaeneHnUs n 0603HaYeHuUs

B HacTosiiem ctaHOoapTe NpUMEHeHbl creaylolie TePMUHbI C COOTBETCTBYHOLLMMM

onpepgeneHnamMmun.
3.1 TepMuHbI U onpeaeneHns

3.1.1 3anonHeHue (padding): NpunuceiBaHMEe JONOMHUTENBHBIX BUT K CTPOKe BUT.
[MCO/M3K 101181, cTtatba 3.9]

3.1.2 nHmumanusaumoHHbIn BeKTop (initializing value): Bektop, onpegeneHHbii  Kak
HavanbHasa Touka paboTbl PYHKLMM XILUNPOBAHMS.
[MCO/M3K 10118-1, cTtaTtbs 3.7]

3.1.3 coobweHune (message): CTpoka GUT orpaHMYEHHON ANUHbI
[MCO/MBK 14888—-1 ctatbsa 3.10]

3.1.4 dyHkuma cxatma (round function): WtepaTuBHO wucnonb3yemas QyHKUMS,
npeobpasyowas cTpoky 6UT OnuHbl L; U nonyvyeHHy Ha npeablayliem ware CTpoky out
ANVHbI L B CTPOKY OMT AnuvHbI L.

[MCO/M3K 101181, cTtatba 3.10]

MpumedaHwue — B HacToswem cTaHgapTe MOHATUS «CTPOKa OUT ANuHbL Ly n
«ABOWNYHbIN BEKTOP-CTPOKA Pa3MEPHOCTU L» CYUMTAOTCH TOXKAECTBEHHBIMU.

3.1.5 xaw-kop (hash-code): Ctpoka 6uT, ABNAKOWAACA BbIXOLHLIM pPe3yNbTaToM
X3LW-PYHKUUN.
[MCO/M3K 14888-1, ctatba 3.6]

3.1.6 xaw-c¢pyHkumua (collision-resistant hash-function): ®yHkums, oTobGpaxatroasn
CTPOKM OUT B CTPOKM OUT DUKCUMPOBAHHOM ANMHLI W yOOBNETBOPSAKOWAN CcrneayroLmnm
CBOMCTBaM:

1) no p[JaHHOMY 3HaA4YeHW0 (PYHKUUU CHOXHO BbIMUCNUTL WCXOAHblE [daHHble,
oTobpakaeMble B 9TO 3HAYEHUE;

2) Ons 3aaHHbIX UCXOAHbLIX OaHHbIX CMOXHO BbIYUCAUTL APYrMe UCXOAHble AaHHble,
oToBpakaeMble B TO Xe 3HaYeHne PyHKUnN;
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3) CNOXHO BbIMUCANTL KaKyto-nmbo napy MCXOAHbIX AaHHbIX, 0TOBpaaembix B OAHO U
TO XXe 3Ha4eHwue.
[MCO/M3K 14888—1, ctaTtba 3.2]

MpwunwwmMe dyaH n e — B Hactoswem craHgapte B Uendx COXpaHeHUd
TEPMUHOMNOIMMYECKON NPEEMCTBEHHOCTU MO OTHOLUEHWIO K OEeWUCTBYIOLWWM OTeYeCTBEHHbIM
HOPMaTMBHbIM  [JOKYMEHTaM W  onybnukoBaHHbIM  HAyYHO-TEXHUYECKUM  U3LOaHUSM
YCT@HOBMNEHO, YTO TEPMUHbl «X3LW-PYHKUMAY», «KpunTorpaduyeckas Xxaw-gQyHKLUSA»,
«PYHKUMS  X3WMPOBaAHMA» U «KpunTorpaduyeckasa qyHKUMS X3LWMPOBAHUNAY SBMSOTCA
CUHOHMMaMM.

3.1.7 [anekTpoHHaa uudcdpoBasa] noanucb (signature); JLIM: Ctpoka 6uT,
nonyyeHHas B pesynbraTe npouecca GopMUpoBaHUSA NOLMUCH.
[MCO/MBK 14888-1, ctatbsa 3.12]

MpwunwwmMme dyaHn e — B Hactoswem craHgapte B Uendx COXpaHeHud
TEPMUHOMOIMMYECKON NPEEMCTBEHHOCTU MO OTHOLUEHWUIO K OEeWCTBYIOLWWUM OTeYeCTBEHHbIM
HOPMaTMBHbIM  JOKYMEHTaM W  onybnukoBaHHbIM  HAyYHO-TEXHUYECKUM  U3LOaHUSM
YCTAHOBJIEHO, 4YTO TEPMWHbl «3NEKTPOHHAA noanucb», «unpoBad noANUCL» WU
«3NEKTPOHHasA undpoBas NOANUCH» ABMASAOTCA CUHOHUMaMM.

3.2 O603HauYeHuUs

B HacTosilem cTaHaapTe Ucnonb3yoTcs crieayowmne o6o3HauYeHus:

V* MHOXECTBO BCEX ABOMNYHbIX BEKTOPOB-CTPOK KOHEYHON pa3MepHOCTH
(banee — BeKTOpOB), BKOYAsA MYCTY CTPOKY;

|A| pa3aMepHOCTb (4Mcrno koMnoHeHT) Bektopa 4 € V* (ecnn 4 — nycras
cTpoka, 1o |A| = 0);

Va MHO>ECTBO BCEX II-MEpPHbIX BOMYHbIX BEKTOPOB, rae 1 — Lenoe
HeoTpuLaTernbHOE YMCOo; HYMepaLuus NOABEKTOPOB N KOMMOHEHT
BEKTOpa OCYLLECTBNSAETCS CrpaBa HaneBo HauyMHas C Hyns;

ea onepauna NOKOMIMOHEHTHOro CI1I0XeHnA no Moayrnto 2 OBYX
OBOUNYHbIX BEKTOPOB OAVHaKoBOM pa3MEepPHOCTH;

AllB KoHkaTeHauus BekTopos A, BE V™, 1.e. BekTop 13 V| 4|4|5|, BKOTOPOM
neBbI NOOBEKTOP U3 V|A| coBnagaeT ¢ BekTopoM A, a npasblii
noasekTop 13 V p| coBnaaaert ¢ ektopom B,

A KOHKaTeHaLUus 11 9K3eMnnsaApoB BekTopa A;
Ziyn KOMbLO Bbl4ETOB Mo moaymnio 2™;
H onepauusi CrnoXeHusi B konbue Z,n;
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VeCn . Zzn b I/TL

Inth: Vo> Zoyn

MSB,: ¥ -1,
a=>b

oY

M

H:V*> Vs,

4

BrekTMBHOE OTOGpaxeHue, conocTaBnsaoLee LenomMy Yicny s Z,n
ero [ABOWMYHOE NpeacTaBneHue, T.e. Ans noboro anemeHTa

Z=2y+ 22 + .. + 2" 7,1 xonbua Zyn, rme z; € {0,1},
] =0,...,n-1, BoinonHeHo paBeHcTBo Vecn(z) = Z,_ 1| .. |121]|Zo;

oTobpaxeHue, obpaTHoe oTobpaxeHuto Vecy, T.e. Int, = Vecgl;

oToGpaxeHwue, CTaBsilLee B COOTBETCTBUE BEKTOPY Zj _1|| --- [|21]/Zo,
k= n,8extop Z_1|| . [|Zk—n+1l1Zk—n ;

onepalus NpuceanBaHusa nepeMeHHon a 3HadyeHus b;
npousBefieHne oTobpaXeHuit, Npu KOTopom oTobpaxxeHne ¥

D,eVICTByeT nepBbIM;

[IBOMYHbIN BEKTOP, Moanexalumin xawmposanuio, M€ V%

|M| <2512

bYHKUMS X3LIMpoBaHus, oTobpaxatowas Bektop (coobleHne) M B
BekTop (xaw-kon) H(M);

NHULMAaNM3aLUNoHHbIN BEKTOP yHKUMK XawmpoBanus, IV € Vs1z.

4 O6wme nonoXxeHus

NaHHbI cTaHaapT onpenensieT Ase yHKUMKU xawuposanuna H: V"=V, ¢ anuHamm

Xal-koga mnm=256 out n n=512 6ur.

5 3HayeHunsa napameTpoB

5.1 " HMUMann3auuoHHbIe BEKTOpPbI

3HayeHre MHUuManu3aumoHHoro Bektopa /I ans dyHKUMM X3WMpoBaHUS C OSIMHON

xaw-koga 512 6ut pasHo 0512, 3HayeHne nHUUManu3aumoHHoro sektopa [V ana dyHKumm

X3LUMPOBaHUSA C ONIMHOM XaL-Koaa 256 6ut pasHo (00000001)64.

5.2 HennHenHoe GueKkTUBHOE Npeobpa3zoBaHUe MHOXeCTBa ABOUYHbIX

BEKTOPOB

HenuHeHoe OuekTMBHOe npeobpa3oBaHMe MHOXECTBA [ABOWYHbIX BEKTOPOB Vg

3agaeTcsa NogcTaHOBKOW

m=Vecsm'Intg: Vs — Vs, (1)
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rae ' : Zys = Z,s.

3HaueHns MoACcTaHOBKM TT' 3anucaHbl Huxe B Buge maccuea 1t =(m'(0), ©'(1),...,
' (255)):

' = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4, 77, 233, 119, 240,
219, 147, 46, 153, 186, 23, 54, 241, 187, 20, 205, 95, 193, 249, 24, 101, 90, 226, 92, 239,
33, 129, 28, 60, 66, 139, 1, 142, 79, 5, 132, 2, 174, 227, 106, 143, 160, 6, 11, 237, 152, 127,
212, 211, 31, 235, 52, 44, 81, 234, 200, 72, 171, 242, 42, 104, 162, 253, 58, 206, 204, 181
112, 14, 86, 8, 12, 118, 18, 191, 114, 19, 71, 156, 183, 93, 135, 21, 161, 150, 41, 16, 123,
154, 199, 243, 145, 120, 111, 157, 158, 178, 177, 50, 117, 25, 61, 255, 53, 138, 126, 109,
84, 198, 128, 195, 189, 13, 87, 223, 245, 36, 169, 62, 168, 67, 201, 215, 121, 214, 246, 124,
34, 185, 3, 224, 15, 236, 222, 122, 148, 176, 188, 220, 232, 40, 80, 78, 51, 10, 74, 167, 151,
96, 115, 30, 0, 98, 68, 26, 184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47,
140, 163, 165, 125, 105, 213, 149, 59, 7, 88, 179, 64, 134, 172, 29, 247, 48, 55, 107, 228,
136, 217, 231, 137, 225, 27, 131, 73, 76, 63, 248, 254, 141, 83, 170, 144, 202, 216, 133, 97,
32, 113, 103, 164, 45, 43, 9, 91, 203, 155, 37, 208, 190, 229, 108, 82, 89, 166, 116, 210,
230, 244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182).

5.3 MNepecTaHoBKa 6GanT

3HayeHuss nepectaHoBKM T € Ses 3anucaHbl Huxe B Buae Maccusa T = (T(0),

7(1),..., 7(63)):

T =(0, 8, 16, 24, 32, 40, 48, 56, 1, 9, 17, 25, 33, 41, 49, 57, 2, 10, 18, 26, 34, 42, 50, 58,
3, 11, 19, 27, 35, 43, 51, 59, 4, 12, 20, 28, 36, 44, 52, 60, 5, 13, 21, 29, 37, 45, 53, 61, 6, 14,
22, 30, 38, 46, 54, 62, 7, 15, 23, 31, 39, 47, 55, 63).

5.4 JlnHenHoe npeobGpa3zoBaHUEe MHOXeCTBa ABOUYHbLIX BEKTOPOB

NuHeltHoe npeoBpasoBanne | MHoxecTBa ABOMYHLIX BekTopoB Vi, 3agaetcs
YyMHOXeHueM cnpaBa Ha matpuuy A Hap nonem GF(2), CTpoku KOTOPOM 3anucaHbl HUKe
nocrnefoBaTenbHO B LlecTHaguaTtepuyHom Buae. CTpoka maTpuubl C HOMEPOM j, j =
0,...,63, sanucaHHas B Buge aj,15 ... Qj,0, TAe aj,iEZw,i = 0,...,15, ectb

Vecs(ajis)| ... [[Veca(ajo).
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8e20faa72balOb470 47107ddd9b505a38 ad08b0e0c3282d1c d8045870ef14980e
6c022c38f90a4c07 3601161cf205268d 1b8e0b0e798c13c8 83478b07b2468764
a011d380818e8f40 5086e740ce47c920 2843fd2067adeall 14aff010bdd87508
0ad97808d06ch404  05e23c0468365a02 8c711e02341b2d01  46b60f011a83988e
90dab52a387ae76f 486dd4151c3dfdb9 24b86a840e90f0d2 125¢c354207487869
092e94218d243cba 8al74a9ec8121e5d 4585254f64090fa0 accc9ca9328a8950
9d4df05d5f661451 c0a878a0a1330aab 60543c50de970553  302ale286fc58ca7
18150f14b9ec46dd 0c84890ad27623e0 0642ca05693b9f70 0321658cha93c138
86275df09ce8aaa8 439da0784e745554 afc0503c273aad2a d960281e9d1d5215
€230140fc0802984 71180a8960409a42 b60c05ca30204d21 5b068c651810a89e
456c34887a3805b9  ac361a443d1c8cd2 561b0d22900e4669  2b838811480723ba
9bcf4486248d9f5d €3e9224312c8clal effallaf0964ee50 f97d86d98a327728
e4fa2054a80b329c 727d102a548b19%4e 39b008152ach8227 9258048415eb419d
492c024284fbaecO aa16012142f35760 550b8e9e21f7a530 a48b474f9ef5dc18
70a6a56e2440598e 3853dc371220a247 1lca76e95091051ad  Oedd37c48a08a6d8
07e095624504536c  8d70c431lac02a736 €83862965601dd1lb  641c314b2b8ee083

3neck B 04HOI CTPOKe 3anucaHo 4 CTpoku MaTpuubl A, Npy 3TOM B CTPOKE C HOMEPOM
i, 1 = 0,...,15 3anucaHbl cTpokm maTtpuubl A ¢ Homepamu 4 1 + j, j =0,..,3 B
cnepyloLem nopsigke (cnesa Hanpaso) 41 + 0, 41+ 1, 41+ 2, 41 + 3.

PesynbTaT yMHOXeHusi BekTopa D =bg; ...by €V, Ha maTpuuy A ecTb BekTOp

cEVgy:

¢ =bgz(Vecs(ao,1s)|| ... ||Vecs(aoon)) B ... D by(Vecs(aess)| ... |[Vecs(aessp)), (2)

64
0°%,

(Vec4 (a63—i,15)|| .. [Vecy (%3—1’,0))

eciu b; = 0,

e b; (Vecs(agsi5)] ...||Vec4(a63_i,o>>={

eciu b; = 1,

onsiscex 1=0,...,63.

5.5 UTepauMOHHbIE KOHCTAHTbI

MTepaLI,VIOHHbIe KOHCTaHTbl 3anuvcaHbl B LWeCTHaaguatepn4HomMm BUae. 3HaveHue

KOHCTaHTHhI, i=0,...,127, ectb

VEC4(CL127)|| cee ||VeC4(ao):

3anucaHHoe B BuUAE Qqy7 .. Ao, TtAe Q; € Zqe,
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C1 = bl1085bdalecadae9ebcb2f81c0657c1f2f6a76432e45d016714eb88d7585c4fc
4b7ce09192676901a2422a08a460d31505767436¢cc744d23dd806559f2a64507;

C, = 6fa3b58aa99d2f1a4fe39d460f70b5d7f3feea720a232b9861d55e0f16b50131
9ab5176b12d699585ch561c2db0aa7ca55dda21bd7cbcd56e679047021b19bb7;

C; = f574dcac2bce2fc70a39fc286a3d843506f15e5f529c1f8bf2ea7514b1297b7b
d3e20fe490359eb1c1c93a376062db09c2b6f443867adb31991e96f50abalab?2;

C,4 = eflfdfb3e81566d2f948e1a05d71e4dd488e857e335¢c3c7d9d721cad685e353f
a9d72c82ed03d675d8b71333935203be3453eaa193e837f1220chebc84e3d12e;

Cs = 4bea6bbacad4747999a3f410c6ca923637f151c1f1686104a359e35d7800fffbd
bfcd1747253af5a3dfff00b723271al67a56a27ea9ea63f5601758fd7c6cfe57,;

Cs = aedfaeaeld3ad3d96fa4c33b7a3039¢c02d66c4f95142a46c187f9ab49af08ect
cffaabb71c9ab7b40af21f66c2bec6bb6bf71c57236904f35fa68407a46647d6€;

C,; = f4c70el6eeaachec5lac86febf240954399ec6c7e6bf87¢c9d3473e33197a93¢c9
0992abc52d822¢c3706476983284a05043517454ca23c4af38886564d3a14d493;

Cs = 9b1f5b424d93c9a703e7aa020c6e41414eb7f8719c36dele89b4443b4ddbc49a
f4892bcb929b069069d18d2bd1la5c42f36acc2355951a8d9a4 7f0dd4bf02e7 1e;

Co = 378f5a541631229h944c9ad8ec165fde3a7d3alb258942243cd955b7e00d0984
800a440bdbb2ceb17b2b8a9aa6079c540e38dc92cbh1f2a607261445183235adb;

Ci10 = abbedea680056f52382ae548b2e4f3f38941e71cff8a78db1fffe18alb336103
9fe76702af69334b7al1e6¢c303b7652f43698fad1153bb6c374b4c7fh98459ced,;

C11 = 7bcd9ed0efc889fb3002c6cd635afe94d8fabbbbebab07612001802114846679
8ald7lefea48b9caefbacd1ld7d476e98dea2594ac06fd85d6bcaadcd81f32d1b;

C12 = 378ee767f11631bad21380b00449b17acdad43c32bcdfld77f82012d430219f9b
5d80ef9d1891cc86e71dad4aa88e12852faf417d5d9b21b9948bc924af11bd720.

6 NMpeobpa3oBaHus

Mpu Bblumcnenun xaw-koga H (M) coobwenna M € V™ ucnonbayotca cnegytowime

npeobpasoBaHus:
X[k]: V512 = V1o, X[kl(a) =k D a, k,a€ Vsq,; (3)
S§:Vs12 = V12, Sla) = S(agsll...llag) = m(ags)l...[[m(ao), (4)

ramc a = a63||...||a,0 € V512, al€ V8, = O,...,63;

P:Vsiz = Vsia, Ha) = P(ags| .- llag) = ar(63)||---||ar(0); (5)

rae a = a63||...||a0 € V512, ale VS, = O,...,63;

L:Vsi; = Vsi, L(a) = L(ay]|...llap) = [(a)]...[1(ay), (6)

rapc a = a7|| ||a0 € V512, a; € V64-' = 0, ey 7.
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7 ODyHKUMA cxaTua

3HayeHne xaw-koga coobweHna M € V* BblumMcnseTcas € UCNONb3oBaHUEM

nTepauMoHHoi npouenypbl. Ha kaxgoon uTepaumm BblMMCNEHUS X3LW-Koda WCNoNb3yeTcs

YHKUMS CxXaTus:

gn Vs12 X Vs1p = Vg1p, NE€ Vs, (7)
3Ha4YeHne KOTOPOW BblYUCIIAETCA Mo hopmyne:
gn(h,m) = E(LPS(h ® N),m) ® h ® m, ®)
rae E(K, m) = X[Ki13/LPSX[K12] ... LPSX[K2]LPSX| K1](m).
BHavenus K; € V515, @ =1, ..., 13 BoluncnatoTcs cneayrowmm obpasom:
K=K 9

K;= LPS(K;_;® C;_y), I =2,...,13, (10)
8 MNMpoueaypa BbluMcCNeHns x3Lw-pyHKLUN

McxoaHbIMU  faHHbIMKM  ANs  npoueaypbl Bbluvcnenus xaw-koga H(M) sBnsietcs

nognexatyee xawuposaHuio coobweHne M € V* u IV € Vg1, — uvHALMANU3ALMOHHBIN
BEKTOP X3LUMPOBaHUS.

Anroput™ BbluMcneHust pyHkumm A coctonT u3 cneayowmx aTanos.

8.1 dran 1
MpuCBOUTL HaYarnbHble 3HAYEHMS TEKYLLIUX BENUYMH:
1.1. h:=1V
1.2.  N:=0°12 € Viqp;
1.3. Y= 0°12 € Vgo;
1.4. MepenTu k atany 2.

8.2 3Tan 2
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2.1. MposepuTb ycnosue |M| < 512.

[Mpu nonoXxmnteneHOM UCcxoae nepenTun K atany 3.

B NPOTUBHOM Clly4ae BbIMOJIHUTb NMOCIieaoBaTesibHOCTb BbIYUCIIEHUN:

2.2. Bbluncnutb nogeektop m € Vgq, coobwenus M: M = M'|m. Qanee BbINONHATb

NocrneaoBaTeNbHOCTb BbIMUCIEHUIA:
2.3. h:=gy(h,m);
2.4. N:=Vecsi2 (Ints,,(N) H 512);
2.5. ), :=Vecsi2 (Ints;,(2) H Ints,,(m));
26. M:=M",

2.7. Mepentn k wary 2.1.

8.3 3T1an 3

3.1. m:=0511"1Mlj 1 |,
3.2. h:=gy(h,m);
3.3. N:=Vecs12 (Ints;,(N) H |M|);

3.4. Y, :=Vecs1z (Ints1,(Z) H Ints;,(m));

3.5. h:=go(h,N);

36 h = go(h,2), JU1s1 QYHKIIMY X3IUPOBAHUS C AJMHOM X311- KoJa 512 6UT;
T MSBZS6(g0(h, Z)), JU1s1 QYHKIIMY X3IUPOBAHUS C AJUHOM X31I- KoJa 256 6UT;

3.7. KoHey paboTbl anroputma.

3HayeHne BeNUNYUHBI h, noJiy4eHHoe Ha Lware 3.6, aABnseTca 3Ha4YeHnem beHKLl,I/II/I

xawmposanusa H(M).
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MpunoxeHue A

(cnpaBo4HoE)

KoHTponbHbIe npumepbl

[laHHOe NpunoXeHne HOCUT CNPaBOYHbIV XapaKkTep U He IBMNSETCs YacTbio CTaHdapTa.

BekTopbl 13 V* 3anucbiBaloTcs B LuecTHaguaTepuyHom Buge. Bektop A€ V,,,
3anncaHHbIN B Buae Ap_1 - Ao, rae a; € Zqig, | = 0,...,n-1, ectb

Vecs(an1)| ... ||Vecs(ao).
A.1 MNMpumep 1

HeobxoamMmo BbIMUCIINTL X3LU-KO cOOOLEeHns
M7 =32313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

A.1.1 Ina dpyHKUMK X3WMpPOBaHUSA C OANIMHOMN X3LW-Koaa 512 6uTt

anCBaMBaI-OTCFI 3Ha4YeHU4A.

h:= 1V =02
N:=0512;
Y= 0512,

OnuHa coobuwenus |[M;| = 504 < 512, noatomy npoucxoauT 3anonHeHne HENosHOro

onoka:

m : =0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

Boiuncnsertcs 3HaveHue K:= LPS(h @ N) = LPS(0512).
Mocne npeobpasoBaHusa S:
S(h @ N) = fcfcfcfefcfefcfefcfefcfefefefefefefefefefefcfefcfefcfefcfefcfefc
fcfefefefefefefefefefefefefefcfefefefefefefefefefefefcfcefefefcfc,
nocne npeobpasosaHua P
PS(h @ N) = fcfcfefefefefcfefcfefefcfefcfefefcfefcfefefcfefcfefefcfefcfefcefc
fcfefefefefefefefefefefefefefefefefefefefefefefefefefefefefefcfc,

10
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nocne npeobpasosaHua L

K:=LPS(h@ N) =
b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4ab74
b383fc2eced4a574b383fc2eced4ab574b383fc2eced4ab74b383fc2eced4ab74.

3aTem BbinonHsieTcs npeobpasosanve E(K, m) :

Utepauuns 1

Ki = b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4as74
b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4as574,

X[ K1](m) = b2blcdlef7ec924286b7cflcffe49c4c84b5c91afde694448abbch18fbe09646
82b3c516f9e2904080blcdlef7ec924286b7cflcffe49c4c84b5c91afde69444,

SX[ K1] (m) = 4645d95fcObeec2c432f8914b62d4efd3e5e37f14b097aead67de417c220b048
2492ac996667e0ebdf45d95fcObeec2c432f8914b62d4efd3e5e37f14b097aea,

PSX[Iﬁ](m) = 46433ed624df433e452f5e7d92452f5ed98937e4acd989375f14f117995f14f1
c0b64bc266c0b64bbe2d092067be2d09ecd4e7ab0elecde7a2cfdead8eb2cfdea,

LPSX[Ki|(m) =
€60059d4d8e0758024c73f6f3183653f56579189602ae4c21e7953ebc0e212a0
ce78a8df475c2fd4fc43fc4b71c01e35be465fb20dad2cf690cdf65028121bb9,

K, @ C, =028ba7f4d01e7f9d5848d3af0eb1d96b9ce98a6de0917562c2cd44a3bb516188
f8ff1.cbf5cb3cc7511¢c1d6266ab47661b6f5881802a0e8576e0399773¢c72e073,

S(K; @ C,) = ddf644e6e15f5733bff249410445536f4e9bd69e200f3596b3d9ea737d70ald7
d1b6143b9c9288357758f8ef78278aal55f4d717dda7cb12b211e87e7f19203d,

PS(Kl @ Cl) =
ddbf4eb3d17755b2f6f29bd9b658f4114449d6eal4f8d7e8e6419e733befl77e
€104207d9c78dd7f5f450f709227a719575335a1888ach20336f96d735a1123d,

LPS(K, ® C,)=
d0b00807642fd78f13f2c3ebc774e80de0e902d23aef2ee9a73d010807dae9cl
88be14f0b2da27973569cd2ba051301036f728bd1d7eec33f4d18af70c46¢cfle.

11
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Utepauus 2

K> = dOb00807642fd78f13f2c3ebc774e80de0e902d23aef2ee9a73d010807dae9cl
88be14f0b2da27973569cd2ba051301036f728bd1d7eec33f4d18af70c46¢cfle,

LPSX[ K3 LPSX[Ki](m) =
18e77571e703d19548075¢c574ce5e50e0480c9c5b9f21d45611ab86¢f32e352a
d91854ea7df8f863d46333673f62ff2d3efaelcd966f8e2a74ce49902799aad4.

Utepauuns 3

K3 = 9d4475c¢7899f2d0bb0e8b7dac6ef6e6b44ecf66716d3a0f16681105e2d13712a
1a9387ecc257930e2d61014a1b5c9fc9e24e7d636eb1607e816dbaf927b8fcal,

LPSX[K3] ... LPSX[Ki](m) =
03dc0a9c64d42543ccdb62960d58c17e0b5b805d08a07406ece679d5f82b70fe
a22a7eab6e21814619e8749b308214575489d4d465539852cd4b0cd3829bef39.

Utepauus 4

K1 = 5c283daba5ec1f233b8c833c48elc670dae2e40cc4c3219¢73e58856bd96a72f
dfof8055ffe3c004c8cde3h8bf78f95f3370d0a3d6194ac5782487defd83calf,

LPSX[K4] ... LPSX[Ki|(m) =
dbee312ea7301b0d6d13e43855e85db81608c780c43675bc93cfd82c1b4933b3
898a35b13e1878abel19e4dffb9de4889738ca74d064cd9eb732078c1fb25e04.

Utepauunsa 5

Ks = 109f33262731f9bd569cbc9317baa551d4d2964fal8d42c41fab4e37225292ec
2fd97d7493784779046388469ae195c436fa7cha93f8239ceb5ffc818826470c,

LPSX[Ks] ... LPSX[Ki](m) =
7fb3f15718d90e889f9fb7¢c38f527bec861c298afbh9186934a93c9d96ade20df
109379bb9clalffd0ad81fce7b45ccd54501e7d127e32874b5d7927b032de7al.

Utepauuns 6

Ks = b32c9b02667911cf8f8a0877be9al70757e25026¢ccf41e67c6b5da70b1b87474
3e1135cfbefe244237555¢c676¢153d99459hc382573aee2d85d30d99f286¢5e7,

12
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LPSX[Ks) ... LPSX[Ki](m) =

95efade104f235824bae5030fe2d0f170a38de3c9b8fc6d8fala9adc2945¢c413
389a121501fa71a65067916b0c06f6b87cel8dela2a98e0a64670985f47d73f1.

Utepauunn 7

K7 = 8a13c1b195fd0886ac49989e7d84b08bc7b00e4f3f62765ece6050fchabdc234
6c8207594714e8e9c9c7aad694edc922d6b01e17285eb7e61502e634559e32f1,

LPSX[K7] ... LPSX[Ki](m) =
7ea4385f7e5e40103bfb25c67e404c7524eec43e33b1d06557469¢6049854304
32b43d941b77ffd476103338e9bd5145d9c1e18b1f262b58a81dcefff6fc6535.

Utepauusn 8

Ks =52cec3b11448bb8617d0ddfbc926f2e88730ch9179d6decea5achffd323ec376
4c47f7a9e13bb1db56¢342034773023d617ff01cc546728e71dff8de5d128cac,

LPSX[Ks] ... LPSX[Ki](mi) =
b2426da0e58d5cfe898c36e797993f902531579d8ecc59f8dd8a60802241a456
1f290cf992eb398894424hf681636968¢c167e870967b1dd9047293331956daba.

Utepauusn 9

Ko = f38c5b7947e7736d502007a05ea64a4eb9c243ch82154aa138b963bbb7f28e74
d4d710445389671291d70103f48fd4d4c01fc415e3fb7dc61c6088afalale735,

LPSX[Kg] LPS/Y[[(l] (m) =
5e0c9978670b25912dd1ede5bdd1cf18ed094d14c6d973b731d50570d0a9bca?
15415a15031fd20ddefb5bc61b96671d6902f49df4d2fd346ceebda9431cb075.

Utepauuns 10

K10 = 0740b3faa03ed39b257dd6e3db7clbf56b6e18e40cdaabd30617cecbaddd618e
a5e61bb4654599581dd30c24cl1ab877ad0687948286¢cfefaa7eef99f6068b315,

LPSX[Kio] ... LPSX[Ki](m) =
c1ddd840fe491393a5d460440e03bf451794e792c0c629e€49ab0c1001782dd37
691cb6896f3e00b87f71d37a584c35b9cd8789fad55a46887e5b60e124b51a61.

13
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Utepauusa 11

Ki1 = 185811cf3c2633aec8cfdfcae9dbb29347011bf92b95910a3ad71e5fca678e45
e374f088f2e5c29496e9695ce8957837107bb3aa56441af11a82164893313116,

LPSX[Ki1] ... LPSX[Ki](mi) =
3f75beaf2911¢35d575088e30542b689¢c85b6b1607f80800405941f5ab704284
7b9b08b58b4fbdd6154ed7b366fd3ee778ce647726ddb3c7d48c8ce8866a8435.

Utepaumna 12

Ki2 = 9d46bf66234a7ed06c3b2120d2a3f15e0fedd87189b75b3cd2f206906b5ee00d
c9aleab800fb8cc5760b251f4db5cdef427052fa345613fd076451901279¢ee4c,

LPSX[Ki2] ... LPSX[Ki](m) =
f35b0d889eadfcff73b6b17f33413a97417d96f0c4cc9d30cda8ebb7dcd5d1b0
61e620bac75b367370605f474ddc006003bec4c4d7ce59a73fbe6766934c55a2.

Utepauusna 13
Ki3 = 0f79104026b900d8d768b6e223484c9761e3c585b3a405a6d2d8565ada926¢3f
7782ef127cd6b98290bf612558b4b60aa3chc28fd94f95460d76b621cbh45be70,

X Ki3] ... LPSX[K1]|(m) =
fc221dc8b814fc27a4de079d10097600209e5375776898961f70bded0647bd8f
1664cfa8bb8d8ff1e0df3e621568b66aa075064b0e81ccel32c8d1475809ebd?2.

PesynbTaT BbinosiHeHus npeobpasosanus gy (h, m):

h =1d102cf8812cch1191ea34af21394f3817a86641445aa9a626488adb33738ebd
275416908cbbbac5d3ed0f522¢50815¢954135793fb1f5d905fee4 736b3bdae?2.

N3ameHsitoTcs 3HaYeHus nepemeHHblx Vu X:

N =0000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000001 8,

> =0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

14
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PesynbTaT BbinonHeHust npeobpasosaHusa g, (h, N):

h =5c881fd924695cf196c2e4fec20d14b642026f2a0b1716ebaabb7067d4d59752
3d2db69d6d3794622147a14f19a66e7f9037e1d662d34501a8901a5de7771d7c.

PesynbTat BbiNosnHeHus npeobpasoBanus go(4,%):

h = 486f64c1917879417fef082b3381a4e211c324f074654c38823a7b76f830ad00
falfbaed42b1285c0352f227524bc9ab16254288dd6863dccd5h9f54alad0541b.

Xaw-kogom coobllenna Mi asnaeTtca 3HayeHue

H(M1) = 486f64c1917879417fef082b3381a4e211¢324f074654¢38823a7b76f830ad00
falfbaed42b1285c0352f227524bc9ab16254288dd6863dccd5b9f54alad0541b.

A.1.2 Ina hyHKLUMKN XIWMPOBaAHUSA C ANTMHON X3Ll-Koaa 256 ouTt

lMpucBanBaroTCA 3HAYEHUA:
h:= IV=(00000001)%4;
N:= 0512
Y= 0512,
OrnmnHa coobuwenus |[M;| = 504 < 512, noaToMy nponcxoauT 3anonHEHNe HEMOSTHOTO

onoka:
m :=0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

Beluncnsetcsi 3HaveHne K:= LPS(h @ N) = LPS((00000001)6%).
Mocne npeo6pa3oBaHus S-

S(h@ N)=
EEEEEEEEEEEEEEEEEEEeeeEEeEeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

ceeeeeeeeeeeeeceeeeeceeceeeeeceeceeeceeeceeceeeeeceeeeeceeeeeeeceeeeeeeeeee,

nocne npeobpasosaHusa P.
PS(h&® N) =
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEECEEEEEEEeEEEeEEEeEeeeeeeeeeeeeeee

ceeeeeeeeeeeceeeeeeeceeceeeeeceeceeeeeceeceeeceeeeeceeeeeceeceeeeeeeeeeeeee,

nocne npeobpasoBaHua L:

15
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K=LPS(h@® N) =
23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15
23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15.

3aTem BbinonHseTcs npeobpasosanve E(K, m):

Utepauuns 1

K1 = 23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15
23¢c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15,

X[ K1) (m) = 22f7df708943682316f1dd72814b662d14f3db7483496e251afdd976854f6¢27
12f5d778874d6a2110f7df708943682316f1dd72814b662d14f3db7483496e25,

5X[K1] (m) = 65c061327951f35a99a6d819f5a29a0193d290ffa92ab25cf14b538aa8cc9d21
fOf4fe6dc93a7818e9c061327951f35a99a6d819f5a29a0193d290ffa92ab25c,

PSX Ki](m) =
659993f1f0e99993c0a6d24bf4c0a6d261d89053fe61d8903219ff8a6d321 9ff
79f5a9a8c979f5a951a22acc3abla22af39ab29d78f39ab25a015¢c21185a015¢c,

LPSX[Ki]|(m) =
€549368917a0a2611d5e08c9c2fd5b3c563f18c0f68c410d84ae9d5fbdfb9340
55650121b7aa6d7b3e7d09d46ac4358adaabaed44fa3b0402¢c4166d2c3eb2ef02,

K; @ C;=92cdb59aaeb185fcc80eclc1701e230a0caf98039e3e8f03528b56¢cdc5fe9bed
68b90ed1221c36148187c448141b8c0026b39a767c0f1236fe458b1942dd1al2,

S(K, D Cy)=
ecd95e282645a83930045858325f5afa2341dc110ad303110ef676d9ac63509b
f3a3041b65148f93f5¢c9861293bb7cfcef92288ac34df08f63c8f6362cd8f1f0,

PS(Kl @ Cljz
ec30230ef3f5ef63d90441f6a3¢c992c85e58dc76048628f6285811d91bf28a36
26320aac6593c32¢455fd36314bb4dd8a85a03508f7cf0f139fa119b93fc8ff0,
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LPS(K, ® Cy)=
18ee8f3176b2ebea3bd6ch8233694cea349769df88be26bf451cfab6a904a549
da22de93a66a66b19c7e6b5eea633511e611d68c8401bfcd0c7d0cc39d4ab5eh9.

Utepauusn 2

K> = 18ee8f3176b2ebea3bd6ch8233694cea349769df88be26bf451cfab6a904a549
da22de93a66a66b19c7e6b5eea633511e611d68c8401bfcd0c7d0cc39d4a5eh9,

LPSX[ K] LPSX[Ki](m) =
c502dab7e79eb94013fcd1ba64def3b916f18b63855d43d22b77fcal452f9866
c2b45089c62e9d82edf1ef45230db9a23c9e1c521113376628a5f6a5dbc041b2.

Utepauusn 3

K3 = aaadcf31a265959157aec8ce9le7fd46bf27dee21164c5e3940bbala519e9d1f
ce0913f1253e7757915000cd674bel2cc7f68e73ba26fb00fd74af4101805f2d,

LPSX[K3] ... LPSX[Ki](mi) =
8e5a4fed1fc790af29944f027aa2f10105d65cf60a66e442832bb9ab5020dc54
772e36b03d4b9aad471037212¢cde93375226552392ef4d83010a007e1117a07b5.

Utepauuns 4

K1 = 61fe0a65ccl77af50235e2afadded326a5329a2236747bf8a54228aeca9c4585
cd801ea9dd743a0d98d01ef0602b0e332067fb5ddd6ac1568200311920839286,

LPSX[[Q] LPS/Y[[(l] (m) =
dee0b40df69997afef726f03bdc13ch6ba9287698201296f2fd8284f06d33ea4
a850a0ff48026dd47c1e88ec813ed2eb1186059d842d8d17f0bfa259e56655b1.

Utepauusa 5

K5 = 9983685f4fd3636f1fd5abb75fbf26a8e2934314aa2ech3ee4693c86c06c7d4e
169bd540af75e1610a546acd63d960bad595394cc199bf6999a5d5309fe73d5a,

LPSX[K5 ... LPSX[Ki](m) =
675ea894d326432el1af7b201bc369f8ab021f6fa58da09678ffc08ef30db43a3
7f1f7347cb77da0f6ba30c85848896¢c3bac240ab14144283518b89a33d0caf07.
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Utepauus 6

Ks = f05772ae2ce7f025156c9a7fbccob8fdfle735d613946e32922994e52820ffea
62615d907eb0551ad170990a86602088af98c83c22cdb0e2be297c13c0f7al56,

LPSX[Ks] ... LPSX[Ki](m) =
1bc204bf9506ee9b86bbcf82d254a112aea6910b6db3805e399¢ch718d1b33199
64459516967ceed4e648e8cfbf81f56dc8da6811c469091be5123e6ald5e28c73.

Utepauunsa 7

K7 = 5ad144c362546e4e46b3e7688829fbb77453€9¢3211974330b2b8d0e6be2b5ac
c89eb6b35167f159b7b005a43e5959a651a9b18cfc8e4098fcf03d9b81cfbb8d,

LPSX[K7] ... LPSX[Ki]|(m) =
f30d791ed78bdee819022a3d78182242124efcdd54e203f23fb2dc7f94338ff9
55a5afc15ffef03165263c4fdb36933aa982016471fbac9419f892551e9e568b.

Utepauuns 8

Ks = 6ab6cec9alba20a8db64fa840b934352b518c638ed530122a83332feOb8efdac9
018287e5a9f509c78d6c¢c746adcd5426fb0a0ad5790dfb73fc1f191a539016daa,

LPSX[Kg] ... LPSX[Ki|(m) =
1fc20f1e91a1801a4293d3f3aa9e91560fcc3810bb15f3ee9741c9b87452519f
67ch9145519884a24deb6db736a5ch1430da7458e5e51h80be5204bas5b2600177.

Utepauus 9

K9 =99217036737aa9b38a8d6643f705bd51f351531f948f0fc5e35fa35fee9dd8hbd
bb4c9d580a224e9cd82e0e2069fc49ed367d5f94374435382b8fb6a8f5dd0409,

LPSX[K?;] LPSX[[ﬁ] (m) =
1a52f09d1e81515a36171e0b1a2809c50359bed90f2e78cbd89b7d4afa6d0466
55c96bdaeb6ee97055cc7e857267c2ccf28c8f5dd95ed58a9a68c12663bb28967.

Utepaums 10
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Kio = 906763c0fc89falae69288d8ec9e9dda9a7630e8bfd6c3fed703c35d2e62aeaf
fOb35d80a7317a7f76f83022f2526791ca8fdf678fch337bd74fe5393cch05d2,

LPSX[Kuo] ... LPSX[Ki](m) =
764043744a0a93687e65aba8cfc25ec8714fh8elbdc9ae2271e7205eaaab77¢cl
b3b83e7325e50a19bd2d56b061b5de39235c9c9fd95e071ala291a5f24e8c774.

Utepaumnsa 11

Ki1 = 88ce996c63618e6404a5c8e03ee433854e2ae3eee68991bbbff3c29d38dadb6e
dbaldae9a6dc6ddf52ce34af272f96d3159c8c624c3fe6e13d695c0bfc89add5,

LPSX[K1 1] LPSX[Iﬁ] (m) =
9blce8ff26b445ch288c0aeccf84658eea91dbdf14828bf70110a5c9bd146¢cd9
646350cff4e90e7b63c5cc325e9h441081935f282d4648d9584f71860538f03b.

Utepauuna 12

Ki2 = 3e0a281ea9bd46063eec550100576f3a506aa168cf82915776b978fccaa32f38
b55f30c79982ca45628e8365d8798477e75a49¢68199112a1d7b5a0f7655f2db,

LPSX[Ki2] ... LPSX[Ki|(m) =
133aeecede251eb81914b8bad48dcbcOb8a6fc63a292cc49043¢c3d3346b3f0829
a9ch71ecff25ed2a91bdcf8f649907¢110cb76ff2e43100cdd4ba8al47a572f5.

Utepauuma 13

Ki3 = f0b273409eb31laebe432fbael867212262c848422h6a92f93f6chab54ed18b83
14b21cffc51e3fa319ff433e76ef6adb0efof5e03c907falfcfO9eca06500bf03,

LPSX[Ki3) ... LPSX[Ki](m) =
€3889d8e40960453fd26431450bb9d29e8a78e78024656697caf698125ee83aa
bd796d133a3b028988428ch112766d1ale32831f12d36fad21b2440122a5¢df6.

PesynbTaT BbinonHeHust npeobpasosanus gy (h, m):

h = e3bbadbf78af3264c9137127608aa510de90ba4d3075665844965fb611dbb199
8d48552a0c0cebbcha71bc802a4f5b2d2a07b12¢c22e25794178570341096fdc7.
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N3ameHsaoTca 3HavyeHns nepemeHHbix N un X:

/N =0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000118,

Y =0132313039383736353433323130393837363534333231303938373635343332
3130393837363534333231303938373635343332313039383736353433323130.

PesynbTat BbinosiHeHust npeobpasosanus g, (h, N):

h = 70f22bada4cfel8a6a56ec4b3f328cd40db8e1bf8a9d5f711d5efab11191279d
715aab7648d07eddbf87dc79c80516e6ffcbcf5678b0ac29eal0fa85c8173cch.

PesynbTaT BbinonHeHus npeobpa3sosanus go (4, X):

h = 00557be5e584fd52a449b16b0251d05d27f94ab76chaa6da890b59d8efle159d
2088e482e2acf564e0e9795a51e4dd261f3f667985a2fcc40ac8631facal709a.

Xaw-kogom cooblieHnsa M1 aBnseTcs sHadeHue:

H(M1) = 00557be5e584fd52a449b16b0251d05d27f94ab76chaa6da890b59d8efle159d.

A.2 Mpumep 2

[MycTb HEOBXOAMMO BBIMUCIIUTE X3LW-KOA COOBLLEHNSA
M>r=fbe2e5f0eee3c820fbeafaebef20fffbf0e 1e0f0f520e0ed20e8eceOebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8eb6eeele8f0f2d1202ce8f0f2e5e220e5d1.

A.2.1 Ina pyHKUMM X3WMpPOBaHUSA C ANIMHOM X3LW-Koaa 512 6uTt

lMpuceaunBatloTCA 3HAYEHUS:
h:= IV =0512;
N:=0512;
) = 0512,
OnuHa coobuwenua |M,| = 576 > 512, noaToMy cHavana npeobpasyeTca 4acTb

coobLeHus
m . = fbeafaebef20fffbf0e1e0f0f520e0ed20e8ece0ebe5f0f2f120fff0eeec20fl

20faf2fee5e2202ce8f6f3ede220e8eb6eeele8f0f2d1202ce8f0f2e5e220e5d1.
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Boiuncnsietcs 3Havenve K:= LPS(h @ N) = LPS(0512).
Mocne npeobpasoBaHus S.
S(h @ N) = fcfefcfefefefefcfefcfefcfefcfefcfefcfefefefefefefefcfefcefcfefcfe

fcfcfcfefefefcfefefefefefefefefefefefefefefefefefefcfefefcfcfefc,

nocne npeobpasoBaHus P.

PS(h @ N) = fcfefcfefcfefcfefcfefcfefefefefefefefefcfefcfefcfefcfefcfefcfefc
fcfcfefefefefefefefefefefefefefefefefefefefefefefefefefefefcfcfce,

nocne npeobpasoBaHusa L:

LPS(h @ N) = b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574
b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4as74.

3aTem BbinonHsietTcst npeobpasoBanue E(K,m):
Utepauunsn 1

K1 = b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574
b383fc2eced4a574b383fc2eced4a574b383fc2eced4a574b383fc2eced4ab74,

X[ K1](m) = 486906c521f45a8f43621cde3bf44599936b10ce2531558642a303de20388585
93790ed02b3685585b750fc32cf44d925d6214de3c0585585b730ech2cf440a5,

SX[ K1](m) = £29131ac18e613035196148598e6c8e8de6fe9e75c¢840c432¢731185f906a8a8
de5404e1428fa8bf47354d408be63aech79693857f6ea8bf473d04e48be6eb00,

PSX[Ki](m) =
f251de2cded7b74791966f735435963d3114€911044d9304ac85e785e14085e4
18985cf9428h7f8be6e684068fe66ee613c80ca8a83aa8eh03e843a8bfechfO0,

LPSX[Ki|(m) =
909aa733e1f52321a2fe35bfb8f67e92fbc70ef544709d5739d8faacadacf126
e83e273745c25b7b8f4a83a7436f6353753cbbbe492262cd3a868eace0104afl,

K; @ C,; =028ba7f4d01e7fod5848d3af0eb1d96b9ce98a6de0917562c2cd44a3bb516188
f8ff L.cbf5cb3cc7511¢c1d6266ab47661b6f5881802a0e8576e0399773c72e073,

S(K, @ C,) = ddf644e6e15f5733bff249410445536f4e9bd69e200f3596b3d9ea737d70ald7
d1b6143b9c9288357758f8ef78278aal55f4d717dda7ch12b211e87e7f19203d,
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PS(K; @ Cy)=
ddbf4eb3d17755b2f6f29hd9h658f4114449d6eal4f8d7e8e6419e733befl77e
e104207d9c78dd7f5f450f709227a719575335a1888ach20336f96d735a1123d,

LPS(K, & C)=
dOb00807642fd78f13f2c3ebc774e80de0e902d23aef2ee9a73d010807dae9cl
88be14f0b2da27973569cd2ba051301036f728bd1d7eec33f4d18af70c46¢fle.

Utepauuns 2

K> = d0Ob00807642fd78f13f2c3ebc774e80de0e902d23aef2ee9a73d010807dae9cl
88be14f0b2da27973569cd2ba051301036f728bd1d7eec33f4d18af70c46¢cfle,

LPSXK>)...LPSX| Ki](m) =
301aadd761d13df0b473055b14a2f74a45f408022aecadd4d5f19cab8228883a
021ac0b62600a495950c628354ffcel1161c68b7be7e0c58af090ce6b45e49f16.

Utepauunsa 3

K3 =9d4475c7899f2d0bb0e8b7dac6ef6e6b44ecf66716d3a0f16681105e2d13712a
1a9387ecc257930e2d61014al1b5c9fc9e24e7d636eb1607e816dbaf927b8fca9,

LPSX[K3] ... LPSX[Ki](m) =
9b83492h9860a93chcalc0d8e0ce59db04e10500a6ac85d4103304974e78d322
59¢eff03fbb353147a9c948786582df78a34c9bde3f72b3cad1b9179c2cceef3.

Utepauus 4

Ky = 5c283daba5ec1f233b8c833c48elc670dae2e40cc4c3219¢73e58856bd96a72f
dfof8055ffe3c004c8cde3b8bf78f95f3370d0a3d6194ac5782487defd83calf,

LPSX[[(Z;] LPSX[[ﬁ] (m) =
€638e0al677cdeal07ec3402f70698a4038450dab44ac7a447e10155aa33eflb
daf8f49da7b66f3e05815045fbd39c991cb0dc536e09505fd62d3c2cd00b0Of57.

Utepauuns 5

K5 =109f33262731f9bd569cbc9317baa551d4d2964fa18d42c41fab4e37225292ec
2fd97d7493784779046388469ae195c436fa7cha93f8239ceb5ffc818826470c,
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LPSXK5) ... LPSX[Ki](m) =

1c7c8e19b2bf443eb3adc0c787a52a173821a97bc5a8efeas58fb8bh27861829f6
dd5ff9c97865e08c1lac66f47392b578e21266e323a0aacedeec3ef0314f517c6.

Utepauus 6

Ks = b32c9b02667911cf8f8a0877be9al70757e25026¢ccf41e67c6b5da70b1b87474
3e1135cfbefe244237555c676¢153d99459bc382573aee2d85d30d99f286¢c5e7,

LPSX[Ks] ... LPSX[Ki|(m) =
48fecfcb5b3eb77998fb39bfcccd128cd42fcch714221bele675alc6fdde7e311
98b318622412af7e999a3eff45e6d61609a7f2ae5c2fflab7ff3b37be7011ba2.

Utepauunn 7

K7 = 8a13c1b195fd0886ac49989e7d84b08bc7b00e4f3f62765ece6050fchabdc234
6c8207594714e8e9c9c7aad694edc922d6b01e17285eb7e61502e634559e32f1,

LPSX[K7] ... LPSX[Ki](m) =
a48f8d781c2chbedl17aeb644cc2el5a9f01fcead3232e5bd53f18a5ab875ccelb
8a1a400cf48521c7ce27fble94452fb54de23118f53b364ee633170a62f5a8a9.

Utepauusn 8

Ks = 52cec3b11448bb8617d0ddfbc926f2e88730ch9179d6decea5achffd323ec376
4¢c47f7a9e13bb1db56¢342034773023d617ff01cc546728e71dff8de5d128cac,

LPSX[Ks] LPS/Y[](l] (m) =
e8a31b2e34bd2ae21b0ecf29cc4c37¢75c4d11d9h82852517515¢c23e81e906a4
51b72779c3087141flal5ab57f96d7dab6c7ee38ed25befbdef631216356ff59c.

Utepauus 9

K9 = 38c5b7947e7736d502007a05ea64a4eb9c243ch82154aa138b963bbb7f28e74
d4d710445389671291d70103f48fd4d4c01fc415e3fb7dc61c6088afalale735,

LPSX[Ko] ... LPSX[Ki](m) =
34392ed32ea3756e32979cbh0a2247¢c3918e0b38d6455ca88183356bf8e5877e5
5d542278a696523a8036af0f1c2902e9chc585de803ee4d26649¢c9e1f00bda3l.
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Utepauusa 10

K10 = 0740b3faa03ed39b257dd6e3db7c1bf56b6e18e40cdaabd30617cecbaddd618e
a5e61bb4654599581dd30c24c1ab877ad0687948286¢cfefaa7eef99f6068b315,

LPSX[Kio] ... LPSX[Ki](mi) =
628243695017 7fea74cce6d507a5a64e54e8a3181458e3bdfbdbc6180c9787de
7ccb676dd809e7cbleb2c9ebd016561570801a4e9cel7a438b85212f4409bb5e.

Utepaumusa 11

Ki1 = 185811cf3c2633aec8cfdfcae9dbb29347011bf92b95910a3ad71e5fca678e45
e374f088f2e5c29496e9695ce8957837107bb3aa56441af11a82164893313116,

LPSX[Ki1] ... LPSX[Ki](m) =
7b97603135e2842189b0c9667596e96bd70472ccbc73ae89da7d1599c72860c2
85f5771088f1fb0f943d949f22f1413¢c991eafb51ab8e5ad8644770037765aec.

Utepauma 12

K12 = 9d46bf66234a7ed06c3b2120d2a3f15e0fedd87189b75b3cd2f206906b5ee00d
c9aleab800fb8cc5760b251f4db5cdef427052fa345613fd076451901279ee4c,

LPSX[Ki2] ... LPSX[Ki](m) =
39ec8a88dh635b46c4321adf41fd9527a39a67f6d7510db5044f05efaf721db5
cf976a726ef33dc4dfcda94033e741a463770861a5b25fefcb07281eed629c0e.

Utepauma 13

Ki3 = 0f79104026b900d8d768b6e€223484c9761e3c585b3a405a6d2d8565ada926¢3f
7782ef127cd6b98290bf612558b4b60aa3chc28fd94f95460d76b621ch45be70,

X Ki3] ... LPSX[Ki](m) =
36959ac8fddabb9e135aac3d62b5d9b0c279a27364f50813d69753b575e0718a
b8158560122584464f72c8656b53f7aecObccaee7cfdcaa9cb6719e3f2627227¢.

PesynbTat BbinonHeHus npeobpasosanus gy (h, m):
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h = cd7f602312faa465e3bb4ccd9795395de2914e938f10f8e127b7ac459b0c517b
98ef779ef7c7a46aa7843b8889731f482e5d221e8e2cea852e816cdac407c7af.

N3meHstoTcs 3HauyeHus nepemeHHbix V un X:

/N =0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000200,

2 = fbeafaebef20fffbfOe 1e0f0f520e0ed20e8ece0ebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8e6eeele8f0f2d1202ce8f0f2e5e220e5d1.

[nvHa ocTaBwencs YacTu CcooOLEeHNs MeHblue 512, no3ToMy npoucxoauTt

3anorHeHne HernosHoro broka.
m := 0000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000001fbe2e5f0eee3c820.

PesynbTat BbinonHeHusi npeobpasosanus gy (h, m):

h = c544ae6efdf14404f089c72d5faf8dc6acaldb5e28577fc07818095f1df70661
e8b84d0706811cf92dffb8f96€61493dc382795c6ed7al7b64685902chdc878e.

N3ameHsioTcs 3HauyeHus nepemenHbix NV un X:

N =0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000240,

Y = fbeafaebef20fffbf0e1e0f0f520e0ed20e8eceOebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8e6eeele8f0f2d1202ee4d3d8d6d104adfl.

PesynbTaT BbinonHeHus npeobpasosanus g, (h, N):

h = 4deb6649ffabcaf4163d9d3f9967fbbd6eb3da68f916b6a09f41f2518b81292b
703dc5d74elacebbcd3458af43bb456e837326088f2b5df14bf83997a0blad8d.

PesynbTat BbinosnHeHus npeobpasoBanus gq(h, X):

h = 28fbc9bada033b1460642bdcddb90c3fb3e56c497ccd0f62b8a2ad4935e85f03
7613966de4ee00531ae60f3b5a47f8dae06915d5f2f194996fcabf2622e6881e.

Xaw-kogom coobuleHna M2 asnaeTtcsa 3HayeHue:
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H( M) = 28fbc9bada033b1460642bdcddb90c3fb3e56c497ccd0f62b8a2ad4935e85f03
7613966de4ee00531ae60f3b5a47f8dae06915d5f2f194996fcabf2622e6881e.

A.2.2 Ina pyHKLUMK X3WMPOBaHUSA C OASIMHOWN X3Ll-Koaa 256 ouT

rlpI/ICBal/IBaI-OTCFI 3Ha4YeHU4A.

h:= IV =(00000001)64;

N:=0512;
¥ = 0512,
AnvHa cooblwenns |M,| = 576 > 512, noatoMy cHavana npeoGpasyeTcs yacTb

coobLeHus
m . = fbeafaebef20fffbfOe1e0f0f520e0ed20e8ece0ebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8eb6eeele8f0f2d1202ce8f0f2e5e220e5d1.

Bbiuncnsietcs 3Havenne K:= LPS(h @ N) = LPS((00000001)%4).
Mocne npeobpasoBaHusa S:

S(hé@ N) =
EEEEEECECEEEEEECECECEEEEEECECEEEEEECECEEEEECECECEEEEEECECEEEEEEEE
EeEececeeEeEEEECECECEEEECECEREECECECECECEEECECEREECECECEREEEEEERE,

nocne npeobpasoBaHus P
PS(h@ N) =
EEeEeceecEeEEEEEECECECEEEECECECERECECECECECEECECECERECECECECECEEEEEE
EEEEEECECEEEEEECECECEEEECECEEEEEECECECEEEECECEEEEEECEEEEEEEEEERE,
nocne npeobpasoBaHns L:
K:=LPS(h@® N) =
23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15
23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15.

3aTem BbInonHseTcs npeobpasosanve E(K, m):

Utepauns 1

K1 = 23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15
23c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f1523c5ee40b07b5f15,
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X[ K1) (m) = d82f14ab5f5baOeed3240eb0455bbff8032d02a05b9eafe7d2e511b05e977fe4
033f1cbe55997f39chb331dad525bb7f3cd2406b042aa7f39cb351ca5525bbac4,

SXLKi] (m) =
8d4f93828747a76c49e204adc8473bd11101dda7470a415b832b77ad5dbc572d
111f14950ce8570bedaecd9f0e472fd2d9e231ad2¢c38570be46a14000e47a586,

PSX[Ki](m) =
8d49118311e4d9e44fe2012b1faee26a9304dd7714cd311482ada7ad959fad00
87¢8475d0c0e2c0e47470abce8473847a73b4157572f57a56cd15b2d0bd20b86,

LPSX[Ki|(m) =
a3a72a2e0fb5e6f812681222fec037b0db972086a395a387a6084508cae13093
aa71d352dchce288e9a39718a727f6fd4c5dab5d0bcl0fac3707ccdl27fe45475,

K; @ C;=92cdb59aaeb185fcc80ec1c1701e230a0cafd8039e3e8f03528b56cdc5fe9bed
68b90ed1221¢c36148187c448141b8c0026b39a767c0f1236fe458b1942dd1al2,

S(K;® Cp)=
ecd95e282645a83930045858325f5afa2341dc110ad303110ef676d9ac63509b
f3a3041b65148f93f5c986f293bb7cfcef92288ac34df08f63c8f6362cd8f1f0,

PS(K, @ C)=
ec30230ef3f5ef63d90441f6a3c992c85e58dc76048628f6285811d91bf28a36
26320aac6593c32¢455fd36314bb4dd8a85a03508f7cf0f139fal119b93fc8ff0,

LPS(K; @D C, } =
18ee8f3176b2ebea3bd6ch8233694cea349769df88be26bf451cfab6a904a549
da22de93a66a66b19c7ebb5eeab633511e611d68c8401bfcdOc7d0cc39d4a5eh9.

Utepauus 2

K> = 18ee8f3176b2ebea3bd6ch8233694ceal349769df88be26bf451cfab6a904a549
da22de93a66a66b19c7e6b5eea633511e611d68c8401bfcdOc7d0cc39d4a5eb9,
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LPSX[K2) LPSX[Ki](m) =
9f50697b1d9ce23680db1f4d35629778864c55780727aa79eb7bb7d648829cha
8674afdacs5c62ca352d77556145ca7bc758679fbelfbd32313ca8268a4a603f1.

Utepauuns 3

K3 = aaa4cf31a265959157aec8ce9le7fd46bf27dee21164c5e3940bbala519e9d1f
ce0913f1253e7757915000cd674bel2cc7f68e73ba26fb00fd74af4101805f2d,

LPSX[K3] ... LPSX[Ki](m) =
4183027975b257e9bc239b75¢c977ecc52ddad82c091e694243¢c9143a945b4d85
3116eael4fd81b14bb47f2c06fd283cb6c5e61924edfaf971b78d771858d5310.

Utepauus 4

K1 = 61fe0a65ccl177af50235e2afadded326a5329a2236747bf8a54228aeca9c4585
cd801ea9dd743a0d98d01ef0602b0e332067fb5ddd6ac1568200311920839286,

LPSX[K4] ... LPSX[Ki|(m) =
0368c884fceed489207b5h97a133ce39alebfeb5a3ae3ccch3241dele7ad72857e
76811d324f01fd7a75e0b669e8a22a4d056ceb6af3e876453a9c3c47c767e5712.

Utepauunsa 5

K5 = 9983685f4fd3636f1fd5abb75fbf26a8e2934314aa2ech3ee4693c86c06c7d4e
169bd540af75e1610a546acd63d960bad595394cc199bf6999a5d5309fe73d5a,

LPSX[Ks] ... LPSX[Ki](m) =
c31433ceb8061e46440144e65553976512e5a9806ac9a2¢771d5932d5f6508c5
b78e406c4efab98ac5529be0021b4d58fa26f01621eb10b43dedcdcd7b63f615.

Utepauus 6

Ks = f05772ae2ce7f025156c9a7fbcc6b8fdfle735d613946€32922994e52820ffea
62615d907eb0551ad170990a86602088af98c83c22cdb0e2be297¢13c0f7al56,

LPSX[Ks] ... LPSX[Ki](m) =
5d0ae97f252ad04534503fe5f52e9bd07f483ee3b3d206beadc6e736c6e754bb
713f97ea7339927893eacf2b474a482cadd9ac2e58f09bcb440cf36c2d14a9b6.
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Utepauunsa 7

K7 = 5ad144c362546e4e46b3e7688829fbb77453€9¢3211974330b2b8d0e6be2b5ac
€c89eb6h35167f159b7b005a43e5959a651a9b18cfc8e4098fcf03d9b81cfbb8d,

LPSX[K7] ... LPSX[Ki](m) =
ab9aa2le6ad3e330deedb9ab9912205¢c355b1c479fdfd89a7696d7de66fbf7d3
cec25879f7fla8ccadc793d5f2888407aech188bda375eae586a8cfd0245¢c317.

Utepauusn 8

Ks = 6a6cec9alba20a8db64fa840b934352b518c638ed530122a83332fe0Ob8efdac9
018287e5a9f509c78d6¢c746adcd5426fb0a0ad5790dfb73fc1f191a539016daa,

LPSX[Kz] ... LPSX[Ki](m) =
9903145a39d5a8c83d28f70falfbd88f31b82dc7cfel17b54b50e276ch2c4ac68
2b4434163f214cf7ce6164a75731bcea5819e6a6a6fea99da9222951d2a28e01.

Utepauusn 9

K9 =99217036737aa9b38a8d6643f705bd51f351531f948f0fc5e35fa35fee9dd8bd
bb4c9d580a224e9cd82e0e2069fc49ed367d5f94374435382b8fb6a8f5dd0409,

LPSX[Ko] ... LPSX[Ki](m) =
330e6ch1d04961826aa263f2328f15b4f3370175a6a9fd6505b286efed2d8505
f71823337ef71513e57a700eb1672a685578e45dad298ee2223d4cb3fda8262f.

Utepauuns 10

K10 = 906763c0fc89falae69288d8ec9e9dda9a7630e8bfd6c3fed703c35d2e62aeaf
fOb35d80a7317a7f76f83022f2526791ca8fdf678fcb337bd74fe5393ccb05d2,

LPSX[Kio] LPS/Y[[(l] (m) =
ad347608443ab9c9bbb64f633a5749ab85c45d4174bfd78f6bc79fc4f4ce9adl
dd71cb2195b1cfab8dcaaf6f3a65c8bb0079847a0800e4427d3a0a815f40a644.

Utepauunsa 11
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K=
88ce996c63618e6404a5c8e03ee433854e2ae3eee68991bbbff3c29d38dadb6be
dbéaldae9a6dc6ddf52ce34af272f96d3159¢c8c624c3fe6e13d695c0bfc89add5,

LPSX[Ku1] ... LPSX[Ki](m) =
a065c55e2168c31576a756¢c7eccl1a9129cd3d207f8f43073076c30e111fd5f11
9095ca396e9fb78a2bf4781c44e845e447b8fc75b788284aae27582212ec23ee.

Utepaumna 12

Ki2 = 3e0a281ea9bd46063eec550100576f3a506aa168cf82915776b978fccaa32f38
b55f30c79982ca45628e8365d8798477e75a49¢c68199112a1d7b5a0f7655f2db,

LPSX[Ki2] ... LPSX[Ki](m) =
2a6549f7a5cd2eb4a271a7¢71762c8683e7a3a906985d60f8fc86f64e35908b2
9f83b1fe3c704f3c116bdfe660704f3b9c8ald0531baaffaa3940ae9090a33ab.

Utepauusna 13

Ki3 = f0b273409eb31laebe432fbael867212262c848422b6a92f93f6chab54ed18b83
14b21cffc51e3fa319ff433e76ef6adb0ef9f5e03c907falfcf9eca06500bf03,

X Ki3] ... LPSX[K1]|(m) =
dad73ab73b7e345f46435c690f05e94a5ch272d242ef44f6b0ad4d5d1ad888331
8b31ad01f96e709f08949cd8169f25e09273e8e50d2ad05b5f6de6496c0a8cas8.

PesynbTaT BbinosiHeHus npeobpasosanus gy (h, m):

h = 203cc15dd55fcaabb7a3bd98fb2408a67d5b9f33a80bb50540852b204265a2¢1
aacabefeld8d51b2e1636e34f5becc077d930114fefaf176b69c15ad8f2b6878.

N3meHsitoTcs 3HaYeHus nepeMeHHbix NV U X:

N =0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000200,

Y = fbeafaebef20fffbf0e 1e0f0f520e0ed20e8ece0ebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8ebeeele8f0f2d1202ce8f0f2e5e220e5d1.
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OnuHa ocTtaBwenca 4actu coobweHna wMeHbwe 512, noatomy npoucxogut
3anorHeHne HenonHoro 6noka:

m = 0000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000001 fbe2e5f0eee3c820.

PesynbTat BbinonHeHusi npeobpasosanus gy (h, m):

h = a69049e7bd076ab775bc2873af26f098c538b17e39a5c027d532f0a2b3b56426
c96b285fa297b9d39ae6afd8h9001d97bb718a65fcc53c41b4ebf4991a617227.

N3meHstoTcs 3HauyeHust nepemeHHbix V un X:

N =0000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000240,

2 = fbeafaebef20fffbf0e 1e0f0f520e0ed20e8ece0ebe5f0f2f120fff0eeec20f1
20faf2fee5e2202ce8f6f3ede220e8eb6eeele8f0f2d1202ee4d3d8d6d104adfl.

PesynbTat BbinosiHeHust npeobpasosanus g, (h, N):

h = aee3bd55ea6f387bcf28c6dchdbbfb3ddacc67dcc13dbd8d548c6bf808111d4b
75b8e74d2afae960835ae6a5f03575559¢9fd839783ffcd5¢cf99bd61566b4818.

PesynbTat BbiNosnHeHus npeobpasoBanus go (4, X):

h = 508f7e553c06501d749a66fc28c6cac0b005746d97537fa85d9e40904efed29d
€345e53d7f84875d5068e4eb743f0793d673f09741f9578471fb2598¢ch35¢c230.

Xaw-kogom cooblenusa Mr asnaeTtcsa 3HayeHue:

H(M>) = 508f7e553c06501d749a66fc28c6cac0b005746d97537fa85d9e40904efed29d.
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