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6 lpegucnosue

"HAYUHAILKI" — npennonaraeTcsl TOJIBKO B J€JIE HaNMcaHus IpaiiBepos, a He B
NpOrpaMMHUPOBAHMY BOODLLE).

Otmedy, YTO KHMIA B HANOOJIBUIEH CTENEHN MMEET NPAaKTUYECKUIT XapakTep; IMo-
3TOMY BO BCEX IJIaBaX MPEANOYTEHHE OTAAETCA MPAKTUYECKMM HABBIKAM (MyCTh
Jlaxe NMoKa MUMHUMATbHBIM), 4 HE TeOpeTHYeCKM 0O0CHOBAHHSAM.

O6 aBTOpe

Komuccaposa Banepus — o6nanarens ceptudukaros MCP, MCSD .NET. HUme-
er nyonukaumu B xypHaiax "Xakep” un "IT-Coen” (obiBiumit "Xakep-Creu”). A-
TOp cTateil Ha calitax www.xakep.ru u www.securitylab.ru.,
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yposHamu 3anpocog npepwiganuti. Beero yposreit IRQL 32, camblit HM3kHit —
0 (passive), caMmplii BbicokMii — 31 (high). IlpepbiBaHusa c yposuss 0 no 2
(DPC\dispatch) aBistioTcst mporpamMmmHbiMK, @ ¢ 3 nio 31 — annapatHbiMu. Cyine-
CTBYIOT clieuMajibHBe (GYHKIMKM Anpa, NO3BOJIAIOLME Y3HATh TEKYyUIMH YPOBEHbL
IRQL, a Takxe cMeHUTb (MOHU3UTL WJIM TOBLICUThL) €ro. DTO HOBOILHO HEMpPO-
CTOE, OJIHAKO, JIEJIO, B KOTOPOM €CTh MHOXECTBO CBOMX HIOAHCOB (C KAKUX YPOB-
HEl Kakue onepauuy MOXHO NpousBoautb U T. 1) Ho 06 3tom nogpobHee He
ceiuac.

INocne Toro Kak MEl Oonee UMK MeHee pa3obpainch ¢ OOLIMMH MOHATHUSAMH, Mbl
yXKE€ MOXEM MPUCTYNUTL K OOCYXKICHHUIO KAKMX-TO 6oJiee CIIOXKHBIX TEXHOJIOTHIA.
B uactHOCTH, 0 TexHonoruu Plug and Play, koTopyio g ynoMuHaza HECKOJIbKUMHU
ab3allaMy BBILLE.

Texnonorusa Plug and Play (B ycnosHoMm nepesone — "nonkioyu M paborait™) —
3TO TEXHOJIOFHS, COCTOAIAs KAK M3 IPOrpaMMHOIA, TaK ¥ U3 annapaTHOR Moj-
IEPXKKM MEXAHU3MA, NO3BOJNSIOLIEIO NOAKIIOYATE/OTKIIIOYATh, HACTPANBaTh U T.
Il. NPUMEHHUTENBHO K CUCTEME BCE YCTPOMCTBA, MOAKIIOYaeMble K Heil (KOHEYHOo
Xe, Mpy YCJIOBHMM, YTO MOAKIIOYAEMBIE YCTpoiicTBa nomgepxusaior Plug and
Play-texHonorui). B uaeane sech 3TOT mpouecc OCYIIECTBISAET TOJBLKO MeXa-
Hu3Mm Plug and Play, u Kakue-To neiicTBus co CTOPOHEI [OJ1B30BaTeNsl BoobDlle
He Tpebyrorcs. [Iis KaKyMx-TO YCTPOMCTB 3TO TaK U NPOMCXONMUT, IUIA IPYTUX —
npobneM, K COXAICHUIO, MOXET ObTb ropasno Gonbiie. Kpome Toro, mns yc-
newHoii padotet Plug and Play HeobxonnMa He TONLKO NOJIEPXKKA 3TOM TEXHO-
JIOTUM CO CTOPOHBI YCTPOHCTB, HO TaKXE, KOHEYHO, CO CTOPOHH ApaiBepOB U
cucremHoro I10.

Kakue BoamoxHoctH mpenocrasnsier cucremHoe 1O (Bmecte ¢ npaitBepamu),
nomaepxusaroiiee texHonoruo Plug and Play?

a ABTOMAaTH4Y€CKOE pacrio3HaHe MOAKJIIOYEHHBIX K CUCTEME yCTpOﬁCTB;

O pacnipenenieHue ¥ nepepacnpefesieHUe PecypcoB (TaKMX Kak, Hanpumep,
MOPTHl BBOJA/BBIBONIA M YYACTKM OAMATHU) MEXIY 3alpOCHMBILMMU UX YCT-
poiicTBamu;

0O 3arpyszka HeOGXONMMBIX JPABEPOB;

O npenocrasneHue apaiiBepaM HEOOXOINMOTo MHTep(beMca JUil B3aMMoneicTBHS
¢ TexHoyiorueit Plug and Play;

0O peanusanms MexaHu3Ma, IO3BONSIOLIETO APAIBEPAM M MPHIIOKEHHUAM NOMy-
qarb MH(MOPMALUIO KAcaeMO U3MeHeHMIT B Habope yCTPOICTB, MOMKIIOYEHHLIX
K CHCTEME YCTPOMNCTB, U COBEPILUUTL HEOOXONUMLIE ICHCTBUSI.

InaBHoe nepeurcnunu. A tenephb nepeiineM K paccMOTPEHMIO CTPYKTYPBI Mexa-
HH3Ma Plug and Play.
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6op MOACUCTEM M MUKpPOsiApO Haxonsitcs B ¢aitie ntoskrnl.exe. HAL xe Haxo-
autcst (Kak MOXHO WHTYMTUBHO noranathes) B ¢aitne hal.dll.

A Teniepb paccMoTpuM apxutektypy Windows NT (puc. 2.1).

Monb3oBarernbekuit pexum User Mode

Pexwvm sapa Kernel Mode

Hucneryep BBOAA/BLIBOAA NcnonhutensHbie KOMNOHEHTH
/0 Manager Executive Components
Hpaitsepsl yCTpOCcTB HAapo
Hardware Drivers Kernel

YpoBseHb annaparheix abctpakuwit
HAL (Hardware Abstraction Layer)

AnnapaTHbiit ypOBEHb
Hardware Layer

Puc. 2.1. Cxema apxutekrypul Windows

Pazbepem a1y cxemy nonoapobree. C ToJib30BaTeLCKUM PEXVMOM BCe ITOHATHO.
B Kernel mode cambiii HU3Kuii yposeHb — anmnapatHbiif. Janeiwe uper HAL,
BbIlIE — JAucCIeTYep BBOAA/BHIBOMA M ApaiiBepbl YCTPONCTB B OAHOM CBA3Ke, a
TAKXKe SOPO BMECTE C MCMOJHUTENBHBMY KoMrioHeHTaMu. Hononpobhee noroso-
PUM 00 MCMONHUTENbHBIX KOMIIOHEHTAX (executive components). Uto oy maror?
Ipexne Bcero, onu npuHocsST noib3y siapy. Kak BB yXe HaBepHsIKa ysICHWIIM
cebe mo cxeMme, SOPO OTHENIEHO OT UCIONHUTENBLHBIX KOMIIOHEHTOB. BosnMKaeTt
Boripoc: noyeMy? [lpocto Ha sApe OCTAaBWIM TONBKO O[HY 3ana4yy: IPocToe
yIipaBjeHue MOTOKAMU, a Bce OcTaIbHBIE 3a1auy (ynpaslleHHe OOCTYIIOM, namsi-
TBIO JUISI TIPOLIECCOB U T. J1.) OepyT Ha cebsi UCIONHUTENIbHBIE KOMIIOHEHTH. OHK
peain30oBaHbl 110 MOMYJILHOI CXeMe, HO HECKOJIbKO KOMIIOHEHTOB ee (cxeMy) He
nopaepxusaor. Takas KOHLENUUs MMEET CBOM MpeuMyILecTBa: TaKUM o0pasoM,
obJieryaercst pacuIMpseMOCTb CUCTEMBI.

Mepeuuciio HanbGornee BaXXHbBIE UCTIOTHUTEIbHBIE KOMITOHEHTBL:
O System Service Interface (Mutepdeiic cucTeMHBIX ClyX0);
O Configuration Manager (MeHemkep KOH(QUIYPUPOBAHUS),
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O 1/0 Manager (/lucnetuep BBona/sbiBona, /1BB);

O Virtual Machine Manager, VMM (MeHemxep BUPTyaJbHbIX MalUUH),
O Local Procedure Call, LPC (JlokanbHbiit MipotieMypHblil BbI30B);

O Process Manager (/IuicrieTyep npoLECCOB);

0 Object Manager (MeHemkep 00bEKTOB)

Bkparne pacckaxy o npegHasHaueHMM HEKOTOPBIX (Haubosee BaKHBIX/MHTe-
pecHbIX) 13 HMX. System Service Interface maer nmpwioXeHUSIM MOJIB30OBATENb-
CKOro YpOBHSI BO3MOXHOCTB ©e30[1aCHO BbI3BIBATE [IPOLENIYPBl PEXMMA smpa.
Local Procedure Call peannayer MexaHN3M JIOKQIBHBIX BBI30BOB MEXIY Ipotiec-
camMu Ha ofiHoM KomiibioTepe. Configuration Manager cosnaer U XpaHUT B €IMHOIA
Oaze paHHBIX (CUCTEMHOM peecTpe) Mojelib BCero IOCTYITHOIO alaparHoro
obecrnieyeHMsT U yCTAHOBIEHHOrO TporpaMMHoro obecrieueHusi. HasHauenue nuc-
NeTYepoB MpoIileccoB U BBOMA/BLIBOAA, a TAKXE MEHE/Kepa O0beKTOB, S NyMalo, B
MOsSICHEHUM He HyxJaetrcsi. MeHelkep BUPTYaIbHOH MaMmsITH ynpaeisieT Bbiaerne-
HUeM MaMATH B Kyye AN KoAa pexXuMa sipa, BbioesieHHeM MaMsiTy Uil NoJIb30-
BATENBCKUX MPWIOXKEHMI, BUPTYaIu3auyeil 3anpocos (co3maHue WIUTIO3UHM HaTU-
yus cBOOOAHOM NAaMSTW TyTeM BBIICJIEHMSI CTpaHMl] Ha JKECTKOM JOMCKeE
(paging))... OnHUM CJIOBOM, YIIpaB/sieT NaMaTbio (OT MEHM OnepaloHHOI cuc-
TEMBI).

OTJIOXNM MOKA B CTOPOHY Halll IIABHBIM CNMHMCOK M OTMETUM TAKOe BaXKHOE [10-
HATHE, Kak B apxurektype OC, Tak U B [iporpaMmyposaHiu Boodite — o6 APL.

API (Application Programming Interface) — 3to unHrepdeiic IpHUKIaIHOIO MIPo-
rpaMMupoBanusi. OH no3BojsisieT oOpalLaThcsl NPUKIAAHBIM NPOrpaMMaM K CHC-
TEMHBIM CepBHCaM Yepe3 KX clielMaIbHbie a0CTpakLUyum.

API-unTepdeiicoB HeCKONBKO; TaKMM o0pa3zoMm, B Windows-cHcTeMax NpUCYTCT-
BYIOT HECKOJIBKO [1OICUCTEM.

O Iloncucrema Win32. Ona orsevaer 3a rpadmueckuil yHtepdeiic nonp3osare-
N5, 3a obecnieueHue paGorocnocobroct Win32 APl M 3a KoHCOJNBHBIHA
BBOZ/BHIBOA. Kaxioit peannsyeMoit 3ajaye COOTBETCTBYIOT M CBOM (PYHKLIMU:
¢yHKIMY, oTBeyawlme 3a rpaduyeckuii MHTepdeiic, 3a KOHCONBHBII BBOL/
suiBox (GDI-dbynkuun), dyHKuUMM yrpapieHus norokamy, gainamy u T. 1.

0O IMoncucrema VDM (Virtual DOS Machine, suptyansHas DOS-malumna). 3a-
naya nopcyucremMel VDM (Buptryanproit DOS-MamHbel) — SMyJnpoBath BHYT-
pu OC Windows NT w1 cOOTBETCTBYIOLUMX [NPWIOXKEHUN ONEpalMOHHYIO
cucremy MS-DOS.

O IMoncucrema POSIX (obecneyusaer cosmectumocts UNIX-nporpamm). om-
cuctema POSIX nenaer To xe caMoe, HO Toibko 1t POSIX-coBmecTHMBIX
nporpaMm (TONBKO ISl HUX OHA, ecTecTBeHHO, aMmynupyer He MS-DOS, a
cpeny POSIX).
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0 TMoncucrema WOW (Windows on Windows). WOW 16 obGecnieyrBaer coBMecC-
TUMOCTB 32-paspsiiHoit cucteMH ¢ 16-OuTHBIMM mnpuiioxeHusiMu. B 64-
paspsimHbIX cHcTeMax ectb noncucrema WOW 32, kortopast obecrieunBaer aHa-
JIOTUYHYIO TIOJUIEPXKKY 32-OUTHBIX MPUIIOXEHMUIA.

O Tloncucrema OS/2. OGecnieunBaer copMecTUMOCTb ¢ OS/2-npUIoXeHUsIMU.

Tenepb, Kak s 1 obellana, NOroBopuM nojipobHee o nomcucreMax (ybexarb oOf
HMX YK€ Ipocto Hekyna). Yto Boobiue Takoe noxcuctrema? [lodcucmema — 310
cepBUC, pean3yIoILii TOT WM HHOM KoMIuieKT AP, cooTseTcTByIOLINIA TOI WK
uHOIl onepaloHHol cucteme (nostomy ectb nopcucreMsl UNIX, DOS u T. 11.).
['maBHas nofcUcTeMa — 370, KoHedHo, peanusytowiasi API-nHrepdeiic camoit OC
Windows — Win32. IMoncucrempl B NT ocHOBaHBI Ha KJIMEHT-CEPBEPHOIT apXy-
TEKTYpE.

Bce ocrampHble noacucteMbl (ommnyHpie or Win32), HecMOTpsl Ha TO, YTO Ipe-
JIOCTABJISAIOT cBoM cobcTBeHHbie cucteMpl API, misi paGoThi ¢ 1OJIb30BATENEM,
KOHe4HO (TaKoii, HalpyuMep, KaKk oToOpaxeHUe eMy pe3yJIbTATOB), B JIOOOM ciy-
yae MCNOJNB3YIOT noacucremy Win32.

Kak cootnocsitest 1O ¢ nogcucremamn? JlioGast nporpamma (Tak xe, KaK U JIio-
Goit MofyJib) MOXeT paboTtaTh TOJIBKO C OIHOI M3 MOACHCTEM (KaK BapuaHT —
BOOOIlle HY C OIHOI M3 HUX).

EctectBeHHO, B CWIy CBoeit BaXHOCTH nofcucreMa Win32 3aciyxusaer Toro,
4yT0o0bI [IOFOBOPUTE O Hell onpobHeit. Tak 1 nocTynuM.

Ioncucrema Win32 coctout U3 ABYX KHPIWYMKOB — TIOACHCTEMBI Cpelbl U
NipaiiBepos pexuma snpa. [loncucreMa cpelbl OTBeMaeT 3a KOHCOJBHBIE OKHA,
CO3[aHKe MpOLIECCOB, NOTOKOB M npou. Jlpaiieep pexuma spa nouiepxusaer
TOXE MHOXECTBO Bellleit: 1 MeHemkep okoH, 1 GDI, u 1. A. EcrectseHHo, YTO
BCE 3TH KOMIIOHEHTHI TECHENILINM 00pa3oM CBSI3AHBI MEX]y CODOIA.

U ewe onna BaxHast Beup — 370 NTDLL.DLL. 3tor daitn conepXut ocobyio
cucteMy, nopaepxusatoutyro DLL-6uGmorexku. [MopnepxuBaer asa tMna QyHk-
Hmii: omHa rpynna peanusyer untepdeiic nocryna Kk NT-cayx0am, BTOpas rpyii-
na — ¢yukuuy nompaepxkn (APC, nucneryep UCKIIIONEHUHR U T. 1.).

* Xk ¥

Hy, Bce. lymato, storo o6 apxutextype Windows pocrarouro. IlepeitnemM K 00-
CYXIEHMIO apXUTEKTYphi JipaitBepHoii Monenn Windows — WDM.
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MOXHOCTH [MO3BOJSIIOT CUCTEME OYeHb 3HAUYMTENIBHO COXPAHSITH 3MEKTPUYECTBO
NyTeEM BbIOOPOYHOIO OTK/IIOYEHMS MUTAHUS HECKOJNLKMM WMJIM BCEM YCTpoiicTBam
B cucteme. TexHonorust ynpasieHUsi nutaHueM ucronb3yer WMI (Windows
Management and Instrumentation), ¥ nostoMy nocieaHuit Heobxonum B WDM-
IpaiiBepax ycrpoiticts. WMI — 310 Habop crieuuanbHbIX paciiuvpeHdit Kk WDM-
MoJeny, TpepocTarisiiolnil uHTepeiic OC, ¢ NOMOUIBIO KOTOPOTO KOMITOHEHTh
HMEIOT BO3MOXHOCTD MPEeNOCTABISTh PA3THIHYI0 WHGOPMALIMIO H OMOBELLEHUS.

IToroBopuM 0 KOMIOHEHTAX PeXUMa siIpa, obecrequBaloUUX NOLIEPXKKY YIIpaB-
JieHUs] NUTaHUEM:

O BIOS, nomnepxuparornas ACPI;
O namuyue gpaiiepa ACPL;

O meHeLKep ynpaBlieHUs! MUTAHUEM;
a

MOJUIEPXKA 3TOr0 MEXaHU3Mad CO CTOpPOHB fpaiiBepa (ecnu apaitBepy 370
HY>XHO, KOHEYHO).

C nepsbiMu IBYMSI ITYHKTaMU, yMalo, Bce NOHATHO. C TpeTbMM paszbepemcsi.

IRP-3anpoc, npuHamIEXaUil MEHeIXEpY NMUTAHUSt, KaK JIETKO OOrajarbesi, —
IRP_MJ_POWER. C IMOMOIIBIO 3TOr0 3anpoca MEHEIKep NMUTAHMSI MOXET ycTaHo-
BUTb HOBBI PEXUM MUTAHUS WIM CMEHUTh yXe cyuiectByroumuit. Murepoeiic,
NPefoCTaBlsieMblii MEHE/XKepOM MNWTaHusl ApaiiBepy, — 92T0 (YHKUHM BuIA
PoXxx.

Iponoykum Haill pasdop apxurektypsi WDM. TTocMOTpuM B YIIpOLIEHHOM BHJE
Ha XU3HEHHBIN LMK cpefHectaTHcTyeckoro WDM-apaiisepa:

1. JlpaiiBep WIMHBI OOHAPYXXUBAET YCTPONCTBO.

2. PoP-Manager (Plug and Play-Menemkep) onpenensieT MECTOHAXOXIEHHUE KIIIO-
Yya YCTpOiicTBA B BETKE Enum peecTpa. DTOT KIIOY COAEPXUT yKasareib Ha
IPYroit K04 peectpa, onpenensiionmii GyHKUMOHAIBHBIR apaiiBep (KOTOPbIH
YMpaBIsieT OTAENbHBIM YCTPOMCTBOM M SIBJISIETCSI OCHOBHBIM JIpaiiBepoM YCT-
poiicTBa) yctpoiictea. PnP-meHemkep auHamuuecku 3arpyxaer (GyHKLMO-
HJIBHBIIA fpaiisep.

3. PnP-menemxep Bbi3biBaeT (pyHKIMIO npaiiBepa AddDevice MJISI TOTo, YTOOBI
cosnarb DRIVER OBJECT. Ecnu gpaliBep coorsercrByer Gomblile, YeM OZHOMY
(pakTUyECKOMY ycTpoHCTBY, PnP-meHemkep BbI3blBaeT AddDevice MISI KaX-
noro u3 Hux. C 3TOro MOMeHTa BCsi KOMMYHMKaLMsl ApaiiBepa ¢ BHEHIHMM
MUpPOM ocyulecTsnsiercst ¢ ucnonb3obaHueM IRP(I/O Request Packet)-
MakKeToB.

4. PnP-menemxep BhilensieT Bce HeobXxoouMble qpaitBEpy pecypehl BBOA/BbIBOIA
(3anpochl HA MpepbiBaHHe, HOMepa MOPTOB U T. H.) Y IMOCBUIAET 3anpoc JUisl
WHULUATU3ALMY YCTPOHCTBA.
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J1Ba rmaBHBIX OTIMYMSI OT (PYHKLUM DispatchAny B TOM, YTO MBI JTOMKHBI BBI-
38aThb (PYHKIMU PoStartNextPowerIrp B MOMeHT nonyyehusi IRP (310 HyxHo
clenarb B IIOOOM CNy4ae) M PoCallDriver (BMECTO IoCallDriver), YTOOBI Nepe-
natb IRP cnenyoiemy npaiisepy.

£ I S

Bce. Tloka atoro obuwero o63opa apxutekTyphl WDM HaM GymeT IOCTATOMHO.
B 3To0il mnaBe MBH 3aTpoHynM maBHble (GYHKIMH WDM-gpaiisepa. [ponomkum
00CYXIEHUE ITOM TEMBI B CIENYIOILEH [JlaBe, LIETMKOM INOCBSILIEHHOU CTPYKType
JpaiBepa.
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[e1e sIBIseTcs OObeArHEnMeM) 1 1. 4. A TaKkKe Ul YHU(hUKALUMH UCXORHBIX KO-
IOB sl 32-pa3psfHbiX MNAThOpM U YKE NPUILEMLUX 64-pa3psiaHbIX.

B vcxomHbIX Kojax apaiiBEpOB yacTo BCTPEYAIOTCS MakKpoONpeAeieHus IN, OUT,
OPTIONAL. YTO OHM 03HayaioT? A POBHBLIM CYETOM HMYEro, U BBEIEHBI OHU TOJib-
KO IUIsl MOBBILIEHUS yIoOCTBA YTeHUs! MCXOIMHMKA. OPTIONAL 00O3HAYaeT Heobsi-
3aTe/ibHbIe MAapaMeTpbl, IN — MapaMeTphl, NepeiaBaeMble BHYTPh PYHKLMH,.Ha-
NpHUMEp, OUT — COOTBETCTBEHHO, HaobOpOT. A BOT IN OUT O3Hayaer, 4YTo
napameTp repejaeTcsi BHyTpb QPyHKLMM, a 3aTe€M BO3BpalLAeTCsl U3 Hee 0OpaTHO.

Ectb M3MeHeHMsl U B TMIax BO3BpalLaeMblx 3HaueHUil ¢pyHKumii. Bel HaBepHsika
sHaere, yt0o B C ¢yHKumMu nubo He Bo3BpaiLaloT 3HayeHus! (void), JIMOO BO3Bpa-
HIAIOT 3HAaYeHUe ONpEeAeNeHHOro TMNa (char, int U 1. n.). Ilpu nporpammuposa-
HUY [IpailBEPOB Bbl CTOJIKHETECh C €lile OJHUM TUMOM — NT STATUS. DTOT THUI
BKJIOYaeT B cebsi MHGpOpMaLMio O Koxe 3apepliueHus (yHKLMH (onpeieeHue
3TOro TMIa MOXHO NnocMoTperh B (aiine ntdefh). NT_sTaTUS aBnsieTcs nepeon-
peie/icHHBIM TUIMOM long integer. HeoTrpuuaTtenabHbie 3HAYEeHUS MEpEeMEHHBIX
9TOTO TUNA COOTBETCTBYIOT YCTIELLIHOMY 3aBEPLUEHUIO QYHKIIMM, OTPULIATE/ILHBIE —
Haobopot (daitn NTSTATUS copep>XUT cUMBOJIBHBIE 0003HAYeHUsI BeeX KOIOB
Bosppara). CoobiueHne o6 ynayHoMm 3aBeplieHur umeer kof (0 U CUMBOIBHOE
obo3HaYeHUe STATUS_SUCCESS. OcCTajibHBIE KOJB BO3BpaTa, COOTBETCTBYIOILME
pasHooOpasHbIM BapyMaHTaM OILMGOK, TPAHCIUPYIOTCS B CUCTEMHBIE KOIBI OLIU-
Ook ¥ mepenaioTcs BBIBBalOLICH Mporpamme. JUis paboTHl ¢ TUMOM NT_STATUS
Cyu[eCTBYET HECKOJIbKO MakpoonpejeHuii (onvcannbie B ¢aiine ntdef.h), Hanpu-
Mep, NT_SUCCESS (), IPOBEPSAIOIIMIT KOJ BO3BpaTa Ha YCHelUHOCTb 3aBepLIeHUS.

@OyHKUMU npaiiBepa, 3a UCK/MOYEHMEM DriverEntry, MOTYT Ha3biBaTbcs, Kak
yrogHo. Tem He MeHee, CYLIECTBYIOT ONpejeieHHble "MpaBuia Xopoliero ToHa"
Nnpu pa3paborke aApaiBepoB, B TOM YMCJE K /Ul UMEHOBAHMSI NPOLELYp: HAlpU-
Mep, Bce (yHKuUMH, oTHocsMecss K HAL, enarensHo npeasapsts npedyukcoM
HAL u 1. A. Paspaborunku kopriopauuu Microsoft NpakTHyecku NMOCTOSHHO clie-
LYIOT 9TOMY MpaBujly. A IMEHa TUNOB JAaHHLIX U MaKpoOIpeaeTeHus B TUCTUH-
rax DDK nanucansl crutonib 3armaBHeiMM OykBamu. CoBeTyi0 BaM MOCTYNaTh
TaKkxke npu paspaboTke CBOMX ApailBepoB. DTO U B caMOM Ji€jie BO MHOIO pa3 Io-
BBILIACT y00CTBO paboOTH C JIMCTUHIOM M, K TOMY Xe€, [MOKa3blBaeT YPOBEHb Ba-
1Iero npogecCUOHAIN3Ma BCeM, KTO paboTaeT ¢ BalllUM JIMCTUHIOM.

A Tenepb, yToObl BaM cTaqM Oojice MM MeHEEe MOHATHBL OCHOBHBIC DPAa3TMYMUsl
MeXly MporpaMMHUpOBAHMEM B MONB30OBATEILCKOM M CHCTEMHOM pPEXHMAax, pac-
CKaxXy 0 HEKOTOPbIX (PYHKUMSX pexyuma sinpa /st paboThl ¢ MaMSIThO, PEECTPOM
M CTPOKAMM UNICODE STRING.

Haynem ¢ ¢ynxuuit mns pa6otsi ¢ namsaThio, HO CNEPBa OrOBOPUM COBCTBEHHO
00 ycTpoiicte U pabote ¢ namaTeio B Windows. EnuHoe 4-rurabaiiTHoe agpecHoe
npocTpaHcTBO namsitu Windows (s uMmero B Buay 32-paspsiiHble  BepcHu
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oDIeHNH C YCTpOIicTBaMM, OH X€ U OTBeuaerT 3a paboTy ¢ TaKMMM ajpecaMu).
QyHKUMU peXUMa siipa, OTBEYaloIMe 32 BbIIENeHHEe U O0CBODOXIEHUE BUPTYalib-
HOW MamsATH, OTJIMYAIOTCH OT TAKOBHIX B MOJIb30BAaTENILCKOM pexume. Takoke, Ha-
XOISICh Ha YPOBHE peXuMa sippa, CTAHOBUTCH BO3MOXHBIM MCHOB30BaTh (PYHK-
IUN BBIIENCHUA U OCBOGOXIeHus1 PU3MUecKy HenpepuiBHOH namstu. PasGepem
Bce 5TH (YHKUMH NOnopobHee.

0 pPvOID ExAllocatePool (yposeHb IRQL, Ha KOTOpOM MOXeT BHIMOJHATHCH
(GyHKuMsl, MEHbIUE DISPATCH LEVEL) — BBIIENsieT obnactb namstu. [puHu-
MaeT [iBa TapaMerTpa: napaMerp POOL TYPE, B KOTOPOM COEPXUTCA 3HayeHue,
yKasblBawiliee, KAKOro TUMa obnacTs MaMsITH HYXHO BBIIEJIUTD. PagedPool —
CTpaHWYHad, NonPagedPool —— HECTPaHMYHasi (B 3TOM Ciydyae (QYHKLMIO
MOXHO BbI3BaTh ¢ Jmoboro IRQL-~ypoBHsi). Bropoii napametp (ULONG) — pas-
Mep 3anpaiuyBaemMoit obnactu namstd. OyHKuMS BO3Bpalll@aer ykasateSib Ha
BHIIEJIEHHYIO 00/1aCTh MAMATH, M NULL, €CJIU BBUIEJIUTh MaMsITh He YAAIOCh.

00 VOID ExFreePool (IRQL<DISPATCH LEVEL) — OCBOOOXIAaeT 00/lacTb MaMsiTH.
IMpunumaer napaMerp PVOID — yKasaTesib Ha OCBOOOXIAeMyt0 00lacTb namsi-
1. Ecit BeICBOOOXaeTcsi HecTpanuyHas MaMATh, TO faHHask PyHKLMS MOXET
OBITL BHI3BAHA ¢ DISPATCH LEVEL. Bo3Bpaiuaemoe sHaueHue — void.

O pVOID MmAllocateContiguousMemory (IRQL==PASSIVE LEVEL) — BBbUIEJNSIET
(qusnyecky HemnpepbiBHy10 obnactb namatu. [lpunumaer nBa mnapamerpa.
Iepsriii napamerp (ULONG) — pasMmep 3anpaiiydbaeMoil 00lacT NaMsaTH, BTO-
poit napaMeTp — PHYSICAL ADDRESS, O3HAaYaIOIMiI BEpXHUIl Mpelen aapecoB
JUis 3anpaiiyBaeMoil obnacty. Bosspaliaemoe 3HaveHue -— BUPTYaJbHBIN ail-
pec BblIeJIEHHON obnacTd naMsTH I NULL (ipH Heyjaue). '

0O vOID MmFreeContiguousMemory (IRQL==PASSIVE_ LEVEL) — OCBODOXIaeT
(dusnyecky HenpepriBHYIO 00nacTh namsaTy. [IpuHUMaeT eIMHCTBEHHBIH na-
pametp (PVOID) — yKasaTeib Ha 00jacTh MamsTH, BbIIEAEHHYIO PaHEE C UC-
[MONb30OBAHHEM d)yHKul/ll/l MmAllocateContiguousMemory. BoaBpamaemoe
3HAaYEHUE — void.

3 BCOLEAN MmIsAddressValid (IRQL<=DISPATCH LEVEL) — [eJlaeT MpPOBEPKY
BUpTYyanbHoro azpeca. IlpuHuMaer nmapamerp PVOID — BUPTYalbHBI anpec,
HyXxnaomuiicss B nposepke. OyHKUMA BO3BpalllaeT TRUE, €CAM afpec JOMyc-
THMBIii (T. €. MPUCYTCTBYET B BUPTYaJIbHOW MaMsATH), U FALSE — B IIPOTUBHOM
cayyvae.

O PHYSICAL ADDRESS MuGetPhysicalhddress (IRQL — NioGoil) — ompexenser
¢du3nyeckuit agpec no BupTyaisHoMy. IIpuHMMaeT mapaMerp PVOID, comep-
XKauvii aHaIM3MpyeMBlii BUPTYalbHHI agpec. BosBpaiiaemoe 3HaueHue —
NoNy4eHHbLi uUsnyeckuil agpec.

OcHoBHble QyHKUMM w15 paBOTHI ¢ NaMATHIO PACCMOTPEIY, MepeiineM K TAKOBLIM
Uit pabotH ¢ peectpoM. CHayana noroeopuM o GYHKLUSIX JOcTyna K peectpy,
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W Hanocnenok ¢yHkuuy ms paboThl € peecTpoM cemMeiicTea Zw™.

3 zZwCreateKey — OTKpHIBacT JOCTYII K Iofpasieny peecrpa. Eciy TakoBoro Her —
cosjaet HoBLIM. Bo3spanaer neCKpUNTOP OTKPHTOro 00OHEKTA.

0O zwOpenKey — OTKPBIBaeT [OCTYI K CYLIECTBYIOLIEMY ronpasjiefly peectpa.

a

ZwQueryKey — BO3Bpailaer uH¢oOpMaiMio 0 noapasene.

O zZwEnumerateKey — Bo3BpainaeT MHGOPMALMIO O BJIOXEHHBIX MOOpasieNax
YK€ OTKPBITOTO paHee Mojipasjesa.

O ZwEnumerateValueKey — BO3BpaLIacT UHGOpPMALIMIO O MapaMeTpax U UX 3Ha-
YEHUAX OTKPBITOro paHee rnojapasiena.

O zZwQueryValueKey - BO3BpauniaeT nH¢opMal1io o 3HaYeHUH napameTrpa B OT-
KPLITOM paHee pasnesne peectpa. [TonHora BosBpallaeMoil uHgopMaiiuy ornpe-
Jensietcsl TpeThMM TMapaMerpoM, TMepejaBaeMbiM (YHKIMU, KOTOPBIE MOXET
NPYHUMATEL CAEIYIOLUME 3HAYeHUs (IONOJIHUTENBHBIC PasbCHEHMsI He TpeOy-
I0TCS1, T. K. OHU HMEIOT "roBopsilue” MMeHa). KeyValueBasicInformation,
KeyValuePartialInformation U KeyValueFullInformation.

O zwSetValueKey — CO3/aeT MM U3MeHseT 3HAYeHWe MapaMeTpa B OTKPHITOM
paHee nofipasiiene peectpa.

0 ZwFlushKey — NPUHYIUTE/ILHO COXPpaHseT Ha ANCK U3MEHEHUA, CHENaHHbIE B
OTKPHITHIX (PYHKIUSAMU ZwCreateKey U ZwSetValueKey nogpasiaenax.

0 zZwbDeleteKey — YyH&JIsieT OTKPBITHI HOpasieNl U3 peecTpa.

0 zwClose — 3aKpbIBAaeT AECKPUNTOP OTKPLITOro paHee MojpasjieNia peectpa,
MpenBapUTENbHO COXPAHUB ClieNlaHHble W3MEHEeHUs! Ha JIMCKeE.

IpakTuyeckn Bce BelenepeyyicieHHble (QYHKUMM Ul pabOTBl C PEECTpOM
JOJKHBE! BbI3bIBaTheA ¢ ypoBHA IRQL PASSIVE LEVEL.

Teneps o dyHxuusix pexuma sigpa st paboThl cO CTPOKAMU UNICODE_STRING.

0 NTSTATUS RtlAppendUnicodeStringToString (MOXeT BBI3BIBATHCS C JIHOGOro
ypoBhsi IRQL) — aTa ¢dyHKumMs oObeMHsIeT CTPOKU UNICODE STRING. Ilep-
BHIil napaMeTp (PUNICODE STRING) ~— 3TO yKasatelb Ha CTPOKY-IIOJy4aTelib,
@ BTOpO#i (PUNICODE STRING) — 3TO YKa3aTel/lb Ha HNPUCOENHHSIEMYIO CTPOKY.
BosBpalaer STATUS_SUCCESS B cilyyae ycriexa ¥ STATUS BUFFER_TOO SMALL,
ecnu pasMep IByxOaittoBoro Gydrepa CTPOKU-IIONYYATESS CIUIIKOM Mall.

0 LONG RtlCompareUnicodeString (IRQL==PASSIVE LEVEL) — BBHIOMHSET
CpaBHEHHE JIByX CTpPOK UNICODE STRING. [lpuHumMaer napamerpul
PUNICODE_STRING — yKa3aTteJy Ha IEepBYI0 M BTOPYIO CpaBHMBAaeMBbIE CTPOKU
U napaMerp BOOLEAN, paBHBIi TRUE, e€Cii HYXHO MTHOPUPOBATHL Perucrp.
Bosgpaiuaer 0, ecay cpaBHUBaeMbl€ CTPOKH paBHH, U MeHplue (0 — ecid nep-
Basl CTPOKA MEHBILE BTOPOIi.
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(0 BOOLEAN RtlEqualUnicodeString (IRQL==PASSIVE_LEVEL) — BO BCEM aHa-
JIOTHYHa npesiaylieit GyHKIMK, 3a UCKIOYEHEM THIA BO3BpAlLaeMoro 3Ha-
HYeHus. BOSBan.IaeT TRUE, €c/ii CTPOKM HIEHTHYHbI, M FALSE — €cjiii OHH
pas3/IMdHbL.

{J NTSTATUS RtlInt64ToUnicodeString (IRQL==PASSIVE LEVEL) — JIdHHas
dYyHKUMSA BHIMOJIHsET NpeobpaszoBaHWe int64 B UNICODE_STRING. HcxonHoe
YKCJI0 NPUHUMAET B MapaMerTpe THIa ULONGLONG, B napamerpe ULONG — 000-
snayerue dopmara (0 (10) — mecATHYHbIA, 2 — IBOMYHBIN, 8 — BOCBMEPHY-
HHlii, U 16 — IecTHaalaTepUyuHblil), U B MapaMeTpe PUNICCDE_STRING —
CTPOKY UNICODE STRING.

BosBpaiuaer STATUS SUCCESS B Cllyyae YcClexa, STATUS BUFFER_OVERFLOW,
ecnu oydep UNICODE_STRING CITULIKOM MaJleHbKU i, U
STATUS_INVALID PARAMETER, €C/IM Mapamerp Base COUEPXUT olUboYHOE
3HaYeHME.

{1 NTSTATUS RtlUnicodeStringToAnsiString (IRQL==PASSIVE LEVEL) — Tpe-
obpasyer UNICCDE STRING B ANSI_STRING. [IpuHuMaeT 1Ba OUEBUIHBIX Mapa-
MeTpa — PANSI_STRING M PUNICODE_STRING, KOTOPBIE COepXKarT, COOTBETCT-
BEHHO, yKasaTeb Ha BbIXOAHYIO CTPOKY ANSI_STRING M HCXOIHYIO
UNICODE STRING-CTpOKY. Eme oiuH mapamerp THna BCOLEAN paBeH TRUE, ec-
nu Tpebyercsl BHLIEAUTb MamsITh Mol Oydep cTPOKM ANST STRING. B ciyyae
ycriexa Bo3BpalliaeT STATUS SUCCESS, @ B Cly4ae Heylaud — KOII OLIMOKH.

* ¥ ¥

Jymaro, moka fpoctatoyHo. KoneuHo, y Bcex BbliliellepedHC/IeHHBIX byHKUHIA
ecTb Macca HioaHcoB B NpyuMeHeHuu. [la U BooOLIe PyHKIMI pexuma sanpa —
BEJIMKOE MHOXECTBO, UX HMYYTb HE MEHbLIE, YEM B IOJIb30BATEILCKOM PEXUME.
Ho Most 3anaua Owbuia He pacckasats 060 Beex API-yHKuMsix pexuma siapa (4to
Jldke B paMKax KHUTHM CIENaTh JOBOJILHO 3aTPYIHUTENLHO, TeM Ooliee, YTO 3TO He
LEHTPAIbHAS TeMa KHMIK), @ [POLEMOHCTPUPOBATh OTIMYMA (QYHKUMH pexuMa
spa OT TAKOBBIX B I1OJIb30BATENILCKOM pPEXHME M XOTh HEMHOIO pacckasarb O
HI0AHCAX WX MpUMeHeHus. B3siTe, K npumepy, TO, YTO B MOJIb30BAaTEBCKOM pe-
JKUMe He MMeeT 3HayeHusl, B TMOTOKE KaKoro NpuopuTeTa OYyIAET BbIMOJHATBCSH
NIPUIIOXEHUE: OHO OyileT UMeTb Takod XK€ MOJHbI NOCTyNl KO BCeM API-
(GYHKLMSM TIO/IB30BATE/ILCKOTO PEXMa, KaK U Jiobbie Apyrue npuiokeHus, Ha
ypOBHE f/Ipa, KaK Bbl TOJBKO YTO YOEAMJIUCH, ITO HE TaK. Hy, a 3a Gonee unu
MeHee TOJIHBIM CITMCKOM U omnucaHyueM Beex 3tux API-GyHkuMii cosetyio obpa-
tiTbes K 6u6nun Fappu Ha66era [2]. Hy, BoT U Bee, Tenepb Bbl FOTOBB! K pasro-
BOPY O CTPYKTYpe JipaiiBepa, KOTOphlii MBI ceiiyac ¥ Ha1HEM.
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GetMessage (MSG_DRIVER ENTRY,DriverObject,NULL); // BuseBaeM QyHKUMO
// BHBOma coobmeHus
RrlInitUnicodeString (&nameString, L"\\Device\\MyDriver");
// vHMLmanIMsauusa Hawely crpoxu Unicode
status = IoCreateDevice(DriverCbject, sizecf (65533), &énameString,
0, 0, FALSE, &deviceObiect); // cospmaeM yCTPOMCTBO
if (!NT_SUCCESS (status)) // npoBepsiem cTaTycC
return status;
deviceObject->Flags |= DO_DIRECT IO; // ycranaenmBaem ¢naru
deviceObject->Flags &= ~DO_DEVICE INITIALIZING;
RtlinitUnicodeString (&1inkString, L"\\DosDevices\\MyDriver”);
// vHMUManmsauMs OPyToii Hamel CTPOKM
status = IoCreateSymbolicLink (&linkString, &nameString); // cospaem
// CHUMBOJIBHYI CCEUIKY
if {!NT_SUCCESS(status)) // npobepsieM cTaryc
{
IoDeleteDevice (DriverObject->DeviceObject); // ynansem yCTpDONCTBO
return status;
}
DriverObject->MajorFunction[IRP_MJ CREATE] = CreateMyDriver;

// mpocTaBrnseM ykKasaTenM Ha OGyHKLMM
DriverObject->MajorFunction[IRP MJ READ] = ReadMyDriver;
DriverObject->MajorFunction[IRP_MJ WRITE] = WriteMyDriver;
DriverObject->MajorFunction[IRP_MJ SBUTDOWN] = ShutdownMyDriver;
DriverObject->MajorFunction[IRP_MJ DEVICE CONTROL} = IoCtlMyDriver;
DriverObject->DriverUnload=MyDriverUnload;

return STATUS SUCCESS;

Htak, s npuBena onHy M3 BO3MOXHBIX peain3aiMii (pyHKUMH DriverEntry B
HaleM apaiisepe.

HNanee — dyHKLMA co3paHus apaiiBepa (JIMCTHHT 6.4).
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; mepeuMcreHHHe B cekluuy Models, xKOTOpele He OynyT OTOOPaXeHE!

; MONL3CBATENo, Kak NOCTYMNHEe BC Bpems PYyUHOM yCTaHOBKM.

[Manufacturer} ; Dra cekuus ConpenenseT NpOU3BCOMTENEll yCTPOUCTB,
; yCTaHaBnuBaeMelx npy nomeum 3Toro inf-gdaina.

; Taxxe 2Ta cekUusa cnpenenser mMs cekuym Models.

$StdMfg? = StdMfg ; (Standard types)
eMSMfg% = MSMfg ; Microsoft

[StdMfg] ; Cekuus Models npousscamrens (standard)
; Std - MEIB MNOCTENOBATENBHOTC NOPTA.
$*pnp0fic.DeviceDescs = Ser~Inst,*PNPOFOC,SERENUM\PNPOFOC,SERIAL_MOUSE
; Memmp Std InPort
$*pnp0£0d.DeviceDesc® = Inp Inst, *PNPOFOD

; ... 3OeCh MoXeT OHTE HeobxomMoe xomuecTse Std-nonei

; Cexumu DDInstall (Ser Inst, Inp Inst u opyrue}, CcrnpenernsaeMsie
; MOIENBIo, TakxXe PachnoNICKEHB! 3OECh.

; Cexumyt DDInstall onucHBalT CROCCOR, BAaPUAHTH. M T. II. YCTaHOBKU

[Strings] ; HeoOxomMele CTPOKM, MUCnoib3yemsie B inf-daiie.

; UnmenTudukarop $strkey® onpenenseT CTPOKM, BUIVMMEIC NCJIE30BATEIO.

Provider = "Microsoft"

StdMfg = "(Standard mcuse types)"

MSMfg = "Microsoft"”

*pnp0fic. DeviceDesc = "Standard Serial Mouse"
*onp0fid. DeviceDesc = "InPort Adapter Mouse"

HID\Vid_045E&Pid 0009.DeviceDesc = "Microscft USB Intellimcuse"

7 s e
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CKOJIBKY 3TOT TEPMUH ropasfo paclpocTpaHeHHee u Oonblie "npvoxwics” B 1T-

Kpyrax).

KakoBO CTpoeHME cItyjepa — €r0 apXUTEKTypa, BbIPAXasCh HO-HAYYHOMY?

B maHHOM ciy4ae, pa3 Mbl BbISICHUJIH, YTO CHyJIEp — 3TO cepéep TeYatTu, TO siCHO,

YTO YMECTHO TOBOPUTL O KIIMEHT-CEPBEPHOI apXUTEKType.

K KIMEHTY B IAHHOM Cllyyae OTHOCSITCS:

() npuIoXeHHE, KOTOPOMY HyXHBI YCIIYTM MeyaTth WM Kakue-Jinbo, CBs3aHHble
C HMMM, KOTOPbIE MOXET eMy MpelOCTABUThL CIyJiep; BCE 3aMpOChl MPUIOXKE-
uue ornpasisieT K GDI (GDI — cnenyionuit KOMIIOHEHT, HUXECTOSILIT);

{1 Winspool.drv — nons3oBatesibckuil HHTepdeiic, NpeqocTapisieMblii CIyJIEpOM.
BTOT KOMIIOHEHT HaxoauTes elie Huxe. UToObl OoJiblie He TOBOPUTEH 06 3TOM,
OTMEYY, YTO BCE KOMIIOHEHTHI B 3TOM CIHMCKE MEPEYNCISIOTCS OT BbILIECTOS -
KX K HAXECTOSILMM.

B maHHOM cllyyae KIMEHTCKUE KOMIIOHEHTHI HAC MOKa MaJIO WHTEPECYIOT; nepeil-
JIEM K CepBEPHBIM KOMITOHEHTAM:

O Spoolsv.exe — API-cepsep crnynepa;

O Spoolss.dll — 370 Tak HasbiBaeMblil "poyTep” chynepa. OH pasbupaeT nocry-
nawliMe K HeMy 3allpochl ¥ Ofpenelisier, K KaKoMy MpOBailiepy MX HYXXHO
nepeagpecoBath.

[/l, HAKOHE€ILl, CAMOE€ BaXXHOE U UHTEpEeCHOe [UIsI HAC — 3TO npOBai/’mep ne4yaru.

Bce koMroHeHTHI (KpoMe mojib3oBatelibekoro npuioxennss 1 GDI) u cocrasns-
10T cnynep. Knuenr ¢ cepeepoM "obuiarorest” ¢ nomorbio RPC.

Yro Takoe mposaiinep neyati v yto oH aenaer? [lpoeaiidep newamu — 310 KOM-
TIOHEHT, padoTAOLIUIl ¢ onpefesleHHBIMY JUTST HeTO JIOKAJIbHLIMK 1 yaalleHHBIMMY
ycTpoitcTBaMu meyatv. Taicke 4epe3 mnpoBailep HeyaTw MOXHO HpPOU3BOAMTH
pasjinyHple aeilcTBust ¢ ouepensiMu nevatsiMu. Ceilyac MBI [TOroBOpUM O HeEM
noapodOHee.

IMposaitnepbl neyarn OLIBAIOT CIIEAYIOLKX TUOB:

O nposaitfep JoKaIbHOI Newaty; ¢aiin — localspl.dll;

O nposaiinep cetepoii rieyary; ¢aiin — win32spl.dil;

O nposaitnep neyatu Novell NetWare; daitn — win32spl.dll;

O nposaiinep neuyaty, padoraiowuit ¢ HTTP; daitn — inetpp.dll.

C cereBbIMU npoBaitnepamMy Mbl pasOMpaTbecst B JAHHON KHUre He GyleM; a noro-
BOPUM O mipoBaitjiepe JIOKAJIbHOH NevYaTh.

KakoBbt BooGIIE OcHOBHEIE (PyHKLMM rpoBaiiaepa nevatn? YTo oH AOIXKEH He-
Jlatb? 3ajay y Hero oyeHb MHOIO, HO €CJIM FOBOPUTb KOPOTKO, TO OCHOBHOE Ha-
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3HayeHue NMpOBARAEPOB MEYaTh — YNPaBIsITh BCEMU PecypcaMu B CUCTEME, CBS-
3aHHBIMM C TIE€YATHIO:

0 ouepensiMu nevyartu;

0 npaiiBepoM HpUHTEPA;

0 3a1aHUSAMU NIPUHTEDE;

O nopramu

UT. O .

Bce ¢ynxuum, onpeneneHHble NPOBARAEPOM NeyaTy, AENSTCA Ha cllelyloilue:
O ¢yHKUMY WHULUATIU3AIUY;

O yHKIMM yNpasieHus: ApaiiBepoM NPUHTEPa, OovdepelsaMu TedaTH, 33iaHusMH
NPUHTEPA, MOPTAMHU, PEECTPOM U T. A.

Kpome Toro, ectb eie (PyHKIMSI XcvData, OOecreynBaiollasl CB3b MEXIy cep-
gepHoil 1 KineHTckold DLL-616nmorekaMy MOHMTOpPA TopTa.

JlokanbHBIHl TpoBaiizep Teyatw, TOMMMO TOMAEPXKM CTaHIapTHOro Habdopa
(YHKIIMIA, TaKKe NoJKeH MOAIepXUBATh:

0 apxuTekTypy ApaiiBepa MpuHTepa BMecTe ¢ Bbisoamu K DLL-6ubnuorexe nn-
Tepdeiica JIOKAIBHOTO NPUHTEPE;

(3 apxuTeKTypy MNpefoCcTaB/IsieMOro MPoU3BOAMTENIEM TTPOLECCOpa Nnevaru;

O apxutekTypy NpenoCTaBAseMOro NpoU3BoANTEIeM MOHUTOPA MOpTa.

Hy, Bce, xBatut o crynepe. Ilepeiinem cobcTBeHHO K npaitBepy NpUHTEPA.
CylecTByeT HECKOJILKO TUIIOB [paiiBepoB npuHTepa s Windows:

1 Microsoft Universal Printer Driver — yHUBepcajbHbIi ApailBep NpUHTEPa;
03 Microsoft PostScript Printer Driver — apaiiep misi PostScript-npunHrepa;
O Microsoft Plotter Driver — npaiiBep Iuist T1oTTEpa.

B nanHoM ciiyuyae Mbl GyleT paccMarpuBaTh co3[aHUe YHUBEPCAIbHOTO spaiiBepa
npuHTepa. HauHeM ero mucark, a 1o xony aena Gyny AasaTh HeoOXonuMbie 00b-
SICHEHMS].

Mpl pazobbeM 3TOT MPOUECC HA TpM KOMMOHeHTa ¥ OyleM peajln3oBbIBATh UX
OTIEJNILHO:

03 narud g Microsoft Render;
0 MuHU-IOpaitBep NpUHTEPE,
1 MOHMTOp HopTAa.

MuHu-ApaiiBep NpUHTepa OTBEYaeT 3a npelocTaBleHue MHGOpMaUK O HpUHTE-
pe il MexaHusma penaepunHra. Penpep TepexBaThiBaeT 3alaHUsl MPUHTEpPA,
(GOpMUpYET M3 HUX PacTpoBHIE CTPOKH, @ 3aTeM yxe nepenaer ux cmysepy. MH-
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IN POINTL - *pptlMask, //
//
//
//
//
//
IN BRUSHOBJ *pbo, //
//
IN POINTL *pptlBrﬁsh, //
//
//
IN ROP4 rop4 //
//
//
//
)i

yKasaTelb Ha CcTpykTypy POINTL, koropast
ornpellensier, KaKOi IUKCEJ MackKy COBralaer
C JIeBEM BEPXHMM YIJIOM UCXOIHOM
06nacTU—IPAMOYTOJILEHUKA ;

ecimm *psoMask = 0, To sTOT mNMapamerp
MTHOPUPYeTCS

yKasarTejlb Ha OOBEKT KUCTH,

orpenessiouii WadnoH Wis CIIOKOBOM nepenaun
yKasareib Ha CcTpykKTypy POINTL, koropas
orpelienigseT UCTOUHMK KUCTU

Yy npuHmuMaomeil “noeepxHocTn"

crieuudMUMpyeT pPaCTpOBYK Ornepalyo, KoTopas
onpenessieT Kak Macka, WabiioH, MCTOYHUK

¥ [MKCEeNH ''mpreMHMKa"” KOMOMHUPYITCS IJIS

eOVHOM BaluCU Ha MPUHMMAKIYD "IOBEPXHOCTHL"

Ot1a yHKUUs MoxeT ObiTh HeoOxomuma misi sanucu DIB-maHHbix Ha VGA-

ycTpoiicTBo.

IlepeiineM K MUHMITOPT-ApaiiBEpy BUACOKAPTHI.

3aronosoyHbie GAIBl, KOTOpLIE NOKHBEI (MM MOTYT) NMOHANOOMTLCS B MUHM-
TopT-ApaiBepe BUAECOKAPTHI, ClienyiollHe:

O ntddvdeo.h — conepxur IOCTL-konul n cTpyKTypHI, NIOCHUTAEMBIE MUHUIIOPT-

npaiisepy B VRP-nakerax;

O miniport.h — conepxuT Gaszosble TUIIBI, KOHCTAHTHI ¥ CTPYKTYphl ISl MUHU-

1opTa BUIEOKAPTHI;

0O video.h — conepxuT nMpoToTUNBl PYHKLUUI VideoPortXxx, SvgaHwIoPortXxx

u p.;

O videoagp.h — conepxut nporotunsl GyHKumit wist AGP-npaitpepos,;

O tvout.h — comepxut onpeaeneHue CTPyKTyphbl VIDEOPARAMETERS;

O devioctl.h — comepXuT KOHCTAHTHL U MAKPOCHI, UCIIONB3yEMbIE JUISI OMpeese-

Hust IOCTL-xonoB;

O dderror.h — comep>XuT Kozbl OLINGOK, UCIIONb3yeMble JPailBEpOM.

Teneps MOroBOpUM © (YHKILHMSIX, HEOOXOOMMBLIX B MUHMIOPT-ApaiBepe BUIEO-

Kaprhl.
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MOZECJ/Ib NMPOLICCCOPHBIX apaneKTyp), TO MbI CMOXEM BbLICIIUTL YETHIPEC crnocoba
pa60"rbx C IaHHBIMU U MHCTPYKHVICVI B KOMITBIOTEPE.

M3 geTeipex crnocobos, (pakTHYECKH ¥ COCTABASIONNX [JIaBHHIM O0pasoM 3Ty Mo-
L€eJIb, JIULIb OIMH OTHOCUTCSl K TPALULIMOHHON HEMYJIBTUIIPOLIECCOPHOU apXUTEK-
Type koMmnblotepa. OcTanbHbIE TPH OTHOCSITCSI HEMOCPENCTBEHHO K TEME HAaIEro
TEKYLIETO pasropopa — MyJbTHIIPOLECCOPHOCTH, MHOIOMOTOYHOCTH U T. n. Pa3-
OepeM Bce YeThIpe.

[Ipexne Bcero, KakoBO FIaBHOE IMOHSITUE APXUTEKTYpH, co3faHHoN OirnHHOM?
DTa apxuTeKTypa Oasmpyercst Ha KJIOYEBOM MNOHATHU nomoka. Yro nmoHuMaeTcst
NoJi MoHsITHEM "HOTOK” B JIAHHOi KOHKpeTHOol apxutektype? Y MnuHHA 110TOK —
3TO ONPEACICHHAs! NOCHENOBATEILHOCTh NAHHBIX, KOMaHI U T. 1., oOpadarniBae-
Mast nporeccopoM. JIerko NoHsTh OTCIONA, YTO BCE YETHIPE Crocoba OTNUYAIoTCS
DJIAaBHBIM 00pa3oM YHCJIOM MOTOKOB — IMOTOKOB JIAHHBIX M KoMmaHa. Mrtak.

O SISD — single instruction (stream)/single data (stream). ITonHocTbIO MOCHERO-
BaTENbHBIA criocob paboThl ¢ faHHBIMU 1 MHCTpYKuusiMu. Kak BuaHoO U3 Ha-
3BaHMsl, B ITOM Cjiyyae Mbl MEEM O[MH IMOTOK HMHCTPYKLUMH M OMH MOTOK
naHHelx. [lpumep Takoro poma kommnelorepoB — PDP-11. BooOue, Taxoii
cnoco6 paboThl MCIONB3YIOT BCE MALIMHBI, OTHOCSIMECS K KJIACCHYECKOMY
tuny (tuny ¢oH Helimana).

O SIMD — single instruction (stream)/multiple data (stream). 3meck MBI yxe
MMeeM, KaK BHIHO, [MO-HPEXHEMY OIMH MOTOK KOMaHJ, HO JUISl JAHHBIX YXKE
€CThb HECKOJIBbKO NMOTOKOB. Elile OHO 3HAYNTENIBHOE M3MEHEHNE CTPYKTYpHI
3TOro crocoba — 3T0 HAJIMYKME B [IOTOKE KOMAaHI TaKuX BELIEH, KaKk BEKTOPHI.
Yro onn paror? Mcnosip3oBaHue BEKTOPOB MO3BOJISIET MPOU3BOLAUTL OIHY U TY
K€ ornepanyio Hal HECKONbKHMH JieMEHTAMU JAHHBIX — 3JIEMEHTAaMK BEKTO-
pa. [Ipumep takoit Maurmust — CRAY-1.

O MISD — multiple instruction (stream)/single data (stream) — [OCTaTOYHO He-
OObLIYHKIH crocob paGoThl. 3Hech MBI BUIUM OIMH IMOTOK HAHHBIX U HECKOJb-
KO MMOTOKOB MHCTpYKILMii. UTo MOXeT peannsoBaTh Takylo Mozaens? B npun-
Lyre, u3 OMUCcaHWsl 3TOro crnocoba Clielyer, 4YTo €CTh HECKOJIbKO
MPOLECCOPOB, MpPH 3TOM, ORHAKo, OOpaGaThHBAIOLIVX OAMH [OTOK JaHHBIX.
"OduumanibHO” KJace MalllliH, UCIONb3YIOLMX Takoil cnocob paGoTh, cuuTa-
ercst "MycThiM".

0O MIMD — multiple instructions (stream)/multiple instructions (stream) — u,
HAKOHELl, Mbl MTOYYI/IN HECKOJBKO NOTOKOB MHCTPYKLIMK M HECKOJIBKO [OTO-
KOB [aHHbIX. 3[€Ch MBI, HAKOHEL, MOIOULIN BIIOTHYIO HEMNOCPEACTBEHHO K
TeMe Haulero obcyxkaenusi. Mtak: Heckonbko mpoueccopoB (siiep), oobenn-
HEHHBIX B OLHO, HO paboTaloLMX KaXABIit Hajl CBOMMM NMOTOKAMM HaHHbIX M
HHCTPYKUMIA.
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HEHTA CBsI3aHBI CaMBIM "TecHBIM" 00Opa3oM — cTPyKTypo! JaHHbIX MP cosmaior
MP-BIOS.

Kakosbl MUHUMAJIbHBIE TEXHUYECKIE TPpeOOBaHNUA K armapartHBiM CPeiCTBaM, yc-
TaHOBJICHHBIEC B cnielimgukarnn MP?

0O MuHuMyM oyl nporeccop ¢ HabopoM komaus, coBMectiMbiM ¢ Intel 486 u
Pentium.

0O Munumym onuH APIC-koHTposnep (Ha niporieccopax Pentium).

0O Tloncucrema xsma ¥ noncucrema ooOuueil mamsitii. O0e OHM LOMKHB OBITH
npo3paydHbl JUISl TPOTPaMM.

O Kowmnoueutol PC/AT-nnargopM, Takxke obs13aTeNbHO BUIMMBIE U TPOTPaMM.

Yro takoe APIC-kouTtponnep? APIC-koutponnep (Advanced Programmable In-
terrupt Controller) — 310 KOHTpoJiep ¢ pacrpesieieHHoi apxutektypoil. B yem
Bhipaxaercst sta ero “pacnpernefieHHocTh"? APIC-koHTpomiep pacnpenensier
GyHKIMM yOpaBieHNsT MPEPHIBAHUSAMU MEXIY HBYMsl KOMITOHEHTAMH: OJOKOM
seona/seiBoa (1/O-6iokoM) 1 JtokanbHbiM GokoM. EctectBeHHO, 9TMM OIoKaM
HeoOXonMMO o6MeHIBaThes MHGopManeil. Oun nenarot 310 nocpencreom [CC-
ummHbl (Interrupt Controller Communication) — HIKHHB KOMMYHHKalLKil KOH-
TpoJuUiepa MpepbiBaHnii.

Bce 511 BHILLIEMEpeYKCIEHHBIE anaparHhe KOMIIOHEHTH HO/KHBI, KPOME TOro,
npenocTaBiIaTh (Kak toro tpebyer MP-cnennduxkaiivsl) BO3MOXHOCTb BBIIIONHE-
HUS clienylolux TpeboBaHuii:

0O namsiTe:

KOH(UTYpalisi CUCTEMHOW MaMATH,
e K3UMPYEMOCTb U JIOCTYIMHOCTE (DU3UUECKOI NaMsITi [JIsl [POLIECCOPOB;
e yhOpaBlieHNE MaMsIThIO;
* COPTUPOBKA 3aMyceil B naMaTi;
s otobpaxenne namsitu APIC;
O npepbiBaHus:
e yIpaBleHNE NMpepHBaHUAMU;
e PEXUMBI MMPEPHLIBAHNSA; UX JOKHO OBITh TPU:

0 pexum PIC; obxomur APIC; B 3TOM pexnme cuctema (PYHKIIHOHUPYET
KakK OIHOIMPOIECCOPHAs;

.0 pexuM BupTyaibHoil nuHun; ucnonbsyer APIC B kauecTse BUPTYa&ib-
Holl JINHNK; Bce ocTalibHoe — naeHTUYHO — ¢ PIC;

¢ pexuM CHMMETPHYHOrO BBOJA/BHBOLA; UCHONB3YET BCE BO3MOXHOCTH
MHOTOITPOLIECCOPHOI CHCTEMBL;
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Ta6nuuya 8.1 (okoHuarue)

Hassanne Cwmeuye- Dnuvka | Onucanne

nona Hue (8 6uTax)

MP FEATURE 11 8 YkasniBaeT TvN cuctemMHolh Kondurypauuu MP.
INFORMATION 3ravueHue "0" ykasuiBaeT Ha Hanuuve Tabnutibl
BYTE 1 koHdpurypuposarus MP. Heryrneeoe xe 3Ha-

UYEHUE YKa3biBaeT Ha TO, YTO CTaHOapTHasA KOH-
curypauuvs MP npepoctasnsiercs cuctemoii

MP FEATURE 12:0 7 Butsl ¢ 0 no 6 sapesepeupoBatbl ans 6ynyilie-
INFORMATION . ro UCnesb3cBaHUA.
BYTE 2 127 1

Ceppbmoti 6utr — IMCRP. Ecnu atoTt 6ur ycra-
HoBJeH, cnepoparencHo, IMCRP umeetcs n
vicnoneayetcs PIC-pexum; B npoTUBHOM Cry-
yae — PEXUM BUPTYanbHON SINHUN

MP FEATURE 13 24 3apesepBuipoBaHo Ans byyLlero ucnosnb3o-
INFORMATION BaHUA U No3ToMy AormkHo BT pasHo "0"
BYTE 3-5

Iepeiinem K Tabnuue koHdurypauuu MP. B Heli comepxutcst nHbopMmanysi o
nporeccopax, npepbiBaHusix, APIC-koHTposutepax v uinHax.

OHa cocTouT u3 IBYX yacTeii: 6a30Boit cekiy (YacTu) M MOMOJHUTENBHOM CeK-
uuu (vactu). Basosas yacth cocrout U3 mnoneii, LENMKOM obecrneunBalolLnx 06~
paTHYI0 COBMECTHMOCTL ¢ Mnpenbinyiliymit BepcusiMu MPS. JlonosiHurenbHas
YacTh CONEPXKUT, MMOHSITHO, AOMOAHUTEILHBIE Mojist. Kpome Toro, y sToit Tabnuiib
ecTb 3arojioBok (header).

3Ta CTPYKTypa MOXeT HAXOOUTLCSI B CIEAYIOLIMX MECTax:

O nepswiii kunodaiit EBDA (Extended BIOS Data Area, pacuinpeHHast obnactb
nanuex BI1OS);

O nocnenHuil kuiobailT 6a30B0i1 CHCTEMHON NaMSTH;

O B npocrpanctee namsitd BIOS tonbko s yrenus (read-only) (agpeca mexny
0E0000h u OFFFFFh);

O BeplUnHA CUCTEMHON (U3UUYECKOI MAMSITH.
U cnosa — Tabnuuxu nosieii yacteii crpykryps (1abn. 8.2—8.4).

Ta6nuya 8.2. Nons saronoska TabnuLjsl koHeurypavm MP

Hassanne Cmeuwe- | Paamep | Onucanne
nons Hue (8 6urax)
SIGNATURE 0 32 HasxaueHue Nosis aHasoruiHoO TaKkoBoMy B

CTpyKType ykasatens nepexogos. ASCIHIl-
crpoka — "PCMP"
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HauuHas ¢ pa3paboTKU OCHOBHBIX TEOPETHYECKUX "MOCTYNIATOB" caMoii apXuTeK-
TYpHl ¥ 3aKaHYMBasI pa3paboTKoil MHCTPYMEHTAIBHBIX cpenctB ajisi Hee, EPIC
npuobpena ToT BUJI, KAKOM OHAa UMEET ceifyac.

KaxoRsl r1aBHbIe 0COGEHHOCTY U Mpu3Haku apxutekrypsl EPIC?

Kak MBI yXXe ropopwin, NofaepXKa napajuensmMa eie npyu KOMIISLUY.
OpraHuzanysi perucTpoB B CTEK.

Bonbliioli perucTpoBHi (aiin.

Hanuuue npesukaTHBIX perucTpoB.

[Monmepxka KoMaH[I, BHIOMHSEMBIX MTPEAVKATHO.

Ocobas rnopaepxka MnporpaMMHON KOHBEHEepH3aLyu.

< Qaaoaan

apxutektypsl EPIC eilile MHOrO WMHTEpPECHBIX BO3MOXHOCTEH (CBSI3AHHBIX,
[JIaBHBIM 06pa3oM, ¢ paboToi ¢ KOMITUASTOPOM, MPOrpaMMHBIM KOJIOM W KOMaH-
JJaMH), HO BCE WX MBI 3JIECh IEPEYUCTSTh HE OYIIEM.

CHayajla HEMHOrO [OrOBOPUM O HEKOTOPHIX IMPOrpaMMHHIX ocobeHHocTsix Intel
Itanium 2, a 3ateM yxXe — 0O MporpaMMUPOBAHUHU 1O HETO.

Yro naer mnpoueccopy wucrionb3opadue EPIC-apxurektypmi? Hanuume Bcex
UMEIOLIMXCS] Y ITOH apXUTEKTYPhI IIPEUMYILECTB MaeT Bo3MoXHocThb Intel Itanium
2 obecrieynBarh TECHEINIYIO CBSI3b MEXUTY afnapaTHBEIM U IporpaMMHBIM obecrie-
yenueM. B Intel Itanium 2 untepdeiic Mmexay AO u I1O cripoeKTUpoBaH TaKUM
obpazom, urcbnl [1O uMeno BO3MOXHOCTL IOy4Yarb BCIO LHOCTYITHYIO Ha BpeMs!
KOMITWISIMU UHGOPMALIUIO, 2 TaKXKe OBICTpO U 3(PPEKTUBHO TPENOCTABIATh ITY
nH$popmManuio AO.

BDddexTrBHAs paboTa TEXHONOTMY Mapajinear3Ma Ha ypoBHE KOMaH (3Ta TeXHO-
sorust HaseiBaercsi ILP) B Gonbiuoil crenenu nomnepxusaercst B Intel Itanium 2
KOHBElepHEIM MEXaHWU3MOM ILMPUHON B LIECTb W [TyOUMHoI1 B 8 3Tarnos, pabGo-
TatoluM Ha yacrotax 900 MI'y1 I'T'n.

Boo6Lie-To, rosopsi 06 Intel Itanium, Heobxonumo pazobparecsi, [JIaBHBIM obpa-
30oM, ¢ apxutektypoii IA-64, Tem Gonee uro EPIC — ee cocrasnsiowas.

[epsbiit npoueccop — Merced, cosiaHHBIl ¢ MPUMEHEHHEM 3TOI apXMTEKTYPHI, ObUT
TipejicTaBieH B KoHue 1999 rona. TexHosnorust 1o CUX fop XUBET U pa3BUBACTCSI.

C rexHonorueii 1A-64 rosiBunoch MHOrO HOBLIX BO3MOXHOCTEI, B HEE BKJIFOUEHHBIX:
O mwmHHbE cnosa KomaHa (LIW — long instructions words);

O ycrpanenue persinenuit (BE — branch elimination);

O npenukarel komann (IP — instruction predication);

O npensaputesibHas 3arpyska komanz (SL — speculative loading)

UT.
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0O ycTpoiicTBa LOMKHB MOLLEPXKUBATh 64-OUTHYIO apecalivio MaMsTH;

O cucremsl, ocHoBaHHBIE Ha Itanium®, fosDKHBI MojiepXuBarh 64-6UTHYIO Bep-
cuto ACPI-tabauibl.

D710, NoXanyi, riaBHble TpebOBaHUs.
Tenepb o nporpaMMHbIX TPEOOBAHUSIX.

JUisi nporpaMMUpPOBaHusi IpaiiBEpoOB BaM, KOHEUYHO Xe, MOHano0uUTCsl YCTaHOB-
sennbtii WDK (Widows Driver Kit). Jlisi Toro yToGhl yCHENIHO Ha4arb MUCATh
64-6uTHbie OpaiiBepH, BaM HEOGXOAMMO MpOC/ENOBaTh [0 CACAYIOUIEMY IyTH:
Start | All Programs | Windows Driver Kits | WDK_Version | Build Environment |
Operating System | Build Environment ([Tyck | Bece nmporpammbr | Windows Driver
Kits | WDK_Version | Build Environment | Operating System | Build
Environment).

B nosiBUBIIIEMCSI OKHE BBl MOXET€ BBIOPAaTh OKpPYXKEHHE, COOTBETCTBYIOLLEE Ba-
M Hyxaam — [A-64 cootsercTByeT apxutektype Intel Itanium, a x64 — apxu-
TeKType x-64-based.

Hrak, npuctynum.

9.1.2. TpeboBaHua k gpaiiBepy,

cornailueHue O Bbi30BaXx

1 0630p rnaBHbIX U3MEHEHU

Ilpexxne Bcero, moroBopuM 00 OrpaHMuyeHUsiXx U TPeOOBAHMSIX, TPENBABISIEMBIX
Tenepb K 64-6utHOMY ApaitBepy:

O npaiiBep He MOXET MOOV(DUIIMPOBATH KOI spa BO BPEMS! BbINOIHEHNUS];

O npaiisep He MoxeT MoauduIMpoBath Takue Tabauuel, kak IDT u GDT;

O npaiiBep He MOXeT MOIMGULIMPOBAaTh HEIOKYMEHTUPOBAHHBIE CTPYKTYPHI SUIpa;
O npaiiBep He MOXET CO3/1aBaTh U UCIIOIb30OBaTh CBOI COOCTBEHHBII CTEK.

BTo mraBHEIE Npasuna. Boobiue-To, rmyGUHHBIX U HE OYEHb OFpaHUYEHMil HA-
MHoOro Gosblile — 3a UHpoOpManuel npejiaral oopaTuThCsl K COOTBETCTBYIOILINM:
nokymeHTaM B MSDN.

Ternepnb 1oroBopuM o comianieHuu o BhI3oBax. Bkpatie pacemorpum calling con-
vention (cornauieHue o BH30Bax; B panbHeiilieM — CC) 64-6UTHBIX APAiiBEPOB.

N3mMeHeHus! U IOMNOMHEHUS] KOCHYNUCH caMbiX pasHbix acriekToB CC B 64-OuTHBIX
[IpariBepax.

Cyuiecrsyror tpu tiita CC: STDCALL, FASTCAL u CDECL. [logpobHee npo-
YUTATh O HUX BBl CMOXETE B CJioBape TEPMMHOB B KOHLIE KHUTH.
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bmxe Bcero CC 64-6utHmx apaiigepoB K FASTCALL. ImasHbie omMuus OT
NocAenHEro — 9T0 64-OUTHAs agpecalMs W HajuuMe NIECTHAAUATU 64-GUTHBIX
PEFUCTPOB.

Yro ¢ Turamu? BTk, GailThl, CII0Ba M JBOMHbBIE COBA OCTAIUCH MPEXHUMH. Te-
fiepb y HAC €CThb YETBEPTHBIE U BOCBMEPUYHLIE CIOBA — K COXAJICHHUIO, ULl ITUX
TUIOB JAHHBIX €I€ HE CIOXWIOCh YCTOSIBLIErocsi PYCCKOS3BIYHOIC aHajora.
B aurnuiickoit HoMeHknarype 310 — Quadword — pasmepom 64 Gur, u Octal-
word — pasmepom 128 6aiiT. B siapike C 3TUM THIAM JAHHBIX COOTBETCTBYIOT:

0 inté4 (Quadword) — int;

3 unsigned int64 (Quadword) — G€33HAKOBBIN int;
O double (Quadword) — FPé64;

0 struct _ mé4 (Quadword) — _ mé4;

O struct _ mi28 (Octalword) — _mi2s.

Chauana yKasbiBaeTcsl TUIl JIAaHHBIX B sisblke C, B ckobkax — pasmep 1o HOBO
HOMEHKJIAType, CNpaBpa — KaKoil CKaIAPHBIA TUIT JIRHHBIX BCEMY 3TOMY COOTBET-
CTBYET.

BceBO3MOXHHBIE arperMpoBaHusl U OBBEIMHEHYS Mbl 31€Ch PaccMaTpuBaTh He Oy-
JiEM — 3TO HE CTOJIb UHTEPECHO.

TlosIBUIOCH MHOPO HOBBIX PErMCTPOB, KAX/BIA U3 KOTOPBIX (1ipu padore ¢ ¢yHK-
LMsiMM) NpeHasHaueH juisi cBoeil uenu. [pumepst:

(0 ’RAX — pErvcTp BO3BPALLAEMOYO 3HAUYCHMUSI,
3 rsp — ykazarenb cTeKa;

0 RCX — MEPBBI int-apryMeHT;

3 rRDX — BTOpOIi int-apryMeHT.

MNocMmorpuMm Ha HeKotopble coctasisiionme camoro CC, a TouHee, NpoLecca €ro
06paboTKu.

Paccmorpum MexaHu3m oOpaboTKi MapaMeTpoB.

1. BoispiBaromiast (pbyHKLMS TMepeiaeT YeThpe MEPBBIX int-11apaMeTpa (B nopsiake
cJieBa HaIpaBo) B PErMCTPHl RCX, RDX, RS U RY (PETUCTPBL TAKXKE MEPCUNCIICHBI
CFIEBA HAIPAaBO).

2. Fcnu sei3pBaiollast PyHKUMS XOUET fepesarh Kakue-nubo ele apryMeHThl, TO
BCE OHH TTOMEILIAIOTCH YXKE B CTEK.

3. Fcau BBI3BIBAIOILEH (PYHKLIMM HyXHO Mepenarb Kakue-Jimbo napameTpbl THIIOB
¢ [UIaBalolleii 3ansiToil MM ABOHOH TOYHOCTM, TO OHU NOMEIIAIOTCs B PEru-
CTPHI XMMO—XMM3 (IlapaMeTpbl ¢ TEPBOTO IO YETBEPThIN COOTBETCTBEHHO) C






Harcarmne 64-6utHbix apaisepos v ApaiiBepos /18 MHOIOMpOLEeCCOPHbIX CUCTEM 115

MHOTO, TYIO MEPEUUCTATD UX HET CMBICAA, OIlSITh XK€ OTCHUIAl0 K COOTBETCTBYIO~
IIUM HEJABHO CO3JIAHHBIM U IMOCTOSSHHO OOHOBJISIEMbIM JNIOKYMEHTaM.

[TosiBUIYCh HOBBIE aTPUOYTHI, MAKPOCH U KJIIOUYEBBLIC CJOBA, UCIOAL3yeMBIE TpU
[porpaMMUPOBAHUY JUIs1 64-GUTHBIX M1ATHOPM.

HarnucaHa HoBasi 64-GuTHast GMOMMOTEKa BPEMEHU BLITOMHEHUS! 1A s3bKa C.
A KakoBHI orpaHuueHus 64-6utHoro komiwstopa? PaccMoTpuM HeKOTOpHIE:

0 oTHBIHE yIajlieHa OMuMsl /clr KOMITWISTOPA, KOMITUISITOPB 64-BUTHBIX IL1aT-

¢OpM reHEpUpPYIOT MOAbKO HU3KOYPOBHEBHIN, "ChIpoil” (native) kon;

(] ©osblile HE MOIEPXKUBAIOTCS MPOBEPKUA OE30MACHOCTH, paHee HCIOMHSIEMBIE
[IpY BKJIIOYEHHOM OIMUMU /GS;

0 KI0YEeBOE CIOBO _asm OOABIIE HE IMOIEPXKUBAETCS; €CIIM BBl XOTUTE MCIOb~
30BaTh acceMOGAEPHBIIT KOJ, €ro HeOOXONMMO BLIHECTH B OTHEIbHEIN (aiia wiu
€ MCHOJIb30BaTh BCTPOCHHBIE (GYHKIIUU.

Htak, "npober” 1o pasHoobGpasHBIM JIETANSM 3aBepllcH. Terepb nepeiifieM yxe,
HakOHel, K JIOCTATOYHO OOJbIIoH TeMe — MOPTUPOBAHUI0 32-OGUTHBIX JpaiiBepoB
Ha 64-OUTHYIO 1aThOpMy U MPUCYIIUM ITOMY TPOLECCY OCOOEHHOCTSIM.

9.1.3. NopTtuposaHue 32-6uTHbIX gpanBepoB
Ha 64-6utHylo nnarcgopmy

Liesb M KOHLENUUA HOBOro CTHIS IporpaMMUpoBaHusi B 64-paspsiniHoil Bepcuu
Windows — MakcuMajbHO YHU(DUIMPOBATH IpoLECC paspaboTKM MpUIoKEeHUR
ONTHOBpeMEHHO U nog 32-6utHyto, ¥ non 64-6utHyio Bepcuv Windows. B Gosnee
"pajyxHOM" BapMaHTe TaKoii MPUHLMIT TIPEAoaraercs obecrneyuTh U TS Halu-
caHus apaiipepoB. OmpeneneHHbIe MIAard B 9TUX HAIMPABICHUAX YK€ CHEJIaHbL.

KakoBbl nsmeHenusa?

Ouenp MHorue npodeccuoHabHbie C-TPOrpaMMUCTHI MPUBLIKIM K TOMY, UTO
LeNloUMCIieHHBI, 1ong-TUITB M yKasareau — ojHoro pasMepa (32 6ura). Takoii
CUTyalMy MpPUIIe] KOHE — B HOBOM 04-OUTHOM OKPY>XEHMM STH TUIIH He OlU-
HaKoBoro pasmepa. Ykasarenu Terepb rnpuobpeny AivHy 64 6urta. [loHATHO, YTO
9TO HeoOXonauMoO, T. K. BO3HMKJIA 3ajada aapecauyy oOGbeMOB MaMsiTU OoablIvX
16 T6aiiT. A U3MEHATH pasMepbl CTAHAAPTHBIX TUITOB J@HHBIX [OKA YTO HET HU-
Kakoli HeobXOoIVMOCTHU.

Ewe onna nerans, KoTopylo cTouT 3HaTh WM NOMHUTL — B 64-6utHoit OC Win-
dows He paboraer Go/bllie MEXaHU3M ABTOMATHUYECKOrO YCTPaHEHUs OLIMOOK Bbi-
PaBHUBaHusI NamsTU (B peXUME s1pa); M0ITOMy HePel MepeHOCOM CBOEro 32-
OuTHoro mpaiiBepa Ha 64-6MTHYIO 11aT(OPMY BBl JOMXHB MCITPaBUTh BCE TaKUe
OUIMOKM B €ro KoJe.
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(NnomHUTE, YTO Camylo NonHyw wHopmayuo Bl Moxete HalTu B MSDN), a nuub
NPpu3BaH 4aTb NPEACTaBNeHue 0 TUMUUHLIX 3afavax, BCTaLuX nepen paspaborum-
KOM, NOPTUPYIOLWUM Aparsepsl C O4HOW Nratdopmbl Ha APYIYI0, ¥ NOKa3aTh, YTO
3TOT NPOLECC NOPTUPOBAHUA HE TaK YK U CNIOXEH B LAHHOM Cryyae.

9.2. HanncaHwne pgpaiBepos
AS11 MHOronpoLecCOpPHbIX CUCTEM

Kak u3BeCTHO, MHOTOIPOLIECCOPHBIE CUCTEMBI IMOAPA3YMEBAIOT MHOTONOTOY-
HocTb. JlpaiiBepsl 1 TakuX CUCTEM HMULUYTCS MO APYTMM (PUHLIKNAM, IJIaBHBINI
13 KOTophix HasbiBaetcst thread-safe. Ilpoiue rosops, n1060ff MHOTONOTOYHBIM
npaiisep (Oynem Has3blBaTh €ro Tak) 0bs3aH KOPPEeKTHO M Ge3onacHo pabortarh C
MOTOKaMU — YCTAHABJIMBATb MPUOPUTETHI, OIOKUPOBKU U T. Ji. BoT 006 3TOM MbI
ceilvyac U NOroBOPUM.

Tema 312 OYeHb cHOXHAs U OOLIMpHasi. Mbl paccMOTPUM TOJNBKO TJIABHBIE KOH-
LEeNUUM U METOIBl TOU TEMBI.

B xakux ciydasix MOXET NMOHaAOOUTHCS NONMONHUTENbHAs PaboTa ¢ GJIIOKUPOBKa-
MM ¥ mpoynM? B cnyyae Mcnonb3oBaHMA KaKUX-JTMOO OOLIMX NAHHBIX, KOTOPBIE
MOTYT OBITH UBMEHEHBI BO BpeMsl paboTHl C HUMM, a TAKXe [pU paboTe ¢ Habo-
POM KaKUX-JIMOO onepanyii, KOTOpble MOTYT ObITh BBINIOJIHEHBI OTAENBHO.

IlpuBeieM nmpumep, B KOTOPOM HCNO/Ib30BaHKE GJIIOKUPOBOK Heobxoanmo. [pen-
CTABUM, YTO Yy HAC €CTb MHOTOITPOLIECCOPHAsI CUCTEMA M KO, CO3JAIMNA nepe-
MEHHYIO M [PUCBAUBAIOLUI €l KaKoe-nbo 3HAaYeHUe, a 3aTeM KakuM-TO obpa-
30M paboTtaoumit ¢ Hell. Takxke NpPeanolOXUM, YTO Y Hac €cTb U Jpyroi Koil,
KOTOpBIif B KaKOH-TM60 MOMEHT BPEMEHM YMTaeT 3HAYEHHUE ITON MEPEMEHHONH U
UCIOJNIB3YET €r0, CKAXEM, Jist BeIBOAA Oananca 6GAHKOBCKOTO CYETa.

Acho, uto ecnu kom Ne 2 0BpaTUTCs K NEPEMEHHOM B TOT MOMEHT, KOrjaa Koj
Ne 1 yxe U3BMEHWI ee 3HAYEHME B MAMSATH, HO €lle HE 3aMucal ero, To Npou3oi-
et koH(pMUKT — Kon Ne 1 m kom Ne 2 Gynyr paboTarh ¢ pasHbIMH BEPCHUSIMM
3TUX MEPEMEHHBIX, YTO MOXET NPUBECTH K HENpeIcKasyeMbIM pesysibrataM. fAc-
HO, YTO B JAHHOM CJIy4ae BO Bpems obpaiienusi K nepemeHHoi ko Ne 1 gonxeH
YCTaHOBUTH OJIOKMPOBKY, 3aBEpLiMTb BCE onepalyl C MEPeMEHHOM, a 3aTeM
TOJILKO CHATH OJIOKUPOBKY.

Cy1iecTByeT MHOXECTBO METOIOB M KOHLEMNLUUI CUHXPOHU3ALUY, T. €. MPUHLKIA
UCMONB30BAHUS OOLIMX JAHHBIX pa3sHBIMM "KJIMEHTaMK", KaXIblii U3 KOTOPBIX, K
TOMY Xe, MOXET MEHSTh B KAaKOi-IMbo OTpe3oK BpeMeHW 3T JaHHbie. Bee nx
Mbl paccMaTpuBarh He OyneM, a Jiyyllie pacCMOTPUM TOT "cMelIaHHbI!" MeXaHU3M
CHHXPOHU3ALIMK, KOTOPBI Ucnonb3yeTcst B Windows.

Mexanuam cunxpoHusaiuu B Windows cocTouT u3 7 KOMITOHEHTOB.
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TONBKO Nonb3osatenaM Windows XP u Gonee panuux sepcuit Windows; Brpouem,
TPYAHO, HA MOU B3DJIsiI, MPENCTaBuTh apaiisepucta Windows 98.

M HanocnenoKk — OCHOBHBIE PEKOMEHIALMU HPOrpaMMHUCTY, MUILYIHEMY ApaiBe-
pbl JUIst paGOTHl HA MHOTOMOTOYHBIX CUCTEMAX:

(J ecnu Bech BaHl KOJ 3alyCcKAaeTcss HA YPOBHE PASSTVE LEVEL (APC_LEVEL), TO
UCIONB3YitTe OBICTPBIE MBIOTEKCHI, UCMIOTHUTEIBHBIE PECYPChl U OOBEKTH pe-
XKKMMa sipa — YTO BaM yaobOHee;

O TecTupyiitTe ApaiBep TIUATEIBHO K HA CAMBIX Pa3MYHBIX KOH(UIypaLusax ar-
NMApaTHOrO OOECNEUEHMSE;

3 moboit  Koj, 3anyckaempii Ha yposHe IRQL, MeHbluem uad paBHOM
DISPATCH LEVEL, JO/DKEH UCIOAB30BATH CITUH-OJOKHUPOBKM;

0 ucnonesyitte yrunutel DVDD (ynomunasiuiytocs seiie) u CUV (Call Usage
Verifier) a1s HaxoXaeHUsl MOTEHUMAbHBIX "MePTBBIX" GIOKUPOBOK, MPOBEPKU
WCIONb30BAHUS CIIMH-OJIOKMPOBOK U MHOXECTBA JIPYriX 3a1ay;

0 ucnonb3yiite QyHKLIMU InterlockedXxx U ExInterlockedXxx JUISt BBIIOJIHE-
Hus apuMETHYECKHX, JOTHYECKUX U onepatuil Uist paboThl CO CNUCKAMU;

O onpesnenute HaupbicIKit yporeHb IRQL, ¢ KoToporo sech Ball Kox yCNELUIHO
paboTaeT, U UCNOAb3YHTE €r0;

O Ui CMHXPOHU3ALUU C MOJB30BATEIIbCKUM TMPUIOXEHUEM UCIONb3YHTE Cre-
HUATBHO JUTA 3TOro cosfanHblit 3akpbrthiii [OCTL.

3 3 3
HTak, BBl 03HAKOMUJIUCH C DIABHBIMU COBETAMM M METOMKAMU, KOTOPHIE HYXXHO
NPUMEHSITH NPU Pa3paboTKe IpaitBepoB st MHOTOIMOTOYHBIX CHCTEM.

Botr u Bce! Bbl MO3HAKOMWJINCH C a3aMM HanucaHus 64-OUTHLIX M MHOTOMNOTOY-
HBIX ApaiiBEPOB.
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a3bIK Microsoft”) koma, cozgannoro npu KoMmnuwisinuy, koropbiii CLR npu uc-
NMOJHEHUM yXe mnpeobpazyeTr B Komauabl npoiueccopa (¢ nomoigbto JIT-
KOMNUAsTopa (OT aHI. just-in-time — Ha nery)). Kak nerko poragatbcst, 3TOT
MEXaHN3M 0DEeCneYnBaET KPOCC-IaTOPMEHHOCTb — JOCTATOYHO TOABKO, YTOOKI
Ha mawuHe 6b1a CLR (a ona cefiyac cozaaercsi/co3fana il MHOTHX anmapar-
HbIX/niporpaMMHbix 1atgopMm). CLR, KpoMe BCEro HpOYEro, BBIMOJHSET €llfe
MHOTO (DYHKUMIA: NPUBEACHUE TUINOB, MPEAOCTABICHUE NPUIOXEHUAM OMOIUoTe-
ku kiaccos .NET Framework (NET FCL — .NET Framework Class library),
obecreueHre 6e30NacHOCTH MPOrpPaMMUPOBAHHUS U T. [I.

Co CTOPOHH MOXET NMOKAa3aThCs, YTO BCE 3TO MPAKTUYECKH HEOTIMYKMMO OT KOH-
LenuMy BUPTYalIbHO#l MalunHel Java (JVM, Java Virtual Machine). Ho ectb He-
KoTopele paznuyus. B Java ucnonbayercst 6aiiT-Koj, KOTOPBIH cO3NaeTcst KOMIH-
snsitopoM U BuinonHsietcst JVM (Bo Bpemsi ucnonrHenusi)). A B .NET Framework
CO3/IAETCS MAIUMHHBIH KO Ha OCHOBaHMM TEKCTA Ha MPOMEXYTOUHOM $3bIKE (BO
BpeMsi McHoiHeHust). HeOGonplioe, HO JAOCTATOYHO CYLIECTBEHHOE pasfiivue.
A uTO KopeHHbIM obpaszoM ornuuaer .NET Framework or JVM — Ttak 370 Koz,
KOTOpBIi Npeodpa3yeTcss B MALUIMHHBIA KOI M UCIOJIHSAETCS] HANpPsIMY1O (2 HE WH-
TEPNPETUPYETCS BO BpeMst ucnonHeHusi). Bor camoe rnasHoe o miargopme .NET.

B OC Vista 6yayt sxonutb nocnennue sepcun .NET/CLR 2.0 (xonoBoe Ha3Ba-
nue — Whidbey).

Hopag onepauuonHas cucrema or Microsoft Windows Vista — npeemuupa OC
Windows XP. Ho, Kak oka3anoch nosjHee, ee npeeMcTBeHHocTb oT XP — B Gonb-
ot creneun HomuHanbHA. eno B ToM, uto paspaborka OC Vista, Tak BBILLIO,
ObL1a noneneHa Ha apa 3tana. C Havana ceoeil paspaborku Vista Obljla OCHOBaHA Ha
XP. ocne BBIHYXAEHHOTO MepepbiBa B paspaborke Vista Microsoft sepHynach Kk
atoit cucteMe. Ho 3aHOBO nepeyKOMIJIEKTOBBIBATL KOJ M MEPENMCHIBATH €70 ObUIO
oueHb TpysiHO. [ToaTomy, nponomkas paspabareisath Vista ganbiue, Microsoft B3siia,
3a ocHoBmy ,yxe Server 2003 ¢ Service Pack 1. Takum obpazom, OC Vista umeer
MOJIHY0 COBMECTUMOCTb C ONepalOHHHMH cucteMamMut Windows, HauuHas ¢ Win-
dows XP SP2, u ocHoBHBIE (DYHKLMOHANBHBIE BO3MOXHOCTH rnociefnei. Takoit
NOBOPOT cOOBITUIT 1an Microsoft BOZMOXHOCTb COEAMHUTD B CUCTEME BCE JTy4ILEE
ot Windows XP SP2 u Windows Server 2003 SP1.

Inasubie konuenuuu Hosoit OC chopmynuposansl Microsoft B 3-x cnosax —
HoBoM JeBuse HoBoOM OC — Clear, Confident, Connected. TlocMOTpUM, Kakue Xe
BO3MOXHOCTH HOBON OC nofpasyMmeBaloTcst Moj Kax/biM U3 3TUX TPEX CIOB.

Clear (sicHOCTb, YUCTOTA) — 3TU CJIOBA OTHOCATCS, MPEX/E BCEro, K B3aUMOJIEN-
CTBUIO NOJb30BaTeNst U cucteMbl. O YUCTOTE W SICHOCTHU FOBOPUT, B MEPBYIO OYe-
penb, HOBBIK CTHB MOJB30BaTeNbCKOro UHTEpdeiica (Aero Glass 1o ymonua-
HMIO), BBIMOJHEHHHII B CBETIO-TOJYObIX, MPO3pauyHbiXx ToHax. Ho 31O TaKKe
OTHOCHTCH M K HOBBIM CIOCO0AM B3aUMOJICIICTBUS MOJIb30BaTeNs ¢ CUCTEMOM TIpH
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paboTe ¢ ero NepcoOHaIbHBIMU JAHHBIMM — (YHKLMU MPOCTOTO U GBICTPOro Mno-
ucka, texnonoruu Live Icons (kuswle 3Hauku), Metro u T. 1. OG0 BceM 3TOM
noapobHee ganee.

Confident (KOHGUAECHIMATBHOCTE) — 3TO O3HAYAET KAYECTBEHHO UHOM YpOBEHD B
npoiecce obecrieueHus 6e30nacHoi 1 KOHQPUIEHLUANIBLHOM paboThl € KOMNBIOTE~
poM. B 3TOM HamnpasjieHUU cIeAaHO OTPOMHOE KOJMYECTBO YIy4ILEHUH U HOBO-
BBEACHUM: MHTErPUPOBAHHAY 3al(MTA OT cllama, spy ware U T. J., MaclutabHoe
ungpposanue, TexHonorus UAP (User Account Protection — 3auimra nojb3osa-
TEJIbCKOTO aKKayHTa) U T. A. [TonpobHee — onsATp-Taku pajnee.

Connected (coefHEHNE) — OrPOMHOE KOJIMYECTBO BO3MOXHOCTEM, CBA3AHHBIX C
CETBHIO U IOICOEANHEHUEM YCTPOWCTB B Hell. B Vista BcTpoeHo Gonbllioe Kojuye-
CTBO BO3MOXHOCTEW MO CUHXPOHU3ALMK MH(GOPMALIMK MEXIY CAMbIMU PA3HBIMH
TUMAMH YCTPOICTB, MO YINPaBICHUIO GECTPOBOAHBIMU CETAMU U T. II.

Tenepb paccMOTPUM HOAPOOHEE BBILLIEYNOMSIHYTBIE TEXHONOTHH.

Live lcons (ckuBble 3HAYKK) — TEXHOJOTUS, NMPU MOMOLUK KOTOPO 3HAYOK OTO-
OpakaeT NepBylo CTpaHUIYY NOKyMEHTa. Metro — 3To ¢hopmar N1OKYMEHTOB U, Of-
HOBPEMEHHO, apxuTekTypa nevatu. Ilpeanonaraetcsi, uro B Vista ¢opmar Metro
OyzeT HACTONBbKO X€ BcenpoHukaroimm, kak 1 PDF B Mac OS X. Metro — ato
OTKPBITHI CTaHAApT, OcHOBaHHBLII HA XML, He 3aBucsiumit or ycrpoitctsa u
TIPAJIOKEHUS, BKIIOYAIOLIMI B ce0si MEXaHU3M PACIakOBKU U ynakosku ¢hailios
Ha sery (ZIP-texnonorus)). Kak nOHATHO U3 BBILUECKA3AHHOTO, TEXHONOTMUH
Metro nosgsonisieT COXpaHsiTh UACATLHO TOYHOE (OPMATUPOBAHUE JOKYMEHTA MpPU
BBIBOJIE €r0 Ha Nneyarb. Metro cocToUT U3 JIByX KOMIMOHEHTOB: ¢aipl Ha OCHOBE
¢popmata XML (Hazsanue storo ¢popmara — Metro Reach) u komnoneHTa, oro-
Opaxarouiero oKyMeHTR Metro u ynpasnsiiouiero uMu. Microsoft npefocrapisier
API 11t noJHOLEHHOI PaboTHI ¢ TexHoIorMell Metro.

UAP (User Account Protection) — ¢yHKLIMS, cTapaowasicss yMEHBIIUTD Bpes OT
MpeHaAMEPEHHBbIX (WIK CAy4YailHbIX) JEUCTBUI MOAB3OBATENIEH, BOIUEIIIUX B CUC-
TeMy Moj aiMUHUCTPATUBHON YYETHOM 3amnuchio (Boobiue, nox aoboi B TOH win
WHOW CTENEHM MPUBWIETMPOBAHHONW YUETHOM 3aMMCbi0), U YMEHBIIUTH CTENEHb
HE3AIUMIIEHHOCTH CHCTEMbI BO BpeMsi paboThl MOJNB3OBATENSE, BbIMOJHAIOIETO
OOBIYHBIE [TOBCEIHEBHBIE 3a0a4Ylt IMOJ YYETHOI 3anuChI0 C BBICOKMMH MPUBUIIE-
rusiMu. TTpusHMn ee paGoThl 3aKIIIOYAETCS B TOM, YTO MPU TMOMNBITKE BHINTOJIHUTD
Joboe  fieficTBUE, TpeOylolee BBICOKMX IPaB B CHUCTEME, IOJIb3OBATENO
(He3aBUCHMO OT TOTO, MOJ KAKUM aKKAayHTOM — AAXe eClIK NMoJ aIMUHUCTPATHB-
HbIM) OyNEeT BBIBEIIEHO OKHO, B KOTOPOM OyIET MPEeNjOXEHO: BBECTU Mapoib ai-
MUHHCTPATOpa WU, B 3aBUCMMOCTH OT HACTPOEK, MPOCTO IOATBEPANUTb BHINOI-
HeHue peiicteust. s Toro 4YroOGbl B OKHe OTOOpaxasicss BTOPOM BapuaHT
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TeKktypa Web-cepBucoB, obecneunsaioilas 0Oe3onacHulii M HaldeXHblii OBMEH
AaHHbIMU. CepBUCHO-OPUEHTUPOBAHHAsE MozieNib nporpammupoBanust B WCF yn-
poLLaeT pa3paboTKy COEMHEHHBIX CHUCTEM.

WinFS — sto Hosasi TexHosorua d¢aiinosoit cuctemsl Windows. Ee rnasHoe
JIOCTOMHCTBO (KpoMme BceX yHachenosaHHblx o1 NTFS) — ypesBbiyaitno adgex-
TUBHasg cuctema noucka. lTpusiun ee paborel cienyroumii. WinFS umeer 6aszy
JIAHHBIX, B KOTOPOil coliepxartcst onucanus Beex GaiyioB Ha JIUCKE, ONUCaHUs
ype3BpluaiiHo TouHble. WinkS npu nonyuenun zarpoca Ha NOUcK Nnpeodpasyer
ero B 3anpoc (HanoMmunarowuit SQL-3anpoc) K 6aze naHHbIX (aRIoB HA NUCKE.
Hcrnob3oBaHKNe TAKOTO MeXaHU3Ma NO3BOJISIET COCTABINTL YPE3BbIYAIHO pas-
BEPHYTBHIE M AETAIU3UPOBAHHBIE 3AMPOCH MOMCKA, HanpuMep: "BblBecTu CHucok
scex ortorpacpuit popmara JPEG, cnenannwix 3a nepuoj ¢ 2002 o 2003 rons,
¢ TAKUMHU-TO OCOOEHHOCTSIMU..." U T. A. 3aNpoc MOXeT ObITh U 2 pa3a ATUHHEE
u ewie 6osiee AETANIUIUPOBAHHBIM. [TOHSATHO, YTO MCHONB3OBAHUE TAKOrO Mexa-
HH3Ma BO MHOTO pa3 obieruaer pabory ¢ AOKyMeHTaMu Ha Kowmrbiotepe. Ho, K
COXAJIEHUIO, UMEHHO € 3TOii TexHojorueil (TourHee, ¢ ee pa3paboOTKON) y
Microsoft Bo3HuKI0O OoJbliioe Kojiuvuectso npobjem. st Toro YyToGBl KavecT-
BeHHO BcTpouTh WInFS B cucremy Windows, Heobxoaumo ObUIO clienaTh Or-
POMHOE KOJIMUECTBO M3MEHEHUH B apXUTEeKType W Kojie cHcTeMbl (B YacTHOCTH,
"nepesectn” cucteMy Ha Hopoe APl — WinFX, o xoropoMm nojsipobHee uyyTh
nanee). CaenaTe 910 K cpoky nporpammucraM Microsoft okazanoch 3aTpyiHU-
TelbHO, TO3TOMY pelleHo ObUo BhITycKaThb Vista 6e3 BctpoeHHod WinFS (nmo
Kpalineil Mepe, noka). Ho atuMm, K coxaneHuio, nemxo He 3akoHuwioch. Y1 B
Onorax opHaxuel nogsunack Hagnuck "WinFS is dead”. [1a, npoekra WinFS kak
TAKOBOro OoJibllie He cyuiecTByeT. Bce, uToO ocTanoch — 3TO HEKOTOpHIE ero
yactu 8 ASP.NET u SQL Server. ¥Yse1.

Uto takoe WinFX? WinFX — aro Hoswtii Hatop APl OC Windows, orsevatoluuii
BCeM coBpeMeHHBIM Tpebosanusm. MMenno va srom API ocrnosanbl Avalon u
Indigo. Mo zambiciy paspadorunkos, WinFX fo/keH NOJHOCTBIO OOBEAMHUTH
NET u OC. Ho cnoxnoctu ¢ WinFS kochyaucs u WinFX, 1. k. WinFS 6bu1
KomroHentoM WinFX, npefnazHaueHHbIM JUIsl paboTsl ¢ JaHHBIMU. TeM He me-
tice, sicHO, 4TO MpoekT WinFX nukyAa He neycst — vHAve npuliock Obl Booble
cBopayusaTh paspaborky OC Vista.

Texnonoruu Avalon, Indigo n WinFX 6ynyT HoCTynHbI OTAETbHBIMU KOMIIOHEH-
Tamu sl Beex cuctem Windows, Hauunas ¢ Windows XP SP2 u Windows Server
2003 SPI.

Byner u cepsepnas pepcusi Vista — ¢ komosbiM HaszsanumeMm Longhorn Server
(noka uto).

Vista 6yneT nocTapasTbest M B BUe 32-paspsiiHOli, U B Busie 64-paspanHon Bep-
cuit. B mone3y npuMenerns 64-6utHpIX Bepcuit Windows ecTb JOCTATOUHOE KO-

3 3ax 1078
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JINYECTBO ApPryMEHTOB — W GOJNbLIAsS HAAEXKHOCTh U 6e30MacHoOCTb (MO CpaBHe-
HUIO ¢ 32-paspsiiHbBIMU BEPCUSIMK), K TIOUIEPXKKA 3aMETHO OOJIBLUNX OOBEMOB
onepatusHoil namst. Ho coBMecTUMOCTh 64-GUTHBIX CHUCTEM IIOKa €Lle OCTaB-
JISIET XelaTh MHOTO Jyyluero. Tem He MeHee, €CThb BCE OCHOBaHUSA HALEATHCH, YTO
B TeueHue GKaiiiiero BpeMeHu 9T NnpobyieMbl OyAyT B OueHb OOJNBILION cTene-
HU pELEHbl, W TOrIa nepexon Ha 64-paspsiHyio njar¢opMy CTaHET BIIOJIHE Ofl-
paBIaHHbIM, X€ENaTeNbHBIM U JaXe, ObITb MOXET, HEOOXOAMMBIM LIATOM.

£ 3 * *

Wtak, MBI NMONYYUIH JOCTATOYHO ITOJHOE NPENCTABIEHUE O TOM, YTO XK€ 3TO 3a
OlEpaLIMOHHAs CHUCTEMA, KAKOBBI €€ HOBBIE BO3MOXHOCTU M T. 1. B cnepyrowueit
[JIase Mbl NPUCTYNUM K [JIJABHOMY — PAcCMOTPUM HOBYIO TEXHOJIOTHIO IpOrpam-
MuposaHus apaiisepos Microsoft — Windows Driver Foundation (WDF).
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ﬂoaromy BCS M3JTIOXKE€HHAsl 31€Ch IAH(l)OpME]UJ/ISI BEpHA TOJIBKO V151 BbILLUECNEpEYic-
JICHHBIX CHCTEM.

Bbl yxe pocraroyHo 3Haere o crapoit Monesin WDM, nosromy st He Gyny onsits
PACIMCHIBATH €€ BO3MOXHOCTH. 5 TOJIBKO Pacckaxky O €€ HEAOCTaTKax, HaIM4ue
KOTOPBIX (HO, KOHEYHO, 3TO HE €AMHCTBEHHAs MPUYMHA, KAK MOHATHO U3 BCETO
BbILUECKA3aHHOI0) M MPUBEIO K HEOOXONMMOCTH pa3paboTKK HOBOI apaiiBepHOi
MoJeJTH.

Crapasi gpaiiseptasi Moneib WDM cTpanaer clienyiolliMMKM HELOCTATKAMMU.

O CroxHocTs Hanucanusi ApailBepoB ¢ MCNO/b30BaHUEM 3TON Mopenu. Perue-
HUe caMbix HEOOXOIMMBIX 33jiau (Bpome peanuaaumu nomiepxku Plug and
Play) tpeGyer toicsu (1) cTpok konma. OueHb cnoXxHbl B #cronb3osanuu DDI
(Driver Development Interface, uHtepdeiic Hanucauus gpaiiBepa), npume-
HSIIOLLMECST [UIS1 peLlieHus] caMblX pasHbiX 3azay (Hanpumep, CUHXPOHU3ALMH).
Bce atu npobGniemsl fajieko He JIyyllinM oOpa3zoM cKasbiBalOTCsl Ha MPORYKTHB-
HOCTH U ObICTpOTE pa3pabOTKuU ApaiiBepOB C UCMOAb30BAHMEM CTApOIl MOIEIIH.

O CauwkoM OoJbLIOE KOJAMYECTBO CYLIECTBYIOIIMX pasHbIX Moseseii MMHH-~
MOPTOB. BTO MPUBOAXT K OOJIBLIOMY YMciy MpobsieM: HarnpuMmep, K Heobxonm-
MOCTH 3HaTb M MOHUMATH MPUHLNMIOBLI paboTel M YCTPONCTBA Pa3HLIX Monesiei
MHUHU-TIOPTOB MPY HAMKMCAHUY APANBEPOB A151 PA3TUUHBIX TUIIOB YCTPOMCTB.

O DBonplUMHCTBO NMpaiiBepoB, HAMMCAHHBIX C MPUMEHEHMEM CTapbIX TEXHOJIOTHIA,
MOI'YT BBHITIOAHSITHCS] TOJABKO B pexkume siapa. IlpobneMsl, BO3HUKAIOLIME TIPH
TAKOM TMOAXOME, OYEBMIHBI: HEKAYECTBEHHO HaMucaHHBIE ApaiiBepbl MOIYT
NPYUBOAUTL K cOOSIM B paboTe CUCTEMBI, 3JIOYMBIIUAEHHUKHU TAKXE MOTYT BOC-
YI0/1b30BATLCS CTEUMATbHO HANMCAHHBIM ApaiiBepoM VISl TOro, yrobel peanu-
30BaTh CBOM 3aMblcibl (B pexume sigpa BosmoxHo Bee! Hy, unm moutu Bee.)
uT. I

O O6uaue pasHbiX ApaiiBepHbIX MoaeNell NPUBOAMIO K TPYAHOCTSIM IpH TECTH-
POBaHMU M Bepru(PUKALUM KO NPaAilBEPOB.

Sl nepeuucnuiia caMble [JIABHBIE HEDOCTATKM MPEXHMX TEXHOIOTUN HAMUCAHHS
npaiisepoB nos Windows. A ceilyac nocMOTPHMM, YTO XOTEAW CRENaTh paspadbor-
uitkn WDF. Mory ckasarb, uto Gonbliasg yacTh 3as1BJACHHOTO YXe€ caefiaHa, oc-
TAbLHOE X€, AYMalo, Oyaet 10o0aBieHo B camoM OnuxaillueM BpeMEHH.

O Hosast npaiiBepHast Monenb nojpkHa ObIThL Npoctoil u rubkoii. [lpoctoit — ms
obrerueHusi Mpolecca HanucaHusi apaiiBepoB, rmOkoil — st OblcTpoit
"anantauuu” K HOBHIM BO3MOXHOCTSIM CHCTEMbL.

O IpaiiBepHast MOAENDb He NOJDKHA 3aBMCETh OT OCHOBHLIX KoMnoHeHToB OC (MX
U3MeHeHue, No0aBieHue U T. 1. HE [NO/KHO "TaHYTL" 3a coboil mpobjieMbl
Y/VIW BHIHYXIEHHBIE U3MEHEHHMs! MPYU pa3paboTKe Npail BEpoB).
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O Ob6wexTHas Monenb WDF npenocrabnsier Habop oGbeKTOB, cofepx)alluuii 00b-
eKTbl (MpOIIY APOLLEHUS 32 TABTOJIONMI0), OOIMe fUlsl JIIOOBIX IpaiiBepoB —
TaKHe KaK yCTpOHCTBA, OUYECPENM U T. I

0 V xaxnoro oObekTa ectb cBOICTBA (properties), KOTOpbie ONpenessioT Xapak-
TepUCTUKM oObekTa. JIjisl KaXOoro cBOiicTBA ompenesneH cBoif Metosn, pabo-
TAIOIMN C HUM.

(3 Bce 06beKTH OpraHM30BaHbl B MEPApXHUEcKylo cucteMy. B ee BeplumHe cront
rassblit WDF-00bekT ycTpoiicTBa, Takke sIBASIONIMICS pOOUTENBCKUM 00B-
€KTOM MO YMOJYAHMIO ISl BeeX OOBEKTOB, JUISi KOTOPHIX TAKOBOIM He yKasaH.
Ilpaktnuecku uis moboro TMNa co3naBaeMoro aovyepHero oObeKTa IpaiiBep
MOXET YKa3aTh HYXHBI1 06beKT-"poauteis”. Ho Hekotopbie THIIBI OOBEKTOB
o0Nafal0T HEM3MEHsIEMbIMU Ne(OATHBIMU OObeKTaMu-"poanteamu”. Yaane-
HUE POANTENBCKOro 00beKTa aBTOMAaTHYECKH IPUBOMUT K YAAICHMIO BCEX [I0-
YepHUX OOBEKTOB.

O6vextnas Mouaeis otHochTest Kak K KMDF, tak 1 UMDF. Ho WDF-o6bekThl
B 3THX JIByX Cpejllax OCYIUECTBICHBI no-pastomy. PaccmorpuM oba BapHaHTa.

11.3. O6bekTbl KMDF

OO0beKTH pexuMa siipa Hempo3pauHbl [UIsi apaiiBepa, ¥ OH HUKOrAA HE HMMEeT
NpsiMOro K HUM Joctyia. JIpaiiBep MOXET BBINONHSTE Kakue-nubo nefictBusl ¢
OOBEKTOM TOJILKO C TTOMOIIBbIO YKA3aTeJIs.

Hanee npusepena 1abn. 11.1 uz MSDN, B KoTopoii mepeuHcisiioTcs Haubosee
ynorpebutenbripie WDF-06bekTsl pexuma siipa (fiepesos TabnHlisl aBTOPCKHil).

Tabnuya 11.1. WDF-06bekTbi pexxuma aapa

WUma Tvna obbekra Ha3zHaueHne

WDFDRIVER MpepcTaBnseT obbekT gpalisepa

WDFDEVICE MpepcTtasnseT obbeKT ycTpoiicTea

WDFQUEUE lMNpenctasnseT ouepentb 1/O-3anpocos (8sopa/Bbieopa)
WDEFINTERRUPT lMpepcraenser pecypcbl NpepbiBaHus

WDFREQUEST MNMpepcraenser I/O-3anpoc (seopa/sbiBona)

WDFMEMORY Mpencrasnser 6ycep ans I/0-3anpoca (seopa/sbisopa)
WDFDMAENABLER OnuckisaeT xapakrepuctuk scex DMA-nepefiau ycrpoiictsa
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Ta6nuya 11.1 (okonuanue)

Wma TMna o6bekTa Ha3aHaueHne

WDFDMATRANSACTION Ynpaenset onepauuamu ans otaensHoro DMA-sanpoca

WDFIOTARGET lNpepcraenset uenesoit gpalisep I/0-3anpoca
(ssopa/BbigOpa)

Bce oOGBEKTH pexuMa siipa YHUKanbHbl. UMM HEBO3MOXHO yNpapBisTe € MOMO-
ublo QYHKLMI ceMENCTBA ObXxx. TaKXKE MMM HEBO3MOXHO yNpaBlATb € MOMO-
ublo MeHemkepa oobekroB Windows. Cosnanye 1 ynpablieHHE ITUMHI OOBEKTaMK
BO3MOXHO TONBKO IUTs camoii cpensl 1 is WDF-npaiisepos.

11.4. OﬁbeKTbl UMDF

CymwnHocts UMDF-06bektoB — 310 COM. UMDEF-00BeKTE HCMONB3YIOT MO~
mHoxectso COM Uit peanusaumy MHTEpQEiicoB 3anpocos u npoyero. B npaii-
BEpax MOJIb30BATEIBCKOro peXHMa KakK npaiiBep, Tak M cpefa peaiusyloT v rpe-
noctasnsitor uHtepdeiicel B ctie COM. Camo coboii, oTnasaer HeoOXoaMMOCTb
HCIIONBb30BAHUSl YKA3aTelei.

Pazubix Trnos o6wektos UMDF menblue, yeM KMDF. 9T1o noHATHO — B NOJb-
30BATENILCKOM PEXHME MHOTME AeicTBHsl (2 3HAYMT, M OOBEKTHI JUISl pabOThl C
Humu) 3anpeuieHsl. OnsTb-Taku, Tabnuua (Te Xe 3amMeyaHusi, YTo ¥ K Npenblay-
nieit) — tabn. 11.2.

Ta6mya 11.2. O6vekTol UMDF

WUmna obbvexkTa HasnaueHue

mHTepdeiica

IWDFObject Onpepensier 6asostiit TN WDF-obbekTa

IWDFDriver MNpenctaBnset obbekT apaiisepa

IWDFDevice MNpencraenser obbekT ycTpoiicTea

IWDFFile MNpepcraenser obvekT chaiina

IWDFIoQueue MNpencrasnset ouepens I/O-sanpocos (seopa/sbiBopna)

IWDFIoRequest Onucuisaer I/0-3anpoc (ssona/sbieoaa)

IWDFIoTarget MNpencraenseT uenesoii apaiisep l/O-3anpoca
(seOpa/BbIBOAA)

IWDFMemory lNpepocTasnset goctyn k obnactu namaTu
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Tenepp norosopuM o nomuepxke TexHonorud Plug and Play u rtexsosorun
ynpasieHusl MUTAHKEM, a TAKXKE O MOIesM BBola/Bbisona B WDF.

11.5. Plug and Play, ynpaBnexHue nutranuem
¥ mogenb BeBopa/BoiBoga B WDF

Kax s1 yxe ropopusa, rnojuiep>kka TeXHONOrMi ynpasaeHus nutanueM U Plug and
Play B npenvutylieit npaitBepHoit Mope/iv OCYIIECTBASIACH OYEHB HEMPOCTO,
NPUXONWIOCH MUCATh OMPOMHOE KOJMYECTBO CTPOK KOMd, PELiaTh MHOXECTBO
npobsiem # 1. 0. WDF npemnaraer cnemyiomme KoHUENUMM WISt pELUCHUST 3THUX
1pobnem:

O npaiteep BoBce He 00si3aH 0OpabaTHIBaTh M/WMJIM OTBEYATh HA BCE BXOMSILME
3anpocbt. EMy noskHa ObiTh NpefocTaBiieHa BO3MOXHOCTH OTBEYATh TOJIBKO
Ha Te 3aMpochl, KOTOPHIE €My HYXHbL;

03 cpena JojiKHa NMPEJOCTaBNATL CTaHAAPTHBIE 0OpabOTYNKY I OFPOMHOrO KO-
Jmuectsa BoamoxHocteil Plug and Play: ocraHoBka u 3anyck ycrpoiictsa, yna-
JIeHUE €ro u T. 1.;

O neficteust WDF B n11060ii MOMEHT BpeMeHM JIONIXHBI ObITH YETKO ONpenescH-
HbIMH U TMIPEACKA3YEMbIMU;

O ofe TEXHOJOrMU MOJOKHBI ObITh MOJHOCTHIO UHTETPUPOBAHBI C OCTANbHBIMHI
YACTSIMH Cpelibl;

0 cpesa noDKHA MOJUIEPXMBATB KaK MpPOCTOi, TAK M CIOXHBIA AM3aiiH ycT-
POVCTB M IpaiiBepoB;

03 npaiiBep NOJDKEH MMETh BO3MOXHOCTH MEPEONPENENIMTL JI00bIE YCTAHOBIEH-
Hbie Cpefioit 3HaueHust (4ero Obl TO HU GBITO) MO YMOIYAHMIO.

WDF unrerpupyer textonornu Plug and Play u ynpasieHusi NUTaHUEM ¢ TeXHO-
Jorueii opraHusaumnu oyepeneit 1/0-3anpocos, a NocjenHon, B CBOI0 0Yepelb, C
TEXHOJIOTUEN OTMEHBI 3aMPOCOB.

Ewe onna nosasi usrepectasi Belb — ynpasieHue MAPAUICIbHBIMU ONepaLusi--
Mi. [Uist Toro utobel ycTpaHuTh NpobiieMbl ¢ ONHOBPEMEHHBIM JOCTYNOM K OG-
€KTaM, BO3MOXHOI nopye AaHHBIX Mpu 3TO0M U T. 1., WDF npenocrabnser nHe-
CKOJIbKO BHYTPEHHMX MEXaHM3MOB CHHXPOHU3ALUMM, d TAKKE CO303ET U
YOEpXUBAET Bce Heobxonumsle sl apaiBepa B JaHHBIH MOMEHT ONTOKMPOBKH.

Teneps 06 1/O-monenn (Monenu BBONA/BHBORA).

B Windows IRP — 3710 miaBHBIi MeXaHH3M CBSI3M MEXy OMNEpalMOHHOI cHucTe-
MOIt ¥ JipaiiBepamMu (a TakXe Mex/y CaMUMH IpailBepaMu), OCHOBaHHBIA Ha na-
KeTHOM MexaHuame. I/O-MeHemxep (MeHeskep BBona/Beipona) noceinaer [RP












136 naga 12

12.1. O6bvekTHaa mogenb KMDF

KMDF onpenensier o0beKTHO-OpUEHTUPOBAHHYIO Cpely MNporpaMMHMpPOBaHHs
npaitepoB. Kaxaplii o6BheKT 3KCMOPTUPYET METOAbl U CBOMCTBA, KOTOpbLIE MOTYT
OBITH HUCMOAB30BAHBL IpaiiBEpoM.

Maul pazbepeM KITIOUEBBIE MTOHATHS 00BEKTHO-OpHeHTUpoBarHol cpeast KMDF:

3 memodsr — 310 PYHKUMM, BBINOTHSIOWME KAKMe-THM00 NelcTBusl HAl 00bEeK~-
TOM;

O ceoiicmeéa — 310 (PyHKUMM, YMTAIOILHE U 3aMMCHIBAIOLIME NAHHBIE W3/B MOJs
00BeKTa;

O cobuimus 1O3BOASIIOT NOAYYaTh MH(pOpMaNHio 000 BCEX NPOUCXONSIIUX CUTYa~
LMsIX, C KOTOPLIMI OHM aCCOLMHPOBAHBI.

Bce obnexktbt KMDF opranusosatinl B uepapxuto. Tunos obvekroB B KMDF
OYEHb MHOIO: 3TO0 M CTPOKK, U MPEpPBIBAHMS, U KOJUIEKLIMMU, U CTPOKU peecTpa,
u 1. 4. Y kaxaoro oobekra ecth 5 arpubyToB, ONUCHIBAIOLIMX €r0 pasMep, poau-
TEALCKUI 0OBEKT, YPOBEHb UCTIOAHEHUS: 1 TTPOY.

Kakos "xu3neHHblil unki" obvekra KMDFEF?

1. KMDF Bobinensier namsth oj1st 00beKTa M €ro KOHTEKCTA U3 MyJa HecTpaHuy-
HOIl TaMsITH.

2. KMDF ununumanusupyer atpubyrsl 00beKTa HyAEBbIMM 3HAYEHUSIMU /WU B
COOTBETCTBMH €O crielnduKauusiMu JpatiBepa.

KMDF o0nysnsieT KOHTEKCT oObheKTa.

KMDF xondurypupyer o0BbeKT: YyCTAHABIMBACT XApaKTEPUCTUKY, crelU(pny-
HbIE JUTSl 3TOro 00BEeKTa U T. M.

A Ttenepsb — K npocreitiiemy KMDF-apaiisepy.

12.2. MNpocreiwnin KMDF-pgpansep

Paccmorpum "ckesiet” npocreifiiero KMDF-zpaitepa (nanka src craHpaprHoit
ycranoBku KMDF).

Hrak, kakoBwi maBHbie koMnoHeHTst apaiisepa? [Nepeunciio ux:
O dyHKuMs DriverEntry — [JIABHASI TOYKA BXOJa ApaiiBepa;

O callback-cobbiTHE EvtDriverDeviceAdd, co3jaioliee OOLEKT YCTPOHCTBA, €ro
untepdeiic;

O callback-gpyHKnuy BBONA/BLHIBOAA JUTsl YTEHMSI, 3AIIMCH, U yIpaBIeHUst yCTpOM-
CTBOM.
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PAGED CODE () ; // xom OprauusyeTcsi B CTPaHuily NaMsaTuU

KdPrint ( ("ToasterEvtDeviceAdd called\n")); // oTnamodHoe cooClieHye

WDE;OEJECT_ATTRIEUTES_INIT_CONTEXT_TYPE(&fdoAttributeS,
FDO_DATA) ; // mHMumanmsauus aTpubyTOR

// ¥ KOHTEKCTa OOBeKTa YCTPOMCTBA

status = WdfDeviceCreate (&DevicelInit, &fdoAttributes,
&hDevice) ; // cospaeM WDF-OGBeKT yCTpPOUCTBA
if (!NT_SUCCESS (status)) { // TipoBepsieM CTaTyC
KdPrint ( ("WdfDeviceCreate failed with status code",
" O0x$x\n", status)); // BeBOmMM COOCUEHME CO CTaTyCoM

return status; // BOBBpamaeMm ero

fdoData = ToasterFdoGetData (hDevice); // mnoilydaeM KOHTEKCT YCTPOUCTEA
status = WdfDeviceCreateDeviceInterface( // cospaem mHTepdeic
// ycTpoicTBa
hDevice,
(LPGUID) &GUID_DEVINTERFACE_TOASTER,
NULL
):

if (I!NT SUCCESS (status)) { // npoeepseM CTaTycC
KdPrint ( ("WdfDeviceCreateDeviceInterface failed",
“Ox%x\n", status)); // BeBOmMM coofmeHre CO CTaTyCOM

return status; // BO3BpamaeMm ero

WDE T O_QUEUE__CONFIG_INIT_DE FAULT QUEUE (& queueConfig,
WdfIoQueueDispatchParallel); // xoHdpurypupyem oduepensb

// 0o yMOJIYaHMIO

queueConfig.EvtIoRead = ToasterEvtIoRead;

queueConfig.EvtIoWrite = ToasterEvtIoWrite;
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descriptor =

WdfCmResourceListCetDescriptor (ResourcesTranslated, i):

if (!descriptor) { // eci HUUEro

return STATUS DEVICE CONFIGURATION ERROR; // 7o oumbBka!

switch (descriptor->Type) { // ecan ¥e NOKa BCE HOPMAJIEHO ¥ Mel
// nonyuwiM yKasaTells Ha pPecypc, KOTOPBI HYXHO BaxBaTHUThb
.
case CmResourceTypePort: // ToO HauMHaeM nepeCupaTe BapMaHTEH
// eciy 3TO mOPT

numberOfBARS++; // yBEeIUUVBAEM CUETUMK

if (numberOfBARs != 2) { // momxHo GuHTE IBa!l
status = STATUS DEVICE CONFIGURATION_ERROR; // oumbka ...

return status; // BO3BpauwpeMm cCTaTycC ...

FdoData->IoBaseRddress = // GasoBEll ampec BBOAA/BHBOIA
ULongToPtr (descriptor->u. Port.Start.LowPart);

FdoData->IoRange = descriptor->u.Port.Length; // manasoH

FdoData->ReadPort = NICReadPortUShort; // QyHKUMA YTEHMS HOpTa

FdoData->WritePort = NICWritePortUShort; // QyHxuMa Banmcy nopra

bResPort = TRUE;
FdoData->MappedPorts = FALSE;

break; // BEIXOIOMM

case CmResourceTypeMemory: // eCiy Xe Mel BHIEJISEM NaMATH
numberOf BARS++; // yBenMuuBaeM CUETUMK
if (numberOfBARs == 1) { // eciu ommH
ASSERT (descriptor->u.Memory.Length == 0x1000); // OpOCTPaHCTBO
// namatn 0x1000
FdoData->MemPhysAddress =

descriptor->u.Memory.Start; // cTtapr "orpeska”



Hanucanue ppaiisepos B Vista — KMDF 147

FdoData->CSRAddress = MmMapIoSpace( // permcTpaums ydacTKa NamsTu
descriptor~>u.Memory.Start,
NIC MAP_IOSPACE LENGTH,
MmNonCached) ;
bResMemory = TRUE;
} else if (numberOfBARs == 2){ // ec;mu mea
FdobData—->IoBaseAddress = MmMapIoSpace (
descriptor->u.Memory. Start,
descriptor->u.Menmory.Length,
MmNonCached); // perucTpoBas naMmsaTb
Fdobata->ReadPort = NICReadRegisterUShort;
FdoData->WritePort = NICWriteRegisterUShort;
Fdobata—->MappedPorts = TRUE;
bResPort = TRUE;

} else if (numberOfBARs == 3){ // flash-namaTs
//BSSERT (descriptor->u.Memory.Length ==
// 0x100000) ;

} else {
status = STATUS_DEVICE CONFIGURATION ERROR;

return status;

break;

case CmResourceTypelnterrupt: // ecnu npepeBaHue
ASSERT ( !bResInterrupt);
bResInterrupt = TRUE;

break;

default: // craHpmapTHoe nelficTBUEe

break; // BoXOmMM
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switch (IoControlCode) // nepexioyaTerb
{
case IOCTL NDISPROT QUERY OID VALUE: // nmpoBepseM BapuaHThl
ASSERT ( (IoControlCode & 0x3) == METHODwBUFFERED):
NICHandleQueryOidRequest (
Queue,
Request,
&params
)i

break;

case IOCTL NDISPROT INDICATE_STATUS: // npoBepseM BapMaHTHL
status = WdfRequestForwardToloQueue (Request,
// nepeHanpapenseM B Odepernb
fdoData~>PendingIoctlQueue) ;
if (INT SUCCESS (status)) { // mpoBepseM cTaTyc
WdfRequestComplete (Request, status); // ofpaGoTka =aBepumeHa
break; // BexO&n
}

break; // Buxon

default: // crTaHIapTHBEI! BapMaHT
// roBopmMM, 4YTO HeusBecTHbi1 IOCTL
ASSERTMSG (FALSE, "Invalid IOCTL request\n");
WdfRequestComplete (Request, // ofpaborTka BaBeplieHa
STATUS_INVALID_DEVICE_REQUEST);
break;
}

return;

AToT Koa "3abupaeT” 3anpockl U3 NApanieibHON odyepenu. A BOT KO, AETaloUmni
TO Xe caMoe ¢ "pyqHoil” ouepeabio (UCTHHT 12.14).
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if (status == STATUS NOT FOUND) { // He naiimeu
prevTagRequest = tagRequest = NULL;

continue;

if (!NT SUCCESS (status)) { // crartyc
status = STATUS UNSUCCESSFUL;

break;

if (FunctionCode == // GYyHKUMOHANILHED KO
params. Parameters.DeviceIoControl.IoControlCode) {
status = WdfIoQueueRetrieveFoundRequest (
Queue,
tagRequest,
Request
)i

WdfObjectDereference (tagRequest) ;

if (status == STATUS NOT_FOUND) { // se naiimes
prevTagRequest = tagRequest = NULL;

continue;

if (INT SUCCESS(status)) { // cTaryc
status = STATUS UNSUCCESSFUL;

break;

ASSERT (*Recuest == tagRequest);
status = STATUS SUCCESS;

break;
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if (prevTagRequest) {
WdfCbjectDereference (prevlagRequest) ;

}

if (status == STATUS_NO_MORE_ENTRIES) {
status = STATUS UNSUCCESSFUL;

break:;

if (status == STATUS NOT FOUND) {
prevTagRequest = tagRequest = NULL;

continue;

if( !NT SUCCESS(status)) {
status = STATUS UNSUCCESSFUL;

break;

if (FunctionCode == // (QYHKUMOHAJILHEI KOX
params.Parameters.DeviceIoControl.IoControlCode) {
status = WdfIoQueueRetrieveFoundRequest (
Queue,
tagRequest, // TagRequest
Request
)i

WdfObjectDereference (tagRequest) ;
if (status == STATUS NOT_FOUND) {

prevTagRequest = tagRequest = NULL;

continue;

if( INT_SUCCESS(status)) {
status = STATUS UNSUCCESSFUL;
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status = WdfFdoInitOpenRegistryKey(DevicelInit, // OTKpLIBAEM KIIOU PEECTpa
PLUGPLAY REGKEY DEVICE,
STANDARD RIGHTS ALL,
WDF NO_OBJECT ATTRIBUTES,
&hKey) ;

if (NT SUCCESS (status)) { // ecym ycnex

RtlInitUnicodeString (&valueName,Name) ;

status = WdfRegistryQueryULong (hKey, &valueName, Value);

if (NT _SUCCESS (status)) ({
RetValue = TRUE;

WdfRegistryClose (hKey); // 3akpeBaeM KIou
}

return retValue; // v BO3BpamaeM 3HaueHne

¥ % %

Utak, Hy Bce, xBatut. Beeil BbiienpuseneHHo WHGOPMALIMK NOMKHO “C rojo-
BOI" XBaTUTb IUTsi TOTO, YTOOLI JIEKO pa3obpaTbhCsi CO BCEMU LOINOJHUTEIBHBIMI
UCXOMHBIMU KOJdMHU, NPUBENCHHBIMU (JUIsl Balllero ynoOcTBa) B KOHUE KHUIM (cu.

npuioncerus 2—4). Enem nanbiie!

6 3ak. 1078
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{J onepauuu BBONA/BHIBONA "CIOUPOBAHH";

{J mMeHemxep BBOJIA/BLIBOAA MPENOCTABISIET HAOOP OCHOBHBIX (PYHKUUH, B YUCNO
KOTOPBIX BXOISIT U HEOOXOAUMBIE, U HEKOTOPbIE NONOMHUTEbHBIE (QYHKLIUH;

0 tak xe, kak U cama OC, apaiiBepbl UMEIOT OOBEKTHO-OPUEHTUPOBAHHYIO ap-
XutekTypy. JpaiiBepbl, ycTpoiicTBa, KOTOPBIE OHU TIPEACTABISAIOT U OpOY. —
BCE€ TAK Xe€ MPEJCTABIeHO B BUJIe OOBEKTOB;

0 menemxep BBONA/BBIBOAA U JPYrH€ KOMIOHEHTHI CHUCTEMBI 3KCHOPTUPYIOT
creuyanbHble QYHKLIMU PeXUMa SIIpa, KOTOPbIE BBI3BIBAIOTCS jipaiiBepamu Juis
ynpasjieHUsl COOTBETCTBYIOLLIUMU OObEKTAMMU.

PaccmoTpuM, Kak naHHble "XOAAT' MeXIy KOHEYHEBIM TOJb30BATENEM, NOJICUCTE-
MOil U MeHemxepoMm BBona/BbiBona. Yto takoe noncucrema? 3amuileHHast NOM-
CUCTEMa CKPBIBAeT NpaiiBepbl PeXUMa SJIpa OT KOHEYHBIX M0JIb30BaTENEH.

Hrak:

{J nonb3opatens paboTaer ¢ NPUWIOKEHUEM, KOTOPOE C MOMOIIBIO 3aMPOCOB BBO-
Iia/BeIBOIa 0OpaLaeTcs K MoICUCTEME;

0 noncucrema "coprupyer” 3anpocbl M OTNPABIAET MX CUCTEMHOMY CEpBUCY
BBOJIa/BBIBOJIA, HAXOASALLEMYCS] B PEXUME S/Ipa.

CucTeMHBIIT cepBUC BBOIA/BHIBOJIA HENOCPENCTBEHHO CBSA3aH C MEHEIKEPOM BBO-
11a/BbIBOMA, Y YEPE3 HUX 3aMPOCHI YXe OTIPABISIOTC K ipaliBepaM pexuma simpa.
B pexume siipa oH onepypyeT paziuyHbBIMU (AITOBLIMU O0BLEKTAMU, NPENCTaB-
JSIIOLMMY Pa3/IMYHBIE Xe yCTPOHCTBA — MBILib, KIaBUATypa, NOPTLI U T. ]I

Tenepb paccMOTpUM JUlSl IPUMEPA, KaK [POUCXOIUT OTKpbITUE (aiiioBoro o0b-
€KTa:

1. Moxncuctema otnpaensier 3anpoc CUCTEMHOMY CEPBMCY BBOJA/BbIBOJIA HA OT=
KpBITUE Hy>XHOrO ¢haiina.

2. Menenxep BBOJA/BBIBONA BLI3LIBAET MeHemXep OOBEKTOB IS MpeobpasoBa-
HUST UMEHU (PaiioBoro oObEKTa U JUISi Mpeodpa3oBaHUsI BCEX CUMBOJIBHBIX
CCBUIOK JUISl 3TOro oObeKTa.

3. Ecnu HyXHBIH pasjen He MONKIIOYEH, TO MEHEIXEp BBOIA/BBHIBOLA HA BpeMs
npuocTtaHaBIuBaeT oO6paboTKy 3ampoca ¥ HAYMHAET OMNpALIMBATE UMEKOLIMECH
(aiiioBbie CUCTEMBI [0 TEX TMOP, MOKA OJHA U3 HUX HE CUTHAIU3UPYET O Ha-
JIMYUKM HYXHOTO OOBLEKTa Ha YCTPOMCTBE XpaHEHUsl JAHHBIX, UCMOJIb3yeMOM
cucremoit. Torna oHa BBINOJHSIET MOAKIIOUYEHUE HEOBXOAUMOIo TOMa, U Me-
HEIIKEP MOXET NPOAOJKHUTL 00paboTKy 3anpoca.

4. MeHnemxep BBONA/BLIBOLA BbIfE/ISET HEOOXOAUMYIO MaMsTh, 4 TAKKE MHUIMA-
Jm3upyet IRP gns 3anpoca.
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Device Extension

Pacuinpenue obbexra ycrpoiictsa. CTpyKTypa, onpeensieMast aBTopoM JipailBepa.

Device Instance

DusnyecKHii annaparTHblii KOMIOHEHT. DK3EMIUISIp YCTpOiiCTBa, 0OCITyXuBae-
MOYO JIAHHBIM JpaiBepoM.

Device Stack, Driver Stack
CTeK yCcTpOICTB, CTEK ApaiiBEPOB.

Bce ycrpoiicTBa 06pasyloT Tak HasbiBaeMoe “"nepeBo” YCTPOWCTB, KOTOPOE MOXHO
YBUIETh, €cny 3anyctuts nporpammy DeviceTree (Bxonut B DDK).

Crek ycTpoiictBe (GOpMHpPYETCS IUMHAMUYECKU IO Mepe 3arpy3kul IpaiBepoB H
MTOAKIIOYEHUS YCTPOVICTB.

DIRQL
YPOBHY annapaTtHbIX NpepblBaHUI.

Dispatch Routines

Paboune mpouemypsl, npouenypst o6pabotku. Bece ux mpaiiBep perHcTpUpYET BO
BpeMs paboThl cBoeit GyHKUMM — TOYKM BXOJA.

DMA, Direct Memory Access

Meton o6MeHa DAHHBIMM MEXAY YCTPOMCTBOM Y ONepaTHBHOI MamsIThio 6e3 yya-
CTHS1 LEHTPAJIbHOIO MpOLECccopa.

DpcForISR, Deferred Procedure Call for Interrupt Service Routine
IMpouenypa OTAOXEHHOTO BHI30BA IS OOCIYXMBaHMsI NPEPBIBAHMI.

FASTCALL

Omun u3 tunos CC (calling convention — comaiueHvie 0 BbI30Bax). XapakTepH-
3yercsl TeM, YTO MEepBHIC [1BA APTyMEHTA (TUMA DWORD WJIM €1UE MEHbLlUe) nepena-
I0TCs1 Yepe3 PerucTphl ECX M EDX. OCTa/IbHBIE apryMEHTHI NEPENAIOTCSH Yepe3 CTEK
crpasa Hanero. Bei3aBannas ¢yHkims 3abupaer apryMeHTH U3 CTeKa.

Filter Device Object
OO0beKT ycTpoiicTra, co3aaBaeMblii GpUIBTP-IPAiBEPOM.
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Filter Driver

Ounbrp-npaiisep. JIpaiiBep, NpeaHasHAYEHHBIH Ul BBITIONHEHUS] AOTMOMHUTEN b
Hbix Manumynauuii Hag IRP-makeraMu ocHoBHoOro apaiisepa (BIUIOTb [0 TOTO,
4YTO CAMOCTOSITE/IBHO OTBEPraeT MX), K KOTOPOMY OH TMOIKIIOYAeTcH B cTeke jmbo
ceepxy (Upper Filter), nu6o cHusy (Lower Filter). ¥ onHoro ocHoBHoOro npaiteepa
MOXeT ObITh HECKONBKO (HIbTP-apaiiBepoB. Bee (uibTp-mpaitBepbi sBISIOTCS
Iuis apaiieepa "npo3padyHbIiMu”.

GDT

Global Descriptor Table — rno6anbHas Tabauua neckpunTopos. Moxer GuITh B
CUCTEME TOJIBKO OAHA. Bce mporpaMMbr U 3a4aYv CUCTEMBI XPAHAT B 3TOH TA6IM-
I[€ CBOU JECKPUTITOPHL.

HAL, Hardware Abstraction Layer

Croit anmaparHbix abcTPakLUil, CKPHIBAOLIMI OT Gojlee BHICOKOYPOBHEBBIX KOM-
noHeHTOoB OC cneuu¢pyKy KOHKPETHOFO araparHoro obecieyeHusl.

IDT

Interrupt Descriptor Table — cucteMnas Tabnuua, conepxailas NECKPUMTOPBI
00paboTyMKOB NpepsiBaHuil (B TOM UMCle U anpeca ITuMX npepbiBaHuii). Jleck-
PUIITOPB! TAKXKE HA3BIBAIOTCS LIUTIO3AMM.

Cama tabmuu@ pasmelieHa B 3aLUMLIEHHON 06IacTy NMaMATH peXUMa siIpa.

Kak cuctema paboraer ¢ 3toit Tabnuueit? Kak TOnbKO MpOMCXOOUT NMpepLIBAHKE
(unu ero pervcTpaliivs), MPOLECCOP MO €r0 HOMEPY OCYLUECTBSIET MMOMCK B Ta6-
muue IDT. B cooTBeTcTBMM C 3TUM HOMEPOM YCTAHOBJIEH LLIIO3, C MOMOLLBIO
KOTOPOro MpOoLEcCcop Y3HAET aapeca obpaboTyMKa HAaHHOTO MpepHIBAHUS U mepe-
JIaeT €My yilpasleHue.

IOCTL

1/O ConTrol. code — kon ynpasneHust BBonoM/BbiBofioM. Hicrionbayercst wist 06-
palleHus K ApaifBepy ¢ pa3iuvHBIMU 3arnpocamu. [TporpamMmuct MOXET U cam
coznaeathk cobctBeHHble IOCTL-konpt.

I/O Manager

Menemxep Beona/seiBona. Kop, paGotaiowuii B pexume anpa, Ynpasisioluii
BBOIIOM/BBIBOAOM. 3aHUMAETCsl OH, MOHSITHO, CPEIM MPOYEro, U BONPOCAMU BBO-
Ja/BeiBOAA ApaitBepa (HampuMmep, ero "oblieHneM” ¢ MOJb30BATEIBCKUM TPUIIO-
KEHUEM).
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Monolithic Driver

MoHonauTHBIH npaiisep. Jlpaiisep, He BKIIOYEHHBI B CTEK YCTPORCTB M [OSIHO-
CTbIO CaMOCTOATe/IbHO 0DpadatwiBarolumit cBou IRP-nakethl.

Mutex

PasnoBuaHocTb ceMadopa. Ucrionb3yercst Insi CMHXPOHU3ALUMK OMTHOBPEMEHHO
BHITIONTHSIOLUXCS NOTOKOB. Bce MOTOKM, nblTaloniMecs oOpaTUTbes K NAHHBIM,
Ha KOTOphle KaKoil-mMGO apyroil moTOK yCTAHOBM MbBIOTEKC, "YCHYT HO €ro
CHSATHSL.

PnP Manager, Plug and Play Manager

PnP-Menemxkep. OgMH M3 KITIOUEBLIX KOMIIOHEHTOB OMEpPaLMOHHON CUCTEMBI,
KOHCTPYKTUBHO COCTOSILIMI M3 AByX 4acteil: PnP-meHemkepa, paboraiouiero B
pexume sinpa, 1 PnP-MeHelxepa ronb3oBateibckoro pexkuma. OcylllecTBIsIoT
padoty u nomaepxxKy MexaHusma Plug and Play.

Port Driver

Iopt-apaiisep. CaMblil "HU3KOCTOSIIUMIA" NpaiiBep, KOTOPHIA OTBEYaeT HA CTAH-
JIApTHbIE CMCTEMHbIe 3anpockl. V30MpyeT BbllECTOSIIME KOMIIOHEHTBI OT OCO-
GeHHOCTEl anmnaparHoro obecreyeHusi. Hacrto paboraer B TaHOEMe ¢ MUHU-IpAIi-
BEPOM.

RPC (Remote Procedure Call)

Fporokon Bbi3oB2 yjajieHHbIX npoleayp. KoHuenums: 3Toro npoTokona Mpocta,
NpUBJIEKAaTeTbHA ¥ IOBOSBHO YAOOHA.

RPC obecrieyuBaer "npo3padHyo” Mepefavyy HaHHBIX [0 CETH, MMO3BOJSIOLLYIO
[IPUITIOXKEHUIO BbI3BIBATL MMPOLEAYPY Ha KakoM-JIMOO YHaJieHHOM KOMIIbIoTepe,
[pu 3TOM He 3a60TsACh O npoTtokonax cety M mpouyeM. RPC obecrieunsaet 310 ¢
[TIOMOILLbI0O 0cO0O0M ABYXYPOBHEBOI [poLlefyphl.

CyiectByeT 0cobast rporpaMma — TpaHCIsATOp noptos (portmapper). Tpancisi-
TOpP [OPTOB PErMCTPUpYeT Ha cepsepe (MOHATHO, 4TO apxurtekTypa RPC — xiu-
eHT-cepBepHasi) Bce MPUIOXKEHMS, KOTopble Hpenoctasisiior csou yciayru RPC.
Portmapper HOMpocTy YyCT2HABIMBAET COOTBETCTBUE MEXJY HOMEPOM Mpouenyphl
RPC u Homepom TCP-nopra (UDP-riopt2), Ha KOTOpOM "BUCHUT" [IPUITOXEHHE H
oXuMpaaeT 3arnpocos. IlpuoxeHue, paHee 3aperMcrpuposaslueecsi B Portmapper,
yXe CcOODLLMIO eMy Bce faHHble (HOMepa NopToB, HOMEpP BEpCHMM, HOMEpa [1po-
uenyp M 1. 1.). KiMeHT mpocto oTnpasisieT 3alipoc TPaHCISITOpY [OPTOB
(KOTOpBIIl — CTAaHOAPTHO — Haxoputcs Ha nopty 111), a ToT eMy cooOluaer, Kyaa
(Ha Kaxkoil opT) OTNPaBUTh CBOI 3aMIPOC.
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STDCALL

Onuu 13 TunoB CC (calling convention — KOHLENUMsI BBI30BA). XapaKTepH3yeTcst
TEM, 4TO BbI3bIBAIOIAA (PyHKUUS "Kianer” [apameTphl, [1epefaBaeMble [TOATPO-
rpamme, B CTE€K ClIpaBa HajneBO. APIYMEHTH [0 YMOMYAHMIO NepefaloTcs Mo 3Ha-
yeHH10. BeasanHas ¢yHkuua “3abupaer” cBOM napameTpbl M3 cTeKa.

Symbolic Link

CumBonbHas ccbuika. B naieM cnyuyae npencraspisier coboii ¢aitnosblit 00beKT ¢
0COBBIMU CBOMCTBAMMU, [TO3BONSIIOLMNA NTONYyYaTh A0ocTyn K ¢aiiny/obbeKTy, ¢ HUM
ACCOIMMPOBAHHOMY.

Synchronization Objects

O6bekTbl CUHXPOHU3AUUK. DTU OOHEKTH [O3BOJMSAIOT [POrPAMMHBIM [MOTOKAM
CUHXPOHM3KPOBATL CBOI NOCTYN K TEM WJIH MHbIM COBMECTHO MCIHOMb3yEMbIM
JAaHHBIM.

B sty kareropuio Bxonst:
O cobuitus;

MMOTOKM;
CIMH-OMIOKUPOBKH;

ceMachophi;

gaagaa

MbIOTEKCHI.

UMDF

Hoswiit Framework or Microsoft nnst paspaboTku apaiiBepOB MONTb30BATEILCKOTO
pexuma. Bxoaut B HOBYI0 Apaiteephyto tardopmy WDF.

B knure paccmarpuparorcsi apxutekrypa UMDF u Hanucanue ppaitBepoB ¢ Mc-
[10JTb30BAHMEM ITOM Cpeabl.

User Space

[Nonb3oBarensckoe [IPOCTPAHCTBO [TAMATH. Qb6nactb naMaTy, BBIACTEHHAsA NS
[OJIL30BATE/ILCKUX ﬂpM.ﬂO)KCHMﬁ.

WDF

Hosan mpaiiBepHas nnardopma Microsoft. IMpennasHayeHa, rnaBHbIM 0OpasoMm,
st HoBoil nnatdopmel Windows, Ho nosBonsier paspabaThiBaThb NpaiiBepbl H
s XP.
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WDF coctront u3 asyx yacreit: KMDF (uis nporpamMmMupoBaHusi gpaiiBepoB pe-
xuMma sinpa) 1 UMDF (st iporpamMMypoBaHMs npaiiBepoB MOJIB30BATENBCKOIO
pexuma).

Bce Tpu nonstus — WDF, KMDF, UMDF — nonpo6Ho pasbupaiorest Ha crpa-
HMLAX KHUTH.

WDM Streaming Architecture

IToroxosas apxutekrypa WDM. WDM Streaming — 310 pelueHue ypoBHs siipa.
Pewtaer npobneMbl CHHXpOHM3AUMM peHAepuHra OONBHIMX OOBEMOB NAHHBIX
[IpaKTHYECKU B peajibHoM BpeMeHHu (1 B Windows 98, u B Windows NT). OcHos-
Has uelb 3TOil TEXHOJIOTHM — obecrieYnTh KaK MOXHO JIyuluyio paboTy B peajib-
HOM BpeMEHM JUTISI MeAHaroTOKOB.
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HANDLE LcmhMonitor;

HANDLE LcmhInst;

CRITICAL SECTION LcmSpoolerSection;
DWORD LocalmonDebug;

DWORD LcmPortInfolStrings[]={FIELD OFFSET (PORT INFO 1, pName),

(DWORD) ~1};

DWORD LemPortInfo2Strings[)={FIELD OFFSET(PORT INFO_ 2, pPortName),

FIELD OFFSET (PORT_INFO 2, pMonitorName),
FIELD_OFFSET(PORT_INFO_Z, pDescription),
(DWORD) -1} ;

WCHAR szPorts[] = L"ports";

WCHAR szPortsEx[] = L"portsex"; /* Extra ports values */

WCHAR szFILE[] = L"FILE:";
WCHAR szLcmCOM[] = L"COM”;
WCHAR szLcmiLPT[] = L"LPT";
WCHAR szIRDA[] = L"IR";
extern WCHAR szWindowsfl;
extern WCHAR szINIKey TransmissionRetryTimeout(];
BOOL

LocalMonInit (HANDLE hModule)
{

LemhInst = hModule;
InitializeCriticalSection {(&LcmSpoolerSection);
return TRUE;

}

BOOL

LemEnumPorts (

HANDLE hMonitor,

LPWSTR pNawe,

DWORD Level,

LPBYTE pPorts,

DWORD cbBuf,

LPDWORD pcbNeeded,

LPDWORD pcReturned

)
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{

PINILOCALMON pInilocalMorn = (PINILCCALMON)hMonitor;
PINTPORT pIniPort;

DWORD cb;

LPBYTE pEnd;

DWORD LastError=0;
LemEnterSplSem() ;

cb=0;

pIniPort = pIniLocalMon—>pIniPort;
CheckAndAddIrdaPort (pInilocalMon) ;
while (pIniPort) ({

if (! (pIniPort->Status & PP_FILEPORT) ) {
cbt+=GetPortSize (pIniPort, Le.el);

}

pIniPort=pIiniPort->pNext;

}

*pchlNeeded=cb;

1f (cb <= cbBuf) {
pEnd=pPorts+cbBuf;

*pcReturned=0;

pIniPort = pInilocalMon->pIniPort;
while (pIniPort) {

if (! (pIniPort->Status & PP_FILEPORT)) {
pEnd = CopyIniPortToPort (pIniPort, Level, pPorts, pEnd);
if( !'pEnd ) {

LastError = GetLastError();

break;

switch (Level) {

case 1:

pPorts+=sizeof (PORT_INFO 1);

break;

case 2:

pPorts+=sizeof (PORT INFO 2):

break;
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default:

DBGMSG (DBG_ERRCR,

("EnumPorts: invalid level %d", Level));
LastError = ERROR_INVALID_ LEVEL;
goto Cleanup;

}

(*pcReturned) ++;

}

pIniPort=pIniPort->pNext;

}

} else

LastError = ERROR _INSUFFICIENT BUFFER;
Cleanup:

LcemleaveSplSem() ;

if (LastError) {

SetLastError {LastError) ;

return FALSE;

} else

return TRUE;

}

BOOL

LemxEnumPorts (

LPWSTR pName,

DWORD Level,

LPBYTE pPorts,

DWORD cbBuf,

LPDWORD pcbNeeded,

LPDWORD pcReturned

)

{

return LemEnumPorts (LemhMonitor, pName, Level, pPorts, cbBuf, pcbNeeded,

pcReturned) ;

}

BOOL
LcmOpenPort (
HANDLE hMonitor,
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LPWSTR pName,

PHANDLE pHandle

)

{

PINILOCALMON pInilLocalMon = (PINILOCALMON)hMonitor;

PINIPCRT pIniPort;

BOOL bRet = FALSE;

LemEnterSplSem() ;

if ( IS FILE PORT (pName) ) {

//

// We will always create multiple file port

// entries, so that the spooler can print

// to multiple files.

//

DBGMSG (DBG_TRACE, ("Creating a new pIniPort for %ws\n", pName));
pIniPort = LcmCreatePortEntry( pInilocalMon, plName );

if ( !'pIniPort )

goto Done;

pIniPort->Status |= PP FILEPORT;

“plEandle = pIniPort;

PRet = TRUE;

goto Cone;

}

pIniPort = FindPort (pIniLocalMon, pName);

if ( !'pIniPort )

goto Done;

//

// For LPT ports language monitors could do reads outside Start/End doc
// port to do bidi even when there are no jobs printing. So we do a
// CreateFile and keep the handle open all the time.

//

// But for COM ports you could have multiple devices attached to a COM
// port (ex. a printer and some other device with a switch)

// To be able to use the other device they write a utility which will

// do a net stop serial and then use the other Cevice. To be able to
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// stop the serial service spooler should not have a handle to the port.
// So we need to keep handle to COM port open only when there is a job
// printing

1/

//

if ( IS_COM _PORT (pName) ) {

bRet = TRUE;

goto Done;

}

/7

// If it is not a port redirected we are cdone (succeed the call)

//

if ( ValidateDosDevicePort (pIniPort) )} {

bRet = TRUE; 4

//

// If it isn't a true dosdevice port (ex. net use 1lptl
\\<server>\printer)

©// then we need to do CreateFile and CloseHandle per job so that
// StartDoc/EndDoc is issued properly for the remote printer
//
if ( (pIniPort->Status & PP_DOSDEVPORT) &&
! (pIniPort->Status & PP_COMM PCRT) ) {
CloseHandle (pIniPort->hFile);
pIniPort->hFile = INVALID HANDLE VALUE;
(VOID)RemoveDosDeviceDefinition (pIniPort) ;
}
}

Done:

if ( !'bRet && pIniPort && (pIniPort->Status & PP _FILEPCORT) )
DeletePortNode (pIniLocalMon, pIniPort);

if ( bRet )

*pHandle = pIniPort;

LemLeaveSplSem() ;

return bRet;

}

7 3ak. 1078
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BOOL

LemxOpenPort (

LPWSTR pName,

PHANDLE pHandle

)

{

return LcmOpenPort (LcmhMonitor, pName, pHandle);
}

BOOL

LemStartDocPort (

HANDLE hPort,

LPWSTR pPrinterNéme,

DWORD JobId,

DWORD Level,

LPBYTE pDocInfo)

{

PINIPORT pIniPort = (PINIPORT)hPort;

HANDLE hToken;

PDOC_INFO_1 pDocInfol = (PDOC_INFO_1)pDocInfo;
DWORD Error = O;

DBGMSG (DBG_TRACE, ("StartDocPort (%308x, %ws, %d, %d,
hPort, pPrinterName, JobId, Level, pDocInfo));
if (pIniPort->Status & PP_STARTDOC) {

return TRUE;

}

LcmEnterSplSem() ;

pIniPort->Status |= PP_STARTDOC;
LecmleaveSplSem() ;

pIniPort->hPrinter = NULL;
pIniPort->pPrinterName = AllocSplStr (pPrinterName) ;

if (pIniPort->pPrinterName) {

$08x) \n",

if (OpenPrinter (pPrinterName, &pIniPort->hPrinter, NULL)) {

pIniPort->JobId = JoblId;
//

// For COMx port we need to validates dos device now since
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// we do not do it during OpenPort

//

if ( IS_COM PORT (pIniPort->pName) &&
IValidateDosDevicePort (pIniPort) ) {
goto Fail;

}

if ( IS_FILE_PORT(pIniPort—)pName) ) |
HANDLE hFile = INVALID HANDLE VALUE:
if (pDocInfol &&
pDocInfol->pOutputFile &&
pPocInfol->pOutputFile[0] ) {

hFile = CreateFile( pDocInfol->pOutputFile,
GENERIC WRITE,

FILE SHARE READ | FILE SHARE_WRITE,
NULL,

OPEN_ALWAYS,

FILE_ATTRIBUTE NORMAL | FILE FLAG SEQUENTIAL SCAN,
NULL );

DBGMSG (DBG_TRACE,

("Print to file and the handle is %x\n", hFile));
} else {

HANDLE hToken;

INT _PTR rc;

hTocken = RevertToPrinterSelf():

rc = DialogBoxParam( LcmhInst,
MAKEINTRESOURCE ( DLG_PRINTTOFILE ),
NULL, PrintToFileDlg,

(LPARAM) &hFile );
ImpersonatePrinterClient (hToken) ;

if( rc = -1) {

goto Fail;

} else if( rc = 0 ) {

Error = ERROR_PRINT CANCELLED;

goto Fail;

}

}
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if (hFile != INVALID HANDLE VALUE)
SetEndOfFile (hFile) ;

pIniPort->hFile = hFile;

} else if ( IS_IRDA PORT(pIniPort->pName) ) {
if ( !IrdaStartDocPort (pIniPort) )

goto Fail;

} else if ( ! (pIniPort->Status & PP_DOSDEVPORT) ) {
//

// For non dosdevices CreateFile on the name of the port
//

pIniPort->hFile = CreateFile (pIniPort->pName,
GENERIC WRITE,

FILE SHARE READ,

NULL,

OPEN_ALWAYS,

FILE ATTRIBUTE_NORMAL |

FILE FLAG_SEQUENTIAL SCAN,

NULL) ;

if ( pIniPort->hFile != INVALID HANDLE VALUE )
SetEndOfFile (pIniPort->hFile) ;

} else if ( !IS_COM_PORT (pIniPort->pName) ) {
if ( !'FixupDosDeviceDefinition (pIniPort) )
goto Fail;

}

}

} // end of if (pIniPort->pPrinterName)

if (pIniPort->hFile == INVALID HANDLE VALUE)
goto Fail;

return TRUE;

Fail:

SPLASSERT (pIniPort->hFile == INVALID HANDLE VALUE);
LemEnterSplSend() ;

pIniPort->Status &= ~PP_STARTDOC;
LemleaveSplSenm() ;

if (pIniPort->hPrinter) {
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BOOL

LcmReadPort (

HANDLE hPort,

LPBYTE pBuffer,

DWORD cbBuf,

LPDWORD pcbRead)

{

PINIPORT pIniPort = (PINIPORT)hPort;

BOOL rc;

DBGMSG (DBG_TRACE, ("ReadPort (%08x, %08x, %d)\n", hPort, pBuffer, cbBuf));
if ( !'pIniPort->hFile ||

pIniPort->hFile == INVALID HANDLE VALUE ||

! (pIniPort->Status & PP_COMM PORT) ) {

SetLastError (ERROR_INVALID HANDLE) ;

return FALSE;

}

rc = ReadFile(pIniPort->hFile, pBuffer, cbBuf, pcbRead, NULL);

DBGMSG (DBG TRACE, ("ReadPort returns %d; %d bytes read\n", rc,
*pcbRead) ) ;

return rc;

}

BOOL

LemEndDocPort (

HANDLE hPort

)

{

PINIPORT pIniPort = (PINIPORT)hPort;

DBGMSG (DBG_TRACE, ("EndDocPort ($08x)\n", hPort));

if (! (pIniPort->Status & PP_STARTDOC)) |

return TRUE;

}

// The flush here is done to make sure any cached IO's get written
// before the handle is closed. This is particularly a problem
// for Intelligent buffered serial devices

FlushFileBuffers (pIniPort->hFile);
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//

// For any ports other than real LPT ports we open during StartDocPort
// and close it during EndDocPort

//

if ( !(pIniPort->Status & PP_COMM PORT) || IS COM PORT (pIniPort->pName) )
{

if ( IS_IRDA PORT (pIniPort->pName) ) {
IrdakEndDocPort (pIniPort) ;

} else {

CloseHandle (pIniPort~>hFile);
pIniPort->hFile = INVALID HANDLE VALUE;

if ( pIniPort->Status & PP_DOSDEVPCRT ) {
(VOID) RemoveDosDeviceDefinition (pIniPort) ;
}

if IS_COM_PORT(pIniPort—)pName) ) |
pIniPort->Status &= ~(PP_COMM PORT | PP_DOSDEVPORT) ;
FreeSplStr (pIniPort—>pDeviceName) ;
pIniPort—>pDeviceName'= NULL;

1

}

}

SetJob (pIniPort->hPrinter, pIniPort->Jobld, 0, NULL,
JOB_CONTROL_SENT TO_PRINTER) ;

ClosePrinter (pIniPort->hPrinter);
FreeSplStr (pIniPort->pPrinterName) ;
//

// Startdoc no longer active.

//

pIniPort->Status &= ~PP_STARTDOC;
return TRUE;

}

BOOL

LemClosePort (

HANDLE hPort

)
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{

PINIPORT pIniPort = (PINIPORT)hPort;

FreeSplStr (pIniPort->pbheviceName) ;
pIniPort->pDeviceName = NULL;

if (pIniPort->Status & PP_FILEPORT) {
LemEnterSplSem() ;

DeletePortNode (pIniPort->pInilocalMon, pIniPort);
LemleaveSplSem() ;

} else if ( pIniPort->Status & PP_COMM PORT ) {
(VOID) RemoveDosDeviceDefinition (pIniPort);

if ( pIniPort->hFile != INVALID HANDLE VALUE ) {
CloseHandle (pIniPort->hFile) ;

pIniPort->hFile = INVALID HANDLE VALUE;

}

pIniPort->Status &= ~(PP_COMM_PORT | PP_DOSDEVPORT) ;
}

return TRUE;

}

BOOL

LcmAddPortEx (

HANDLE hMonitor,

LPWSTR pName,

DWORD Level,

LPBYTE pBuffer,

LPWSTR pMonitorName

)

{

PINILOCAIMON pIniLocalMon = (PINILOCALMON)hMonitor;
LPWSTR pPortName;

DWORD Error;

LPPORT INFO_1 pPortInfol;

LPPORT_INFQ FF pPortInfoFF;

switch (Level) {

case (DWORD)-1:

pPPortInfoFF = (LPPORT_INFQ_FF)pBuffer;
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pPortName = pPortInfoFF->pName;

break;

case 1:

pPortInfol = (LPPORT_ INFO_1)pBuffer;
pPortName = pPortInfol->pName;

break:;

default:

SetLastError (ERROR_INVALID LEVEL);
return(FALSE) ;

}

if (!pPortName) {

SetLastError (ERROR_INVALID PARAMETER);
return(FALSE) ;

}

if (PortExists(pName, pPortName, &Error)) |
SetLastError (ERROR_INVALID PARAMETER);
return (FALSE) ;

}

if (Error != NO ERROR) {

SetLastError (Error) ;

return(FALSE) ;

}

if (!'LcmCreatePortEntry(pInilocalMon, pPortName)) |
return (FALSE) ;

}

if (!WriteProfileString(szPorts, pPortName, L"")) ({
LemDeletePortEntry ( pInilocalMon, pPortName )
return (FALSE) ;

}

return TRUE;

}

BOOL

LemxAddPortExX (

LPWSTR pName,

DWORD Level,
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1pcbReturned,

NULL) ;

DBGMSG (DBG_TRACE,

("%ws, 3%d, %d)\n", 1lpOutBuffer, cbOutBuffer, lpcbReturned)):;
return rc;

}

BOOL

LemSetPortTimeOuts (

HANDLE hPort,

LPCOMMTIMEOUTS 1pCTO,

DWORD reserved) // must be set to 0

{

PINIPORT pIniPort = (PINIPORT)hPort;
COMMTIMEOUTS cto;

if (reserved != 0)

return FALSE;

if ( ! {pIniPort->Status & PP_DOSDEVPORT) )} ({
SetLastError (ERROR_INVALID PARAMETER) ;

return FALSE;

}

if ( GetCommTimeouts (pIniPort->hFile, &cto) )
{

cto.ReadTotalTimeoutConstant = 1pCTO->ReadTotalTimeoutConstant;
cto.ReadIntervaiTimeout = 1pCTO->ReadIntervalTimeout;
return SetCommTimeocuts(pIniPort->hFile, &cto);
}

return FALSE;

}

VOID

LcenmShutdown (

HANDLE hMonitor

)

{
PINIPORT pIniPort;
PINIPORT pIniPortNext;
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PINILOCAIMON pInilocalMon = (PINILOCAIMON)hMonitor;
//

// Delete the ports, then delete the LOCALMONITOR.
//

for( pIniPort = pInilocalMon->pIniPort; pIniPort; pIniPort = pIniPortNext
M

pIniPortNext = pIniPort->pNext;
FreeSplMem( pIniPort );

}

FreeSplMem( pInilocalMon );

}

BOOL

LemxXcvOpenPort (

LPCWSTR pszObiject,

ACCESS MASK GrantedAccess,

PHANDLE phXcv

)

{

return LcmXcvOpenPort (LemhMonitor, pszObject, GrantedAccess, ph¥Xcv);
}

MONITORZ Monitorz = {

sizeof (MONITORZ),

LcmEnumPorts,

LcmOpenPort,

NULL, // OpenPortEx is not supported
LemStartDocPort,

LcnWritePort,

LcmReadPort,

LenEndDocPort,

LemClosePort,

NULL, // AddPort is not supported
LemAddPortEx,

NULL, // ConfigurePort is not supported
NULL, // DeletePort is not supported
LemGetPrinterDataFromPort,

LemSetPortTimeOuts,
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LcmXcvOpenPort,

LemXcvDataPort,

LemXcvClosePort,

LemShutdown

bi

LPMONITOR2

LocalMonInitializePrintMonitor2(

PMONITORINIT pMonitorInit,

PHANDLE phMonitor

)

{

LPWSTR pPortTmp;

DWORD dwCharCount=1024, rc, i, Jj;

PINILOCALMON pIniliocalMon = NULL;

LPWSTR pPorts = NULL;

if( 'pMonitorInit->blLocal ) |{

return NULL;

}

do {

FreeSplMem( (LPVOID) pPorts);

dwCharCount *= 2;

pPorts = (LPWSTR) AllocSplMem(dwCharCount*sizeof (WCHAR));
if ( !pPorts ) {

DBGMSG (DBG_ERROR,

("Failed to alloc %d characters for ports\n", dwCharCount});
goto Fail;

}

rc = GetProfileString(szPorts, NULL, szNULL, pPorts, dwCharCount);

if ( 'rc || dwCharCount >= 1024*1024 ) ( // Work around in GetPro-
fileString bug

DBGMSG (DBG_ERRCR,

("GetProfilesString failed with %d\n", GetlastError())}):

goto Fail;

}

} while ( rc >= dwCharCount - 2 };

pInilocalMon = (PINILOCALMON)AllocSplMem( sizeof ( INILOCALMON ));
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if( !pInilocalMon ) {

goto Fail; »

)

pIniLocalMon->signature = ILM SIGNATURE;
pInilocalMon->pMonitorInit = pMonitorInit;
//

// dwCharCount is now the count of return buffer, not including
// the NULL terminator. When we are past pPorts[rc], then
// we have parsed the entire string.

//

dwCharCount = rc;

LcnEnterSplSem() ;

//

// We now have all the ports

//

for( j = 0; j <= dwCharCount; j +=rc + 1 )|{
pPortTmp = pPorts + j;

rc = wcslen (pPortTmp) ;

if( 'rc ){

continue;

}

if (! wcsnicmp (pPortTmp, L"Ne", 2)) {

i=2;

/7

// For Ne-ports
/7

if ( rc > 2 && pPortTmp[2] = L'-' )

+4+i;

for ( ; i < rc - 1 && iswdigit(pPortTmpli]) ; ++i )
if (i =1rc -1 && pPortTmp[rc-1] == L':' )} {
continue;

}

}



Mpunoxenue 2. MNMonestsie ncxopnHsie koabi us DDK 203

LcmCreatePortEntry (pInilocalMon, pPortTmp) ;
}

FreeSplMem(pPorts) ;
LcmLeaveSplSem() ;
CheckAndAddIrdaPort (pInilocalMon) ;
*phMonitor = (HANDLE)pInilocalMon;
return &Monitor2;

Fail:

FreeSplMem( pPorts );

FreeSplMem( pInilocalMon );

return NULL;

}

/ *

*

*/

BOOL

Dl11EntryPoint (

HANDIE hModule,

DWORD dwReason,

LPVOID 1pRes)

{

switch (dwReason)

{

case DLL_PROCESS_ATTACH:
LocalMonInit (hModule) ;
DisableThreadlLibraryCalls (hModule);
return TRUE;

case DLL_PROCESS_DETACH:

return TRUE;

}

UNREFERENCED PARAMETER (1pRes) ;
return TRUE;

}
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to driver-specific key in the registry.

Return Value:

STATUS_SUCCESS if successful,

STATUS UNSUCCESSFUL otherwise

__*/ -

{

ULONG i,

PAGED CODE () ;

UNREFERENCED PARAMETER (RegistryPath);

DBGOUT ( ("DriverEntry"));

/%

* Route all IRPs on device objects created by this driver
* to our IRP dispatch routine.

*/

for (i = 0; i <= IRP MJ MAXIMUM FUNCTION; i+t+) {
DriverObject->MajorFunction[i] = VA Dispatch;

}

DriverObject—>DriverExtension->AddDevice = VA AddDevice;
DriverObject->DriverUnload = VA DriverUnload;

return STATUS SUCCESS;

}

NTSTATUS VA AddDevice (

IN PDRIVER OBJECT driverCbj,

IN PDEVICE_OBJECT physicalDevCObj

)

/x4

Routine Description:

The PlugPlay subsystem is handing us a brand new

PDO (Physical Device Cbject), for which we

(by means of INF registration) have been asked to filter.
We need to determine if we should attach or not.
Create a filter device object to attach to the stack
Initialize that device object

Return status success.

Remember: we can NOT actually send BNY non pnp IRPS to the given driver
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stack, UNTIL we have received an IRP_MN START DEVICE.
Arguments:

driverCbj - pointer to a device object.

rhysicalDevObj - pointer to a physical device object pointer
created by the underlying bus driver.

Return Value:

NT status code.

___*/

{

NTSTATUS status;

PDEVICE_OBJECT filterDevObj = NULL;

PAGED CODE () ;

DBGOUT ( ("VA_AddDevice: drvObj=%ph, pdo=%ph", driverObj, physicalDevObj)});
status = IoCreateDevice( driverObi,

sizeof (struct DEVICE EXTENSION),

NULL, // name for this device

ILE_DEVICE UNKNOWN,

FILE AUTOGENERATED DEVICE NAME, // device characteristics
FALSE, // not exclusive

&fiilterDevObj); // our device object

if (NT_ SUCCESS (status}) {

struct DEVICE EXTENSION *devExt;

ASSERT (filterDevObi) ;

/*

* Initialize device extension for new device object

=/

devExt = (struct DEVICE EXTENSION *)filterDevObj->DeviceExtension;
RtlZeroMemory (devExt, sizeof (struct DEVICE EXTENSICN));
devExt->signature = DEVICE EXTENSICN SIGNATURE;
devExt->state = STATE INITIALIZED;

devExt->filterDevObj = filterDevObj;

devExt->physicalDevObj = physicalDevObi;
devExt->pendingActionCount = 0;

KelInitializeEvent (&devExt->removeEvent, NotificationEvent, FALSE);

#ifdef HANDLE_DEVICE USAGE
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KeInitializeEvent (s&devExt—>deviceUsageNotificationEvent, Synchronization-
Event, TRUE);

#endif // HANDLE DEVICE_USAGE

/*

* Attach the new device object to the top of the device stack.
*/ i

devExt->topDevObj = IoAttachDeviceToDeviceStack(filterDevObj, physicalDe-
vObij);

ASSERT (devExt->topDevObij) ;

DBGOUT ( ("created filterDevObj %ph attached to %ph.", filterDev(bj, de-
vExt—->topDevObi)) ;

//

// Bs a filter driver, we do not want to change the power or I/O
// behavior of the driver stack in any way. Recall that a filter
// driver should "appear" the same (almost) as the underlying device.
// Therefore we must copy some bits from the device object _directly
// below us in the device stack (notice: DON'T copy from the PDO!})
//

/* Various I/O-related flags which should be maintained */

/* (copy from lower device object) */

filterDevObj->Flags |=

(devExt->topDevObj->Flags & (DO BUFFERED IO | DO DIRECT IO));

/* Various Power-related flags which should be maintained */

/* (copy from lower device cbject) */

filterDevObj->Flags |= (devExt->topDevObj->Flags &
(DO_POWER_INRUSH | DO_POWER_PAGABLE /*| DO_POWER_NOOP*/));

$ifdef HANDLE DEVICE_USAGE

//

// To determine whether some of our routines should initially be
// pageable, we must consider the DO POWER_Xxxx flags of the

// device object directly below us in the device stack.

//

// * We make ourselves pageable if:

// - that devobj has its PAGABLE bit set (so we know our power

// routines won't be called at DISPATCH LEVEL)

// -OR-
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// - trat devobj has its NOOP bit set (so we know we won't be
// participating in power-management at ail). NOTE, currently
// DO_POWER _NOOP is not implemented.

//

// * Otherwise, we make ourselves non-pageable because either:
// - that devobj has its INRUSH bit set (so we also have to be
// INRUSH, and code that handles INRUSH irps can't be pageable)
// ~OR-

// - that devobj does NOT have its PAGABLE bit set (and NOOP isn't
// set, so some of our code might be called at DISPATCH ILEVEL)
/7

if ((devExt->topDevObj->Flags & DO _PCOWER PAGABLE)

/*1| (devExt->topDevObj->Flags & DO _POWER NOOP) */)

// We're initially pageable.

//

// Zcn't need to do anything else here, for now.

}

else

{

// We're initially non-pageable.

//

// We need to lock-down the code for all routines

// that could be called at IRQL >= DISPATCH LEVEL.

DBGOUT ( ( "LOCKing some driver code (non-pageable) (b/c init conditions)”

Yy
i

devExt—>initUnlockHandle = MmLockPagableCodeSection( VA Power ); // some
funic that's inside the code section that we want to lock

ASSERT ( NULL != devExt->initUnlockHandle );

}

/*

* Remenber our initial flag settings.

* (Need remember initial settings to correctly handle

* setting of PAGABLE bit later.)

*) "

devExt->initialFlags = filterDevObj->Flags & ~DO DEVICE INITIALIZING;
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#endif // HANDLE DEVICE USAGE

/* B

* Clear the initializing bit from the new device object's flags.
* NOTE: must not do this until *after* setting DO POWER xxxx flags
*/

filterDevOb)—>Flags &= ~DO DEVICE INITIALIZING;

/* - B

* This is a do-nothing call to a sample function which

* demonstrates how to read the device's registry area.

* Note that you cannot make this call on devExt->filterDevObj
* because a filter device object does not have a devNode.

* We pass devExt->physicalDevObj, which is the device object
* for which this driver is a filter driver.

*/

RegistryAccessSample (devExt, devExt->physicalDevObj);

}

ASSERT (NT_SUCCESS (status) ) s

return status;

}

VOID VA_DriverUnload(IN PDRIVER_ OBJECT DriverObject)

/*++

Routine Description:

Free all the allocated resources, etc.

Note: Although the DriverUnload function often does nothing,
the driver must set a DriverUnload function in

DriverEntry; otherwise, the kernel will never unload

the driver.

Arguments:

DriverObject - pointer to a driver object.

Return Value:

VOID.

_._.*/

{

PAGED CODE () ;

DBGOUT ( ("VA_DriverUnload"));

}
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NTSTATUS VA Dispatch(IN PDEVICE OBJECT DeviceObject, IN PIRP Irp)

[+

Routine Description:

Common entrypoint for all Io Request Packets
Arguments:

DeviceObject - pointer to a device object.

Irp - Io Request Packet

Return Value:

NT status code.

—_—— /

(

struct DEVICE_EXTENSION *devExt;

PIO_STACK LOCATION irpSp;

BOOLEAN passIrpDown = TRUE;

UCHAR majorFunc, minorFunc;

NTSTATUS status;

devExt = DeviceObject->DeviceExtension;

ASSERT (devExt->signature == DEVICE EXTENSION SIGNATURE) :
irpSp = IoGetCurrentIrpStackLocation(irp):

/ *

* Get major/minor function codes in private variables
* so we can access them after the IRP is completed.
x/

majorFunc = irpSp->MajorFunction;

minorFunc = irpSp->Minorfunction;
DBGOUT ( (VA Dispatch: majorFunc=%d, minorFunc=%d",
(ULONG)majorFunc, (ULONG)minorFunc));

/ *

* For all IRPs except REMOVE, we increment the PendingActionCount

*

across the dispatch routine in order to prevent a race condition with

* the REMOVE_DEVICE IRP (without this increment, if REMOVE DEVICE

* preempted another IRP, device object and extension might get

* freed while the second thread was still using it).
*
/

if (!((majorFunc == IRP MJ PNP) && (minorFunc == IRP_MN REMOVE DEVICE))) {
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IncrementPendingActionCount (devExt) ;
}

if ((majorFunc != IRP MJ PNP) &&
(majorFunc != IRP MJ CLOSE) &&
((devExt->state == STATE REMOVING) ||
(devExt->state == STATE REMOVED))){
/* B

* While the device is being removed,
* we only pass down the PNP and CLOSE IRPs.
* We fail all other IRPs.

*/

status = Irp->IoStatus.Status = STATUS DELETE PENDING;

IoCompleteRequest (Irp, IO _NO INCREMENT] ;
passIrpbDown = FALSE;

}

else {

switch (majorFunc) {

case IRP MJ PNP:

status = VA PnP(devExt, Irp);
passIrpDown = FALSE;

break:;

case TRP MJ POWER:

status = VA Power (devExt, Irp):
passIrpDown = FALSE;

break;

case IRP MJ CREATE:

case IRP_ MJ CLOSE:

case IRP_MJ DEVICE CONTROL:

case IRP_MJ SYSTEM CONTROL:

case IRP_MJ INTERNAL DEVICE CONTROL:
default:

/*

* For unsupported IRPs, we simply send the IRP
* down the driver stack.

*/
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STATE_STARTING,

STATE_STARTED,

STATE_START FAILED,

STATE_STOPPED, // implies device was previously started successfully
STATE SUSPENDED,

STATE_REMOVING,

STATE,_REMOVED

}i

/>

* Memory tag for memory blocks allocated by this driver

* (used in ExAllocatePoolWithTag() call).

* This DWORD appears as "Filt" in a little-endian memory byte dump.
*

* NOTE: PLEASE change this value to be unique for your driver! Otherwise,

* your allocations will show up with every other driver that uses 'tliF'
as

* an allocation tag.

*

*/

#define FILTER TAG (ULONG) 'tliF’

#undef ExAllocatePool

#define ExAllocatePool (type, size) \
ExAllocatePoolWithTag (type, size, FILTER TAG)
#define DEVICE EXTENSION SIGNATURE 'rtlF'
typedef struct DEVICE EXTENSICN {

/*

* Memory signature of a device extension, for debugging.
*/

ULONG signature;

/*

* pPlug—and-play state of this device object.
*/

enum deviceState state;

/*

* The device object that this filter driver created.
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*/

PDEVICE OBJECT filterDevObj;

/ *

* The device object created by the next lower driver.

*/

PDEVICE_OBJECT physicalDevObj;

/ *

* The device object at the top of the stack that we attached to.
* This is often (but not always) the same as physicalDevObj.
*/

PDEVICE OBJECT topDevObj:

/ *

* deviceCapabilities includes a

* table mapping system pbwer states to device power states.
*/

DEVICE CAPABILITIES deviceCapabilities;

/ *

* pendingActionCount is used to keep track of outstanding actions.
* removeEvent is used to wait until all pending actions are

* completed before complete the REMOVE DEVICE IRP and let the
* driver get unloaded.

*/

LONG pendingActionCount;

KEVENT removeEvent;

#ifdef HANDLE DEVICE USAGE

/ *

* Keep track of the number of paging/hibernation/crashdump

* files that are opened on this device.

*/

ULONG pagingFileCount, hibernationFileCount, crashdumpFileCount;
KEVENT deviceUsageNotificationEvent;

PVOID pagingPathUnlockHandle; /* handle to lock certain code as non—
pageable */

/*

* Also, might need to lock certain driver code as non-pageable, based on
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* initial conditions (as opposed to paging-file considerations) .
*/

PVOID initUnlockHandle;

ULONG initialFlags;

#endif // HANDLE DEVICE USAGE

}i

#if DBG

#define DBGOUT (params_in parentheses) \
{\

DbgPrint ("'FILTER> "); \

DbgPrint params_in parentheses; \
DbgPrint ("\n"); \

}

#define TRAP(msg) \

{\

DBGOUT ( ("TRAP at file $s, line %d: '%s'.”, FILE , LINE , msg)); \
DbgBreakPoint (); \

}

#else

#define DBGOUT (params_in parentheses)
#define TRAP(msg)

#endif

/ir

* Function externs

*/

NTSTATUS DriverEntry(IN PDRIVER OBJECT DriverObject, IN PUNICODE STRING
RegistryPath);

NTSTATUS VA AddDevice (IN PDRIVER OBJECT driverCbj, IN PDEVICE OBJECT
pdo) ;

VOID VA DriverUnload(IN PDRIVER OBJECT DriverCbiject);

NTSTATUS VA Dispatch(IN PDEVICE OBJECT DeviceObject, IN PIRP Irp);
NTSTATUS VA PnP(struct DEVICE EXTENSION *devExt, PIRP irp);

#ifdef HANDLE_DEVICE USAGE

NTSTATUS VA DeviceUsageNotification(struct DEVICE EXTENSION *devExt, PIRP
irp);
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#endif // HANDLE DEVICE USAGE
NTSTATUS VA_Power (struct DEVICE EXTENSION *devExt, PIRP irp):

NTSTATUS VA PowerComplete (IN PDEVICE OBJECT devObj, IN PIRP irp, IN PVOID
context) ;

NTSTATUS GetDeviceCapabilities(struct DEVICE EXTENSION *devExt);
NTSTATUS CallNextDriverSync(struct DEVICE EXTENSION *devExt, PIRP irp):;
NTSTATUS CallDriverSync(PDEVICE OBJECT devObj, PIRP irp):

NTSTATUS CallDriverSyncCompletion(IN PDEVICE OBJECT devCbj, IN PIRP irp,
IN PVOID Context);

VOID IncrementPendingActionCount (struct DEVICE EXTENSICON *devExt);
VOID DecrementPendingActionCount (struct DEVICE EXTENSION *devExt);

NTSTATUS QueryDeviceKey (HANDLE Handle, PWCHAR ValueNameString, PVOID
Data, ULONG Datalength):

VOID RegistryAccessSample (struct DEVICE EXTENSION *devExt, PDEVICE OBJECT
devObj) ;
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default behavior for those events. This driver has enough support to
allow an user application (toast/notify.exe} to open the device
interface registered by the driver and send read, write or ioctl

requests.

Environment:

Kernel mode

Revision History:

Eliyas Yakub - 10-Oct-2002

Framework Team Jan 22 2003 - Converted to use the Driver Framework.

__*/

#include "toaster.h"

#ifdef ALLOC_PRAGMA

#pragma alloc_text (INIT, DriverEntry)

#pragma alloc_text (PAGE, ToasterEvtDeviceAdd)
#pragma alloc_text (PAGE, ToasterEvtIoRead)

#pragma alloc text (PAGE, ToasterEvtIoWrite)

#pragma alloc_text (PAGE, ToasterEvtIoDeviceControl)
#endif

NTSTATUS

DriverEntry(
IN PDRIVER OBJECT DriverObject,
IN PUNICODE STRING RegistryPath
)

/*++
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Routine Description:
DriverEntry initializes the driver and is the first routine called
by the system after the driver is locaded. DriverEntry configures and

creates a WDF driver object.

Parameters Description:

DriverObject - represents the instance of the function driver that is
loaded into memory. DriverObject is allocated by the system before the
driver is loaded, and it is released by the system after the system

unloads the function driver from memory.

RegistryPath - represents the driver specific path in the Registry.
The function driver can use the path to store driver related data
between reboots. The path does not store hardware instance specific

data.

Return Value:

STATUS_SUCCESS if successful,
STATUS UNSUCCESSEUL otherwise.

__*/

{

NTSTATUS status = STATUS_ SUCCESS;
WDF_DRIVER CONFIG  config;

KdPrint ( ("Toaster Function Driver Sample - Driver Framework Edi-
tion.\n"));

KdPrint ( ("Built %s %s\n", _ DATE , _ TIME });

/7
// Initialize driver config to control the attributes that
// are global to the driver. Note that framework by default

// provides a driver unload routine. If DriverEntry creates any re-
sources
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// that require clean-up in driver unload,

// you can manually override the default by supplying a pointer to the
SviDriverUniocad

// callback in the config structure. In general xxx CONFIG_INIT macros
are provided to

// initialize most commonly used members.

//

WDF_DRIVER CONFIG_INIT(
&cenfig,
ToasterEvtDeviceAdd

)i

//
// Create a framework driver cbject to represent our driver.
1/
status = WdfDriverCreate (
DriverObject,
ReglistryPath,
WDF_NO_OBJECT ATTRIBUTES, // Driver Attributes
&config, // Driver Config Info
WDF_NO_HANDLE
)i

if (!NT SUCCESS(status)) {

KdPrint ( ("WdfDriverCreate failed with status 0x%x\n", status));

return status:;

NTSTATUS
ToasterEvtDevicelhdd (

IN WDFDRIVER Driver,
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IN PWDFDEVICE INIT DeviceInit
)

/*++

Routine Description:
ToasterEvtDeviceAdd is called by the framework in response to AddDevice
call from the PnP manager. We create and initialize a WDF device object
to represent a new instance of toaster device.
rguments:
Driver - Handle to a framework driver object created in DriverEntry

Devicelnit - Pointer to a framework-allocated WDFDEVICE INIT structure.

Return Value:

NTSTATUS

__*/

{
NTSTATUS status = STATUS_SUCCESS;
PFDO_DATA fdoData;

WDF_TO QUEUE CONFIG queueConfig;
WDF_OBJECT ATTRIBUTES fdoAttributes;
WDFDEVICE hDevice;

WDFQUEUE queue;

UNREFERENCED PARAMETER (Driver);

PAGED CODE () ;

KdPrint ( ("ToasterEvtDeviceRdd called\n")):;

//

// Initialize attributes and a context area for the device object.

8 3ak. 1078
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/7
/7
WDF_OBJECT_ATTRIBUTES INIT CONTEXT TYPE(&fdoAttributes, FDO DATA) ;

/7
// Create a framework device object.This call will in turn create
// a WhM device object, attach to the lower stack, and set the
// appropriate flags and attributes.
//
status = WdfDeviceCreate (&DeviceInit, &fdoAttributes, &hDevice);
if (INT_SUCCESS (status)) {
KdPrint ( ("WdfbDeviceCreate failed with status code 0x%x\n", status));

return status;

1/

// Get the device context by using the accessor function specified in
// the WDF_DECLARE_CONTEXT TYPE WITH NAME macro for FDO_DATA.

//

fdobata = ToasterFdoGetData (hDevice);

//
// Tell the Framework that this device will need an interface
//
status = WdfDeviceCreateDevicelnterface (
hDevice,
(LPGUID) &GUID DEVINTERFACE TOASTER,
NULL // ReferenceString

if (!NT_SUCCESS (status)) {
KdPrint ( ("WdfDeviceCreateDevicelnterface failed Ox%x\n", status)):

return status;
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//
/7
7/
//
/7
/7
/7
//
7/
7/
7/
7/
/7
/7
/7
/!

Register I/0 callbacks to tell the framework that you are interested
in handling IRP MJ READ, IRP_MJ WRITE, and IRP MJ DEVICE_CONTROL
requests.

If a specific callback function is not specified for one ofthese,
the request will be dispatched to the EvtIcDefault handler, if any.
If there is no EvtlIoDefault handler, the request will be failed with
STATUS_INVALID DEVICE REQUEST.

WdfIoQueueDispatchParallel means that we are capable of handling

all the I/0 requests simultanecusly and we are responsible for
protecting

data that could be accessed by these callbacks simultaneously.

A default queue gets all the requests that are not

configured for forwarding using

WdfDeviceConfigureRequestbDispatching.

WDE_TO_QUEUE_CONFIG INIT DEFAULT QUEUE (&queueConfig,

WdfIoQueueDispatchParallel);

queueConfig.EvtIcRead = ToasterEvtIoRead;

queueConfig.EvtIoWrite = ToasterEvtIoWrite:

queueConfig.EvtIoDeviceControl = ToasterEvtIoDeviceControl;

st

atus = WdfIoQueueCreate (
hDevice,

&queueConfig,

WDF_NO OBJECT ATTRIBUTES,
&queue

)i

if (!NT_SUCCESS (status)) {

KdPrint { ("wdfIoQueueCreate failed Ox%x\n", status)):;

return status;
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return status;

VOID

ToasterEvtIoRead (
WDFQUEUE Queue,
WDFREQUEST Request,
size t Length
)

/*++

Routine Description:

Performs read from the toaster device. This event is called when the

framework receives IRP_MJ READ requests.

Arguments:

Queue ~ Handle to the framework queue object that is associated with
the

I/0 reqguest.

Request - Handle to a framework request object.

Lenght - Length of the data buffer associated with the request.
By default, the queue does not dispatch
zero length read & write requests to the driver and instead to
complete such requests with status success. So we will never get

a zero length request.

Return value:

NTSTATUS status;
ULONG PTR bytesCopied =0;
WDFMEMORY memnmory;



Mpunoxenue 3. MNonearsie ucxonHsie kopbt ua KMDF 225

UNREFERENCED PARAMETER (Queue) ;
UNREFERENCED PARAMETER (Length) ;

PAGED CODE () ;

KdPrint ({ "ToasterEvtIoRead: Request: Ox%p, Queue: Ox%p\n",

Request, Queue)};

//
// Get the request memory and perform read operation here
//
status = WdfRequestRetrieveOutputMemory (Request, &memory);
if(NT_SUCCESS(StatuS) )
/7
// Copy data into the memory buffer using WdfMemoryCopyFromBuffer
//

WdfRequestCompleteWithInformation{Request, status, bytesCopied) ;

VOID

ToasterEvtIoWrite (
WDFQUEUE Queue,
WDFREQUEST Request,
size_t Length
)

/*++

Routine Description:

Performs write to the toaster device. This event is called when the

framework receives IRP_MJ WRITE requests.

Arguments:
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Queue - Handle to the framework queue object that is associated with
the

I/0 request.

Request - Handle to a framework request object.

Lenght - Length of the data buffer associated with the request.
The default property of the queue is to not dispatch
zero lenght read & write requests to the driver and
complete is with status success. So we will never get

a zero length request.

Return Value:

None

__*/

NTSTATUS status;
ULONG_PTR bytesWritten =0;
WDFMEMORY memory;

UNREFERENCED PARAMETER (Queue) ;
UNREFERENCED PARAMETER (Length) ;

KdbPrint!{ {"ToasterEvtIcWrite. Request: Ox2%p, Queue: Ox%p\n",

Request, Queue));

PAGED_CODE () ;

//
// Get the request buffer and perform write operation here
/7
status = WdfRequestRetrieveInputMemory {(Request, &memory);
if (NT_SUCCESS (status) ) |
//
// 1) Use WdfMemoryCopyToBuffer to copy data from the request
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// to driver buffer.

// 2) Or get the buffer pointer from the request by calling

// WdfRequestRetrieveInputBuffer

// 3) Or you can get the buffer pointer from the memory handle
// by calling WdfMemoryGetBuffer.

/7

bytesWritten = Length;

WdfRequestCompleteWithInformation (Request, status, bytesWritten);

VOID

Toas
IN
IN
IN
IN
N
)

/*++

Rout

terEvtlobDeviceControl (
WDFQUEUE  Queue,

WDFREQUEST Request,

size t OutputBufferlength,
size t InputBufferLength,
ULONG IoControlCode

ine Description:

This event is called when the framework receives TIRP_MJ_DEVICE_CONTROL

re

quests from the system.

Arquments:

Qu

eue - Handle to the framework queue object that is associated

with the I/0 request.

Request - Handle to a framework request object.

Ou

tputBufferlength - length of the request's output buffer,

if an output buffer is available.

InputBufferlength - length of the request's input buffer,

if an input buffer is available.
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IoControlCode ~ the driver—-defined or system-defined I/0 control code

(TOCTL) that is associated with the request.

Return Value:

VOID

__.*/

{

NTSTATUS status= STATUS_SUCCESS:

UNREFERENCED_PARAMETER(Queue);
UNREFERENCED _PARAMETER (CutputBufferlength);
UNREFERENCED PARAMETER (InputBufferLength);

KdPrint{ ("ToasterEvtIoDeviceControl called\n”))}:

PAGED CODE() ;

/7

// Use WdfRequestRetrievelnputBuffer and WdfRequestRetrieveOutputBuffer

// to get the request buffers.
/7

switch (IoControiCode) i

default:

4]

tatus = STATUS INVALID DEVICE REQUEST;

//
// Complete the Request.
//

WdfRequestComplieteWithInformation (Request, staﬁus, (ULONG_PTR) 0);
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Environment:

Windows User-Mode Driver Framework (WUDF)

__*/

#include "internal.h"

#include "device.tmh"

HRESULT

CMyDevice: :CreateInstance (
__in IWDFDriver *FxDriver,
___in IWDFDeviceInitialize * FxDevicelnit,
__out PCMyDevice *Device

)
/*++

Routine Description:

This method creates and initializs an instance of the skeleton driver's

device callback object.

Arguments:

FxDeviceInit - the settings for the device.

Device - a location to store the referenced pointer to the device

object.
Return Value:
Status

_._*/

{

PCMyDevice device;
HRESULT hr;
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//
// Allocate a new instance of the device class.

//

device = new CMyDevice();

if (NULL == device)
{
return E_OUTOFMEMORY;

//
// Initialize the instance.

//
hr = device->Initialize (FxDriver, FxDevicelnit):;

if (SUCCEEDED (hr))
{

*Device = device;
}
else

{

device->Release();

return hr;

HRESULT
CMyDevice::Initialize(
__in IWDFDriver * FxDriver,
__in IWDFDeviceInitialize * FxDevicelnit

)

/*++
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Routine Description:

This method initializes the device callback object and creates the

partrer device object.

The method should perform any device-specific configuration that:
* could fail (these can't be done in the constructor)

* must be done before the partner object is created -or-

* can be done after the partrer object is created and which aren't

influenced by any device-level parameters the parent (the driver
in this case}) might set.

Arguments:

FxDevicelInit - the settings for this device.

Return Value:

status.

——=/

IWDEFDevice *fxDevice;

fRESULT hr;

/1
// Configure things like the locking model before we go to create our

// partner device.

//

//

// TODO: Set the locking model. The skeleton uses device level
// locking, but you can choose “none" as well.

//

FxDeviceInit->SetLockingConstraint (WdfDeviceLevel);
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//

// TODO: If you're writing a filter driver then indicate that here.
//

// FxDevicelnit->SetFilter();

//

//
// TODO: Any per-device initialization which must be done before
// creating the partner object.

//

/7
// Create a new FX device object and assign the new callback object to
// handle any device level events that occur.

/7

//

// QuerylUnknown references the IUnknown interface that it returns
// (which is the same as referencing the device). We pass that to
// CreateDevice, which takes its own reference if everything works.

//

IUnknown *unknown = this->QueryIUnknown();

hr = FxDriver->CreateDevice (FxDeviceInit, unknown, &fxDevice);

unknown—>Release () ;

//

// If that succeeded then set our FxDevice member variable.

/7

if (SUCCEEDED (hr))

{

m_FxDevice = fxDevice;
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//

// Drop the reference we got from CreateDevice. Since this object
// is partnered with the framework object they have the same

// lifespan - there is no need for an additional reference.

//

fxDevice->Release () ;

return hr;

HRESULT

CMyDevice: :Configure (
VOID
)

/[ ++

Routine Description:

This method is called after the device callback object has been

initialized and returned to the driver. It would setup the device's

queues and their corresponding callback objects.

Arguments:

FxDevice - the framework device object for which we're handling events.

Return value:

status

_-*/

{
//
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// TODO: Setup your device queues and I/0 forwarding.
/!

return S OK;

HRESULT

CMyDevice: :QueryInterface(
__in REFIID Interfaceld,
__out PVOID *Cbject
)

/*++

Routine Description:

This method is called to get a pointer to one of the object's callback

interfaces.

Since the skeleton driver doesn't support any of the device events,

this method simply calls the base class's BaseQuerylnterface.

If the skeleton is extended to include device event interfaces then
this method must be changed to check the IID and return pointers

to them as appropriate.

Arguments:

Interfaceld - the interface being reguested

Object - a location to store the interface pointer if successful

Return Value:

S_OK or E_NOINTERFACE
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/7

)

// 3tore a pointer to the new, initialized object in the output

¢

// parameter.

//

*Driver = driver;

/7

// Release the reference on the driver cbject to get it to delete

// itselif.

//

driver->Release () ;

return nr;

HRESULT
CilyDriver::Initialize!
VOID
}

St

Routine Description:

This method is called to initialize a newly created driver callback

obiect

kefore it is returned to tne creator.

Unlike the constructor, the

Initialize method ccrntains operations which could potentially fail.
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— 4
7

{
HRESULT hr;

PCMyDevice device = NULL;

/7

// TODO: DO any per-device initialization (reading settings from the
/7 registry for example) that's necessary before creating your
/7 device callback object here. Otherwise you can leave such

/7 initialization to the initialization of the device event

/7 handler.

//

/7

// Create a new instance of our device callback object

//

hr = CMyDevice::Createlnstance {FxWdfDriver, FxDevicelnit, &device);

/7

// TODO: Change any per-device settings that the object exposes before
7/ calling Configure to let it complete its initialization.

I/ I/

7/

// If that succeeded then call the device's construct method. This
// allows the device to create any queues or other structures that it
// needs now that the corresponding fx device object has been created.

/7

if (SUCCEEDED(hr})
{

hr = device->Configure();
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1/

// Release the reference on the device callback cbject now that it's

// been associated with an fx device object.
7/

if (NULL != device)

1

device->Release () ;

return hr;
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